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Introduction

Topicality of the research

With the financial sector shifting towards digital transformation, digital trust is
becoming increasingly relevant due to its role in ensuring the safety, confidentiality, and
reliability of technological systems. This reflects the growing necessity for secure digital
interactions and data privacy in a rapidly evolving technological landscape. This trend is also
evident in scientific literature. According to information from the Scopus database (Elsevier
2025), the number of articles and conference papers featuring the keyword “digital trust” in
their title, abstract, or keywords has significantly risen from one or two per year until 2017 to
121 in 2025.

At the same time, the concept of digital trust appears prominently in professional
literature as a new approach to assessing the trustworthiness of digital technologies (World
Economic Forum 2024; PwC 2024; ISACA 2024; Deloitte 2024a). It highlights the relevance
of “digital trust”, which is still developing in scientific literature and varies according to context
and sector (Pietrzak and Takala 2021). This emphasises the need for a validated definition and
further research to identify additional characteristics of the digital trust concept. Moreover,
trustworthiness has been recognised as a critical factor for collaboration with service providers
(Urbano et al. 2013). Yet, the idea of “digital trustworthiness” has to be explored in the
scientific literature. Although researchers acknowledge a conceptual distinction between
traditional interpersonal trust and digital trust in technology-mediated environments, theoretical
consolidation remains limited (Chaudhuri 2021; Zhghenti and Chkareuli 2021). Previous
research also highlights the absence of consensus regarding the core characteristics of digital
trust (Papic et al. 2022).

Simultaneously, the Digital Operational Resilience Act (DORA), which took effect on
17 January 2025 and applies to the entire European financial sector, requires a comprehensive
approach to various third-party risks associated with information and communication
technology (ICT) service providers (European Commission 2022b). Consequently, financial
institutions must prioritise the management of third-party ICT service risks. While adopting
ICT third-party risk management is crucial for ensuring effective oversight and addressing
emerging technological risks (Giacchero and Moretti 2021), historically, organisations assessed
third-party risks within a limited context (Deloitte 2024b).

The interest in “third-party risk” and “supplier risk” (terms often used interchangeably
in scientific and professional literature) has steadily increased since 2007, according to the
Scopus database (Elsevier 2025), with a notable spike in interest from 2020, resulting in 62
publications in 2024. Furthermore, the literature provides limited clarity in distinguishing
between different categories of third-party risks, while the debate continues between
technology-driven approaches and more traditional management tools for third-party risk
management. Consequently, the gaps in the third-party risk management framework, regulatory
requirements, and the high dependency of financial institutions on ICT service providers make
third-party risk management a pertinent issue for the financial sector.

The studies on the interrelationships between trust and risk have a rich history (Josang
and Presti 2004), and researchers highlighted the significance of trust in effective risk
management practices three decades ago (Slovic 1993). It has been shown that trust can act as
a means of "complexity reduction” in decision-making within an offline environment,
particularly when assessing risks. This approach may serve as an efficient complement to
rational risk management strategies (Lewis and Weigert 1985; Mclain and Hackman 1999).
However, further analysis revealed that there is a lack of standardised approaches to
conceptualising and assessing trust within risk management frameworks.

Furthermore, the connection between trust and third-party risk management has not
been extensively explored in the literature. A search for the keywords “digital trust” AND
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(“third-party” OR “supplier” OR “supply chain”) conducted in November 2025 in the Scopus
database identified 589 publications in scientific journals and conference papers (Elsevier 2025).
Furthermore, a bibliometric analysis was conducted using the VOSviewer tool and the
keywords mapping method, which involves the co-occurrence of keywords. The analysis
identified a significant gap in the scientific literature: a lack of recurring keywords associated
with risk and risk management. This suggests that the concept of digital trust has not been
sufficiently explored within the context of third-party or supplier risk management, and the
mechanisms through which different trust factors influence third-party risks remain
insufficiently understood.

Research aim, questions, hypotheses, object, and subject

The research aim is to identify the impact of digital trust on an organisation's third-
party risks and to develop a capability-driven framework that enables organisations to assess
and manage digital trust more effectively, thereby improving third-party risk management and
overall third-party risk management governance maturity.

The main research questions are:

RQ1: What is the essence of digital trust, and what are its characteristics?

RQ2: How does digital trust impact third-party risks of ICT services?

RQ3: What digital trust assessment and management capabilities must be facilitated in
the organisation to reduce third-party risks of ICT services?

RQ4: What sources of information should be considered by the organisation for digital
trust assessment?

The hypotheses of the research are:

H1: Digital trust reduces third-party risks.

H2: The effect of digital trust on reducing third-party risks is moderated by the
organisation’s capabilities for digital trust assessment and management.

H3: A higher level of transparency in digital trust assessments during third-party
onboarding has a positive impact on digital trust.

H4: Higher transparency in digital trust assessment during third-party onboarding
reduces third-party risks.

H5: Digital trust acts as a mediator between transparency in digital trust assessment
during third-party onboarding and the level of third-party risk.

H6: The effect of digital trust on reducing third-party risk is moderated by the level of
transparency in digital trust assessment during third-party onboarding.

H7: The level of transparency in digital trust assessment during the onboarding of a
third-party has a positive impact on the level of organisational capabilities for digital trust
assessment and management.

HS: The extensive use of various sources of information for digital trust assessment has
a positive impact on the level of digital trust.

H9: The effect of digital trust on reducing third-party risks is moderated by the
extensive use of various sources of information for digital trust assessment.

H10: The extensive use of various sources of information for digital trust assessment
has a positive impact on organisational capability for digital trust assessment.

H11: Organisational capabilities for digital trust assessment and management positively
impact the maturity of third-party risk management.

The research object is the Baltic banking industry, which is required to implement the
DORA regulation in full scope and is expected to have third-party risk management practices
at a sufficiently mature level, allowing employees to participate meaningfully in the study.
Currently, there are 40 licensed banks and affiliated branches of foreign credit institutions
operating in the Baltic. These banks often belong to cross-border banking groups and share
historically similar business cultures across the region.

The research subject is digital trust.



Research tasks

1. To explore the concept of digital trust in relation to third-party risk management of
ICT services by defining and emphasising key characteristics and their effects on third-party
risks.

2. To explore how organisations assess digital trust, with a focus on identifying the
organisational capabilities required for effective assessment and management, and to propose
recommendations for strengthening those capabilities.

3. To evaluate the role of transparency in digital trust assessments, by analysing how
organisations communicate trust criteria to third parties and how transparency impacts digital
trust perception and third-party risk reduction.

4. To analyse the use of diverse information sources in digital trust assessments and their
contribution to digital trust assessment quality.

5. To develop a framework for organisations to enhance digital trust assessment
practices, with the goal of improving third-party risk management effectiveness and advancing
the overall maturity of third-party governance.

6. To analyse the future development of third-party risk management in the financial
industry by examining emerging shifts in its regulatory environment, governance frameworks,
and third-party cooperation models

Research methods

This doctoral thesis employs a mixed-methods approach, enabling methodological
triangulation and thereby enhancing the credibility of the findings. The research design
integrates both qualitative and quantitative approaches.

The theoretical basis of the research is grounded in six systematic literature reviews
employing the PRISMA methodology (Page et al. 2021), which provide a comprehensive
understanding of the current state of knowledge on digital trust, third-party risk management,
and the relationship between trust and risk management in a digital environment. Bibliometric
analysis, which applies full-counting keyword co-occurrence analysis using VOSviewer
(VOSviewer 2024), enables the identification of publication patterns, research trends, and gaps
within relevant scholarly domains. Content analysis is applied to academic and professional
literature to examine the key characteristics of digital trust, third-party risk management, and
its frameworks, as well as the trust-risk relationship in a digital context. Additionally, the study
employs a construct validity method to verify the reliability and clarity of the proposed digital
trust definition and its measurable items.

The theoretical part of the thesis draws on secondary data sourced from scientific
publications indexed in Scopus and Web of Science, conference proceedings, academic
literature, professional reports, industry associations, and business networks relevant to the
research topic. Additional contextual information was obtained from companies’ websites,
annual and sustainability reports, and publicly available statistics.

The empirical part of the research is based on two methodological approaches:

1. Quantitative research is based on a survey of employees of the Baltic banking industry
involved in third-party risk management. The survey employed a 5-point Likert scale and
collected 138 valid responses, which provided a 95% confidence level and an 8.34%
margin of error (Calculator.net 2026). The sampling approach combines convenience
sampling with elements of purposive sampling, ensuring the inclusion of respondents
directly engaged in third-party risk management activities. For data processing and analysis,
the study employs descriptive statistics using JAMOVI software (jamovi 2026) and Partial
Least Squares Structural Equation Modelling (PLS-SEM) with bootstrapping using
SmartPLS software (Ringle et al. 2025), enabling the examination of the conceptual
research model derived from the theoretical framework and literature review. The model
includes constructs such as digital trust, third-party risks, transparency in digital trust
assessments, organisational capabilities for digital trust assessment and management, and
the maturity of third-party risk management within organisations. PLS-SEM is particularly
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suitable for testing the conceptual model due to its ability to assess complex,
multidimensional relationships, such as mediation and moderation, and it was selected as
the statistical testing method because of its proven effectiveness in examining trust and risk
management relationships in a digital context (identified in 73% of the empirical papers
analysed in the systematic literature review of this thesis). The model was tested using the
full sample of responses and a reduced subsample of employees working in risk,
compliance, and security roles to examine whether the trust-risk relationship depends on
the respondent’s role in the organisation.

2. Qualitative research is based on semi-structured expert interviews (n = 13) with
representatives from the financial sector across the three Baltic countries, employing
purposive sampling. The number of interviews was determined based on theoretical
saturation, ensuring both the validation of quantitatively obtained results from the
conceptual model testing and an in-depth understanding of the state of third-party risk
management in the Baltic financial sector, current practices in digital trust assessment, and
the organisational capabilities required for its effective management.

For proofreading and text-flow improvement, the author used the Grammarly writing-
assistance software v. 1.164 (Grammarly 2026) and ChatGPT v. 4 and v. 5 (OpenAl 2026).

Limitations of the research

The research has several limitations that should be acknowledged when interpreting the
findings. First, it is limited to the digital environment of trust and ICT third-party risks as a
category of an organisation’s non-financial risks.

Second, the research is geographically limited to the Baltic region. The organisations
included in the study operate within Estonia, Latvia, and Lithuania. Baltic economies are
characterised by historically similar institutional development, regulatory structures, and
business cultures. Although this enhances the internal consistency of the sample, it may limit
the generalisability of the findings to regions with substantially different regulatory, cultural, or
technological environments.

Third, the research is limited to the banking industry. This is motivated by the need to
analyse organisations that manage third-party risks at least at an average maturity level. This
category of risk management is still emerging worldwide, and less than 40% of organisations
consider it sufficient (SupplyWisdom 2025). The banking sector provides a context where more
advanced and structured approaches can be observed. However, this also restricts the
applicability of the results to non-financial industries or sectors with lower third-party risk
management maturity.

Fourth, the quantitative component of the study relies on self-reported data, which may
introduce biases such as subjective perception of organisational capabilities. Although
triangulation with qualitative interviews helps mitigate this limitation, it cannot be fully
eliminated.

Fifth, the unit of analysis is limited to a single third-party relationship as reported by
each respondent. While this approach allows for the examination of specific trust—risk dynamics,
it does not capture portfolio-level risk exposure, interdependencies between multiple third
parties, or aggregated risk across an organisation’s third-party portfolio. As a result, the study
may not fully reflect the systemic aspects of third-party risk that emerge only at a broader
portfolio level.

Finally, the study examines organisational practices and perceptions at a single point in
time. Given the initial stage of third-party risk management in the industry, a longitudinal
approach would be beneficial for capturing changes in organisational capabilities, regulatory
pressures, and risk maturity over time.

Theses for defence

Based on the conducted research, the following original scientific contributions are
derived:

10



1. Digital Trust is reducing third-party risks. It has a positive impact on reducing ten out of
twelve specific third-party risk categories (excluding vendor and supply chain
cybersecurity risks and partner-specific factor risks).

2. The strengthening effect of organisational capabilities on digital trust assessment in the
trust-risk relationship depends on the assessor’s role. While the hypothesised moderation
effect was not supported in the full sample, it became statistically significant within the
governance-level group. This indicates that the quality-enhancing influence of dynamic
capabilities in digital trust assessment is recognised and effective only among risk,
compliance, and security professionals who operate with an awareness of governance-level
practices.

3. Transparency in digital trust assessment has a positive impact on digital trust and acts as a
full mediator between transparency and third-party risk, suggesting that transparency
reduces uncertainty and builds relational trust. This relationship is primarily observed in
the broader employee sample, while governance-level professionals rely more strongly on
objective evidence than on process transparency when forming trust judgments.

4. When assessment criteria are transparent, transparency acts as a moderating factor that
weakens the relationship between digital trust and third-party risk. Third parties can
manipulate the signal to build an artificially high perception of digital trust, thereby diluting
the negative impact of that perceived trust on actual third-party risks.

5. Transparency has a significant and positive impact on the level of organisational

capabilities for digital trust assessment.

Utilising a variety of information sources positively impacts the level of digital trust.

7. The use of various information sources has a positive impact on organisational capabilities
for digital trust assessments, as confirmed through testing on a full data set. However, the
hypothesis was rejected in the governance-level group, suggesting that for experienced
governance staff, the quantity of sources may create "noise and reconciliation burdens"
rather than strengthening the capabilities.

8. Organisational capabilities for digital trust assessment have a significant and positive
impact on the overall maturity level of third-party risk management.

Research period

The analysed scientific literature included in the thesis has the following time
limitations: research focused on digital trust spans from 2010 to September 2024, while studies
on the relationship between trust and risk management in a digital environment range from
2000 to July 2024, and those addressing third-party risks extend from 2016 to October 2024.
The entire body of relevant scientific articles and conference proceedings from Scopus
(Elsevier 2025) and Web of Science (Clarivate 2024) databases was included within the
analysis scope, and the initial search had no time limitations.

The doctoral dissertation research and development period lasted from early 2023 to the
end of 2025. The empirical component, which included surveys and interviews, was developed
from January 2025 to July 2025.

Theoretical novelty of the research

The theoretical foundations of this research are the integrative model of trust (Mayer et
al. 1995) and signalling theory (Spence 1973), which have been previously employed in
research on trust and risk management in digital contexts. As a novel contribution, it introduces
information asymmetry theory (Akerlof 1970) and dynamic capabilities theory (Teece et al.
1997) into trust-risk management research in digital settings, which allows to theorise and
empirically test, that transparent digital trust assessment criteria and outcomes can mitigate
information asymmetry in relationships between organisations and third parties, leading to an
increase in digital trust and a reduction in third-party risk and that organizational capabilities
for digital trust assessment and management may strengthen the positive impact of digital trust
on third-party risk reduction.

Furthermore, this thesis provides the following theoretical novelty:
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A systematic literature analysis of scientific publications devoted to digital trust identified
six thematic groups of digital trust definitions, revealing diverse academic focuses and
meanings associated with this concept.
The research is providing a validated holistic definition of digital trust “the confidence that
an entity or digital environment consistently demonstrates competence and reliability,
maintains robust security and a secure system architecture, fosters fair and honest practices,
provides a positive user experience, complies with governance and regulatory standards,
and ensures auditability and traceability of data and operations” based on 86 analysed
papers identified within systematic literature review and 42 various existing digital trust
definitions.
The research systematically identified 24 digital trust factors from the analysed literature,
organising them into a comprehensive framework of four main categories, which serves as
a foundation for measuring and managing digital trust.
The research identified four categories contributing to and extending “Integrative model of
trust” (Mayer et al., 1995) by a newly introduced category specific to the digital context
(Openness).
The research provides a theoretical justification through four systematic literature reviews
for the distinction between third-party risk and risks associated with vendors, suppliers,
and service providers. This distinction is based on the assertion and detailed justification
of their non-synonymity, despite the common usage of these terms interchangeably in
professional and scientific literature.

The practical novelty of the research
The study provides a tested measurement foundation for digital trust, including nine
empirically validated items and a consolidated factor framework structured around four
trust dimensions (Ability, Benevolence, Integrity, and Openness). These tools enable
practitioners to measure the digital trustworthiness of ICT third parties.
The research provides a comprehensive list of twelve third-party risks, compiled through a
systematic literature review, which categorises them into seven distinct categories. This
offers a structured overview of the potential range and complexity of issues organisations
face when dealing with external parties.
The study identifies the most commonly used and effective sources of information for
digital trust assessment, which organisations can apply to assess the digital trustworthiness
of ICT third parties.
The study confirms that higher digital trust contributes to a lower level of 10 out of 12
specific third-party risk types, while supply chain cybersecurity risks and partner-specific
factor risks areas require additional controls beyond trust-building.
The research empirically demonstrates that organisational dynamic capabilities for digital
trust assessment and management positively influence third-party risk management
maturity. In turn, organisational transparency in digital trust assessment enhances
organisational capabilities, underscoring the importance of clear documentation and well-
defined trustworthiness criteria within the organisation.
Through the confirmed moderation effect, the research shows that high transparency in
digital trust assessment may enable third parties to “manipulate the signal”, potentially
inflating perceived trust. This highlights the practical need for continuous monitoring and
complementary controls beyond initial digital trust assessments.
The research develops the “Capability-driven Digital Trust framework for enhanced Third-
Party Risk Management” specifically to help organisations improve their digital trust
assessment and management maturity. The framework provides a practical roadmap for
linking capability development to better governance of third-party risks.
Based on expert opinions, the research proposes a tiered evidence hierarchy designed as a
practical guide for assessors to ensure comprehensive and reliable assessment of ICT third-
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party trustworthiness. This addresses the practical challenge of avoiding duplicative or
subjective self-reported information.
The research demonstrates that transparency in digital trust assessment enhances
organisational capabilities for digital trust assessment and management by promoting
standardisation and enabling suppliers to prepare relevant documentation, thereby
highlighting the value of clear and well-documented assessment criteria. At the same time,
it identifies a practical warning that such transparency can weaken the trust-risk link by
encouraging box-ticking and “designed answers”. Therefore, transparency must be
complemented with substantive content evaluation and independent verification to avoid
signalling risks.
The research offers practical foresight for financial institutions preparing for forthcoming
regulations such as DORA, drawing on expert consensus regarding expected developments
in the field over the next 3—5 years.

The methodological novelty of the research
The research develops and empirically validates a methodology for assessing and
measuring the digital trustworthiness of ICT third-party service providers. The
methodology operationalises digital trust through a structured set of trust factors and
measurable indicators, enabling its integration into third-party risk management practices.

Approbation of the most relevant results

The results of the research were presented at 13 international conferences:

. ASBBMC 2024 - 17th Annual Scientific Baltic Business Management Conference, 28—

30 May 2024, Riga, Latvia

Digital Trust in the Financial Sector: A Systematic Literature Review

ICABE 2024 — 20th International Conference on Applied Business & Economics, 12—

14 September 2024, Szczecin, Poland

Trust and Risk Management in Digital Settings: A Systematic Literature Review

SCEE 2024 — 65th Riga Technical University International Scientific Conference
“Scientific Conference on Economics and Entrepreneurship”, 11 October 2024, Riga,
Latvia
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Chapter 1 Summary: The relationship between digital trust and third-
party risks

Trust has been recognised as an essential element of effective risk management practices
for decades (Slovic 1993). Mayer et al. (Mayer et al. 1995) incorporated risk into their trust
model. The authors stated that the level of trust and perceived risk in the situation would lead
to risk-taking in the relationship. The study suggested that a higher level of trust increases the
likelihood that the trustor will engage in the relationship, which they consider risky. Namely, if
the level of trust is higher than the level of perceived risk, the trustor will take a risk in the
relationship.

It is worth mentioning that Mayer et al. (1995) highlighted the multidimensional nature
of trust and proposed splitting these dimensions into three categories: ability, benevolence, and
integrity.

Three forms of trust are more often discussed in the scientific literature: social trust,
digital trust, and trust in technology (Rychkova and Ghriba 2023). Social trust refers to the
willingness of one party to be vulnerable to the actions of another (Mayer et al. 1995). Trust in
technology centres on the belief that a specific technology possesses the attributes necessary to
perform as expected in situations where negative consequences are possible (Rychkova and
Ghriba 2023). Digital trust, situated within digital interactions and environments, reflects the
confidence placed in actors, processes, and technologies operating in digitally mediated
contexts. These forms of trust are intrinsically linked to organisational decision-making and
technology adoption (Rychkova and Ghriba 2023).

Researchers have demonstrated that trust in all three dimensions must be considered
when designing technological solutions. Already in 2017, according to the Deloitte Global
Survey, over 50% of respondents reported a significant increase in their dependence on third
parties, while only 20% considered this factor when enhancing their risk management
mechanisms (Deloitte 2017). More recent findings indicate that the primary challenge in
resilience is the lack of integration of frameworks and data points associated with third parties
(Deloitte 2023). This confirms the applicability of the information asymmetry theory to the
third-party risk management environment and encourages the pursuit of solutions to this
asymmetry. Mature third-party risk management practices are gradually shifting from
questionnaire-based governance towards collaborative, trust-based engagement (Deloitte 2023).

Trust functions as a mechanism for reducing complexity in decision-making (Lewis and
Weigert 1985; Mclain and Hackman 1999) and has been associated with more accurate risk
perceptions (Mclain and Hackman 1999). However, trust is contextual (Marsh 1994; Mayer et
al. 1995) and differs between online and offline environments (Alpacan et al. 2011).
Consequently, proper assessment instruments for digital trust in organisational settings are
required.

The theoretical foundation of this chapter is based on six systematic literature reviews
(SLRs) conducted in accordance with PRISMA 2020 methodology (Page et al. 2021). Searches
were performed in Scopus (Elsevier 2025) and Web of Science (Clarivate 2024), and both
journal articles and conference proceedings were included, recognising the importance of
conference publications in emerging digital topics (Bates and Maack 2009).

1.1. The essence of digital trust and its characteristics
Despite growing academic interest, no unified definition and set of digital trust
characteristics of digital trust exists (Pietrzak and Takala 2021; Tunkevichus and Rebiazina

2021; Chen et al. 2023). Therefore, an SLR was conducted to gather comprehensive information
on the digital trust concept. The search using the keywords “digital trust” was performed on
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September 15, 2024, and was limited to 1) titles, abstracts, and keywords; 2) scientific articles
and conference papers; and 3) English language. In total, 156 records were identified in Scopus
(Elsevier, 2025) and 84 in Web of Science (Clarivate 2024) databases. After removing
duplicates, 170 papers remained. After abstract screening and full-text reading, 86 research
papers - 27 conference proceedings and 59 scientific articles - were included for theoretical
analysis of the digital trust concept.

Existing definitions of digital trust

The authors of various papers have stated that there is no single definition of digital trust
(Pietrzak and Takala 2021; Tunkevichus and Rebiazina 2021; X. Chen et al. 2023). Indeed, the
research revealed a wide range of definitions of digital trust in academia: 86 analysed papers
identified 42 different definitions of digital trust.

The most frequently cited definition describes digital trust as “the confidence of
stakeholders in the competence of actors, technologies and processes for establishing reliable
and secure business networks”, (M. F. Mubarak and Petraite 2020, p.3) which was included in
the analysed papers and additionally quoted three times (Mo et al. 2023; Han et al. 2024;
Mubarak et al. 2024), i.e. used four times. Nevertheless, the diversity of definitions
demonstrates fragmentation in conceptual understanding.

Content analysis allowed the classification of these definitions into six thematic groups
summarised in Table 1.1 below.

Table 1.1. Digital trust definitions distribution by the thematic group

Group no. Main group’s theme

Group 1 (n=12) Confidence in people, processes and technology to create a secure
digital environment

Group 2 (n=8) Trust in data protection, privacy, security, and ethical information
handling

Group 3 (n=8) Trust in the technical capability and reliability of technology

Group 4 (n=7) Trust as a mental state involving cognitive, emotional, and experiential
factors

Group 5 (n=4) Trust as an enabler in digital relationships, interactions, and business
networks

Group 6 (n=3) Trust based on ethical behaviour and cultural principles

Source: Created by the author

Key characteristics of digital trust

The existence of a common understanding of the digital trust concept and its
characteristics is supported by the fact that previous attempts have been made to identify its
characteristics using a systematic literature review methodology. Rychkova and Ghriba’s (2023)
review of blockchain literature identified 21 technology-neutral trustworthiness requirements,
emphasising the importance of digital, technological, and social trust in organisational decision-
making. Based on the trustworthiness factors mentioned by Mayer et al. (1995), the
requirements were divided into three categories: ability, benevolence, and integrity.

Out of 86 papers, 36 included the characteristics of digital trust, yet none were included
in the systematic review conducted by Rychkova and Ghriba (2023). From these papers, 24
factors of digital trust were identified and organised into four categories and eight sub-
categories.

Since this research aims to identify generally applicable digital trust factors that can
subsequently enable the measurement of digital trust, all identified factors were mapped on
three layers:

1. Category, based on initial trustworthiness factors introduced by Mayer et al. (1995);
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2. Sub-category, representing the foundational elements of the category in the context
of digital trust; and

3. Consolidated digital trust factors, since many researchers used different elements to
articulate a single digital trust factor.

Although nearly all identified factors can be sorted into three main categories: 1. The
system's or organisation’s competence/capacity (Ability); 2. The positive intent of
organisations/service providers towards users (Benevolence); and 3. The organisation's
alignment with acceptable standards and principles (Integrity), a particular subset of digital trust
factors, does not entirely align with these three pillars.

In the modern world, particularly within the digital environment, there are numerous
ways to verify trustworthiness through external sources or assurances. Consequently, trust is
becoming demonstrable and publicly verifiable. This concept may be described as "openness"
and was offered as a fourth category of digital trust factors.

Digital trust is a complex and multidimensional concept (Ferraro et al. 2023); thus, it is
not easy to identify which factors are more important in establishing it than others. The analysis
conducted reveals that the top three sub-categories of digital trust factors are “security and
control” (n=25), “openness” (n=23) and “competence and performance” (n=19). Other sub-
categories are comparatively secondary, with “relational credibility” and “secure system
architecture” being less influential. All identified categories and sub-categories of digital trust
are depicted in Figure 1.1 below.

Digital Trust

Ability Benevolence Openness (n=23)

Competence and
= Pperformance
(n=19)

Bl Coreethical
pronciples (n=14)

| Relational
credibility (n=10)

Il Governance and
compliance (n=13)

Security and |
control (n=25) and support (n=12)

User experience

Bl Secure system
architecture (n=8)

Figure 1.1. Digital trust factors categories and sub-categories

Source: Created by the author

Based on the previously analysed digital trust definitions and key factors that compose
the concept, the author proposes the following definition of digital trust: Digital trust is the
confidence that an entity or digital environment consistently demonstrates competence and
reliability, maintains robust security and a secure system architecture, fosters fair and honest
practices, provides a positive user experience, complies with governance and regulatory
standards, and ensures auditability and traceability of data and operations.

Considering the current existence of 42 different definitions of digital trust and the lack
of a singular dominant definition, the concept validation method will be employed to
demonstrate the validity of the proposed definition.
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Validation of digital trust definition

Clear conceptual definitions are crucial for scientific progress and further theoretical
development (Podsakoff et al. 2016). Even more important is to create a formal definition with
precise language to prevent ambiguities and repetitive reasoning (Sell 2018). Therefore, the
proposed definition was validated using content validity methodology (Colquitt et al. 2019;
Hinkin and Tracey 1999).

A questionnaire for content validation of the definition, created using Hinkin and
Tracey’s approach (1999), was piloted among five respondents to gather feedback and assess
its validity. Further, it was distributed among doctoral students and professionals, resulting in
99 valid responses. 5-point Likert scale was used to determine the degree to which the definition
corresponded to the key factors that compose it.

The operationalised descriptions of the validation factors were based on the factor
descriptions proposed by Rychkova and Ghriba (2023) and are listed in Table 1.2 below. To
operationalise the first three categories (F1 — F7), the author summarised the descriptions of the
factors included in the sub-category, as provided by Rychkova and Ghriba (2023). The fourth
category factors (F8, F9) were created directly from the descriptions provided by Rychkova and
Ghriba (2023).

Table 1.2. Description of measurable items

Code | Category Factor
Category 1: Ability
F1 1.1.Competence and The entity demonstrates competence and reliably delivers
performance services or products.

The entity ensures secure access, protects data, and

F2 1.2. Security and control T .
maintains 1ts integrity.

1.3. Secure system The entity employs a secure architecture and processes to

F3 . : . i
architecture ensure efficiency, control, and integration.

Category 2: Benevolence

The entity demonstrates fairness, honesty, and reliability,

F4 2.1. Relational credibility building a strong reputation.

2.2. User experience and The entity ensures a positive user experience and provides

k> support responsive support.

Category 3: Integrity

The entity demonstrates integrity, protects data privacy, and

Fé 3.1. Core ethical principles adopts sustainable practices.

3.2. Governance and The entity ensures governance and compliance in

F7 . . .
compliance accordance with regulations and standards.

Category 4: Openness

The entity ensures compliance through certifications,

r8 4.1. Auditability audits, and supervision.

The entity ensures traceability by providing information

F9 4.2. Traceability about data origins.

Source: created by the author, based on (Rychkova and Ghriba 2023)

Four definitions were provided for the respondents’ judgment: the first one, developed
by the author to validate it; the second, the most popular existing definition, to check whether
the proposed one better represents the concept’s essence; and the third and fourth, related to the
digital trust concepts of “cyber-trust” and “online trust.”

Definition No. 1: “Digital trust is the confidence that an entity or digital environment
consistently demonstrates competence and reliability, maintains robust security and a secure
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system architecture, fosters fair and honest practices, provides a positive user experience,
complies with governance and regulatory standards, and ensures auditability and traceability of
data and operations” (proposed by the author).

Definition No. 2: “Digital trust is the confidence of stakeholders in the competence of
actors, technologies and processes for establishing reliable and secure business networks” (M.
F. Mubarak and Petraite 2020, p.3), the most popular definition within the analysed sample.

Definition No.3: “The user’s confidence in the predictability of the “behaviour” of
software and hardware systems (digital technologies), their reliability, which is manifested in
the willingness to delegate several tasks to various software and hardware systems” (Vidiasova
et al. 2020, cited in Tunkevichus and Rebiazina 2021, p. 433). The definition of the related
concept — “cyber-trust”.

Definition No. 4: “Consumers’ perception of a web site’s usefulness, security, privacy,
reputation, quality, and e-vendors’ willingness to customise” (Wu et al. 2010, cited in
(Tunkevichus and Rebiazina 2021, p. 433). The definition of the related concept, “online trust”.

Since Colquitt et al. (2019) stated that a minimum sample size of 100 respondents would
provide sufficiently precise results, we conclude that the current sample is adequate for the
purpose of this study.

Exploration statistical calculations in this study were conducted using Jamovi v. 2.6.26
(jamovi 2026) software. The author’s proposed definition - definition number 1 - was analysed
based on the index of definitional correspondence, referred to as Afc (for Hinkin Tracey
correspondence), calculated using the following formula:

htc = average definitional correspondence rating/a

Following Hinkin and Tracey (1999), a minimum value of 4.2 for htc provides a
confirmation of content adequacy. As per Colquitt et al., (2019) the htc value from 0.87 to 0.90
confirms strong content adequacy, whereas 0.84 to 0.86 suggests that the correlation is
moderate while still sufficient. Overall, statistical analysis conducted in Jamovi confirmed
moderate to strong content adequacy (overall htc = 0.86).

Afterwards, the results of the similar (D2) and alternative (D3, D4) definitions were
analysed using the /td or Hinkin Tracey distinctiveness index, which was calculated using the
formula below:

htd = Average of all (Intended Correspondence Rating — Orbiting Correspondence
Rating) / (a — 1), where a is the number of anchors

According to Colquitt et al., (2019) htd value from 0,18 to 0,26 is moderate, whereas
from 0,27 to 0,34 it is strong. Following the calculations of the factors/measurable items ratings,
No. 2 — the most popular definition of digital trust — exhibits moderate distinctiveness from the
newly proposed definition (htd = 0.23). Thus, we may conclude that the proposed definition
(D1) better represents the conceptual essence of digital trust than the existing definition.

In turn, definition No. 3 (D3) — the definition of cyber-trust — exhibits strong
distinctiveness (htd=0.27), while definition No. 4 (D4) — the definition of online trust — shows
moderate distinctiveness (htd=0.24) compared to the proposed DI1. Based on this, we may
conclude that the proposed D1 represents the digital trust concept, not the orbiting ones.

Measurement of digital trust

The literature review reveals no unified approach to measuring digital trust and
identifies four main measurement methods. The most common approach (n = 11) relies on
multi-dimensional Likert-scale surveys (using ranges of 1-4 (Svenson et al. 2024), 1-5 (Balci
2021), or 1-7 (Mubarak et al. 2024)). A second method uses secondary data, such as reputation
scores, certifications, compliance records, security incidents, and third-party evaluations (Das

20



et al. 2023; Kluiters et al. 2023). A third approach applies direct trust perception measures
through a simple Likert-scale item with a question about the extent to which the service or
service provider is trustworthy or can be trusted (J. K. C. Chen et al. 2022). Finally, technically
oriented studies propose measuring digital trust through Industry 4.0 constructs or trust
architecture design (Akram and Ko 2014; Mubarak and Petraite 2020; Rane and Huang 2022).

Despite these approaches, none of the studies addresses the organisational capabilities
required to assess digital trust. Given the dynamic nature of trust (Oudina et al. 2024) and its
relationship with risk perception (Mclain and Hackman 1999), the concept of dynamic
capabilities (Teece et al. 1997) provides a relevant theoretical foundation. Building on Teece’s
framework, dynamic capabilities may be categorised into sensing, seizing, and reconfiguring
functions (Jantunen et al. 2012), which may support the development of organisational capacity
for effective digital trust assessment.

Prior studies on digital trust as a key service provider attribute

The reviewed studies indicate limited research on digital trust in intra-organisational
settings. Corsaro and D’ Amico (2022) identified digital trust as a key dimension influencing
B2B relational changes accelerated by digital transformation. Empirical evidence shows that
digital trust positively affects open innovation performance, mediated by technological
absorptive capacities (Mubarak and Petraite 2020), and supports sustainable blockchain-based
supply chains through transparency, cybersecurity, accountability, and regulatory compliance
(Sharma et al. 2024).

In B2B contexts, digital trust enhances perceived usefulness, satisfaction, and customer
loyalty (Balci 2021; Loh et al. 2024). It also correlates with Corporate Digital Responsibility
(Jelovac et al. 2022) and contributes to increased firm value from a governance perspective
(Kluiters et al. 2023).

Communication of digital trust

Digital trust can be communicated through technological, reputational, and signalling
mechanisms. Blockchain is frequently proposed as a tool to enhance transparency, immutability,
and verifiability across sectors (Piccininni et al. 2020; Kayhan 2022; Kobzan et al. 2018).
However, technology alone is insufficient, and overreliance on certain technologies without
building trust in institutions and processes may lead to distrust. Therefore, digital trust also
depends on institutional trust, governance, and human factors (Ferraro et al. 2023; Katete 2021).

Reputation, certifications (e.g., ISO 27001), prior track records, and governmental
assurances serve as additional trust signals (Das et al. 2023; Deprez et al. 2016). Digital trust
may further be demonstrated through ratings and feedback from partners or customers,
qualitative public representation, and communication of cybersecurity investments (Oukarfi
and Sattar 2020; Mohlmann 2021; Kluiters et al. 2023). Educating customers about product
architecture and technology and building communities around the organisation also support
digital trust communication (Levine 2019; Zolfaghari et al. 2023; Pivavarava and Koop 2024).

Information asymmetry theory (Spence 1973) explains how unequal access to
information affects trust and was studied both in both oftline and digital environments (Oukarfi
and Sattar 2020; Sattar et al. 2022; Ceri¢ 2021; Baumgaertner and Soluk 2023). Relatedly,
signalling theory (Spence 1973) examines how one party strategically communicates
information to reduce uncertainty. While prior studies have examined trust communication
through ratings or blockchain usage, the transparency of digital trust assessment criteria and the
complementarity of multiple independent signals in organisational third-party contexts remain
insufficiently explored.

1.2. Foundations of Trust in Risk Management

The relationship between trust and risk has long been a subject of research, highlighting
their inherent connection (Jesang and Presti 2004). This was also confirmed by a search using
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the keywords “risk management” AND “trust” limited to article titles, abstracts, keywords and
articles and conference papers in the Scopus (Elsevier 2025) database in February 2025, which
yielded 2190 papers meeting these criteria. According to the analysed documents, interest in
the topic began to emerge in the early 1990s, followed by a wave of growth in 2004 and a surge
of interest since 2020.

In recent years, the European Union (EU) has increasingly emphasised regulatory
measures to enhance risk management in the digital environment (European Commission
2022b, 2022a). However, the effectiveness of the risk management system within the European
context remains a pertinent question (Ghazieh and Chebana 2021), particularly as traditional
mitigation approaches are increasingly challenged by growing cybersecurity threats (Aslan et
al. 2023), highlighting the need for an effective risk management framework (Luther et al.
2023). Earlier research had already emphasised the importance of trust in effective risk
management (Slovic 1993; Rousseau et al. 1998), demonstrating that trust may function as a
mechanism of “complexity reduction” in decision-making and complement rational risk
assessment approaches (Lewis and Weigert 1985; Mclain and Hackman 1999).

To examine how trust enhances risk management in digital environments, a systematic
literature review was conducted using the keywords trust AND “risk management” AND
(“digital” OR “online” OR “cyber”) on June 30, 2024, in Scopus (n =272) and on July 7, 2024,
in Web of Science (n = 55). The search identified 281 unique papers, of which 45 (22 conference
papers and 23 journal articles) met the inclusion criteria, focusing on the correlation between
trust and risk management in digital settings.

Keyword and co-occurrence analyses using VOSviewer software (VOSviewer 2024)
indicated that existing research predominantly concentrates on perceived risk, behavioural
intention models, cybersecurity, and e-commerce contexts. However, the multidimensional role
of trust in organisational, B2B digital risk management remains underexplored. This gap
justifies further investigation of digital trust as a determinant of third-party risk within the
present study.

Core theoretical perspectives on trust and risk

The analysis of the selected papers revealed that there is no single standout theory or
model exploring the interrelationship of trust and risk within a digital context. Instead, the
researchers employed multiple theories in various combinations to construct conceptual models
and investigate these relationships.

The Technology Acceptance Model (TAM) (Davis 1989) was the most frequently
applied (n = 7), followed by the Theory of Planned Behaviour (TPB) (n=5) (Ajzen 1991). The
Unified Theory of Acceptance and Use of Technology (UTAUT) (Venkatesh et al. 2003) (n=3)
and its extension UTAUT2 (Venkatesh et al. 2012) (n=2) were also employed to explain
behavioural intention towards technology adoption. The Theory of Reasoned Action (TRA)
(Hansen et al. 2018) (n=4) was used in four studies, typically in combination with TAM and
TPB.

Additionally, the integrative model of organisational trust (Mayer et al. 1995) was
applied (n = 4) to conceptualise trust as a multidimensional construct and as a mediating or
moderating variable reducing perceived risk. Signalling theory (Spence 1973) was likewise
incorporated in several studies (n=4) to explain information asymmetry mechanisms.

Prior research methodologies in trust and risk management for digital environments

The analysis revealed that most papers (n =31, 68.9%) were empirical, while ten (22.2%)
were conceptual and four (8.8%) purely theoretical. The dominant empirical method was the
survey (n = 19, 42.2%), applied in quantitative (n = 15) and qualitative (n = 4) forms, often
using 5-, 6-, or 7-point Likert scales. Modelling (n = 9, 20%) and non-systematic literature
review (n = 9, 20%) were equally prevalent. Interviews contributed to four papers (8.9%),
constructive research methods were used in four, and case study and experimental methods
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were applied twice each. Six studies used multi-method approaches, resulting in 51 methods
across 45 papers.

One-third of the studies (n = 15, 33%) tested conceptual models via survey-based
quantitative analysis. Most research was conducted in business-to-consumer contexts (n = 10,
66.7%), followed by P2P (n = 2, 13.3%), while only one study (6.67%) examined the
organisational B2B context. In the conceptual models, risk was mainly positioned as an
independent (n = 7, 46.7%) or moderating/mediating variable (n = 6, 40%), whereas trust was
predominantly treated as a moderating/mediating variable (n = 9, 60%). Only one study
examined the influence of trust on risk (Zhang and Cozma 2022), treating trust as
monodimensional concept. The distribution of risk and trust variables by type in the conceptual
models is depicted in Figure 1.2 below.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Independent variable =~ m Dependent variable ~ m Moderator / mediator

Figure 1.2. Distribution of risk and trust by variable types in the conceptual models

Source: Created by the author

Most studies (n = 11, 73%) applied SEM or PLS-SEM for model validation. Overall,
the findings indicate that the interrelationship between trust and risk remains underexplored in
organisational digital contexts, particularly regarding trust as a multidimensional independent
variable influencing risk (Marsh 1994; Dimitrakos 2001).

The role of trust in risk management

The reviewed studies confirm that trust and perceived risk are interdependent and
mutually influential: increased trust reduces perceived risk and enhances adoption, while high
perceived risk diminishes trust (Aldas-Manzano et al. 2009; Ksibi et al. 2023; San Martin and
Camarero 2009; Putri et al. 2022). Trust also facilitates risk-taking behaviours across financial,
digital, and sharing economy contexts (Hansen et al. 2018; Mollazehi et al. 2024; Sun et al.
2016). However, excessive trust may result in complacency, reduced vigilance, and greater
vulnerability (Bishop et al. 2020; Larsen et al. 2022; Terry Morris et al. 2020).

Assurance frameworks and emerging technologies such as blockchain were shown to
reduce uncertainty and transaction risks and strengthen trust (Ghaffarian et al. 2023; Hampton
et al. 2021; Shaytura et al. 2021). Transparent communication and explainable information
further enhance trust, whereas low trust leads to risk-averse behaviour (Ghaffarian et al. 2023;
Windelberg 2016; Mclnnis et al. 2016; Setty 2018). Incorporating trust assessments into
decision-making improves risk management effectiveness (Oudina et al. 2024; Yuan et al. 2010).
Finally, trust and risk perceptions are context-dependent and influenced by social and cultural
factors (Bhattacharya and Saha 2004; Windelberg 2016). It confirms that trust—risk
relationships are complex and dynamic rather than purely causal.

Assessing approaches for integrating trust into risk management

The reviewed studies indicate multiple ways to integrate trust into digital risk
management. From the service provider perspective, trust can be strengthened through robust
security measures (San Martin and Camarero 2009), transparent communication about risk
practices (Ghaffarian et al. 2023; Tehrani et al. 2020), cultural alignment (Bhattacharya and
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Saha 2004), enhanced transparency and explainability of technologies (Ghaffarian et al. 2023)
and user involvement in service development (Mclnnis et al. 2016; Zhang et al. 2016).

Internally witin the organisations, trust may be incorporated through trust metrics and
scoring systems in risk assessments (Abdul-Rahman and Hailes 2000; Yuan et al. 2010),
supported by independent audits and certifications (Hafver et al. 2021) and the adoption of
trusted-by-design technologies such as blockchain (Shaytura et al. 2021). However, as trust is
dynamic (Oudina et al. 2024), it requires continuous reassessment and monitoring to avoid
overreliance (Larsen et al. 2022).

The literature shows that integrating trust into risk management requires both technical
and human-centred measures. Nevertheless, no standardised framework for trust assessment or
its systematic integration into risk management has been developed. Moreover, the specific
influence of different trust characteristics on various third-party risks remains insufficiently
explored, motivating further investigation in this thesis.

1.3.The third-party risk management and its frameworks

Financial institutions face multiple risk categories, most significant being credit, market,
operational, and liquidity risks (Vashisht et al. 2022; Korneev et al. 2023). Operational risk
includes cybersecurity, human, technical, and third-party risks and is closely linked to banking
system stability. While traditional risk management frameworks are well established, recent
research increasingly focuses on emerging risks driven by digital transformation, fintech
expansion, and IT disruptions (Gai et al. 2018), emphasising the need for continuous adaptation
of risk management practices (Minh Sang 2024). Since 2017, ICT-related third-party risk has
become a major concern for European banks, and practitioners believe that third-party risks
remain a key risk driver in 2025 (Were 2025).

To analyse third-party risk management frameworks, a systematic literature review was
conducted (October 12, 2024) using a word combination “third party risk” in Scopus (Elsevier
2025) (n=108) and Web of Science (Clarivate 2024) (n = 26), resulting in 107 unique papers.
After applying inclusion and exclusion criteria, 16 papers (5 conference proceedings and 11
journal articles) were included. Publications on third-party risk began appearing in 2016 and
peaked in 2024. The studies reflect diverse industry contexts and geographical contributions.

A full-count co-occurrence keyword analysis was conducted using VOSviewer
(VOSviewer 2024), examining 63 keywords, of which 13 were interconnected. The analysis
identified three thematic clusters: (1) a technological cluster focusing on blockchain, encryption,
IoT, privacy, and security; (2) a process-oriented cluster centred on information, risk, and self-
assessment; and (3) an industry-specific cluster emphasising construction, engineering,
integrity, and risk-based due diligence. Although the sample size was limited, the results
demonstrate that third-party risk research is multidimensional, extending across technological,
procedural, and industry-specific perspectives rather than being confined to a single domain.

The qualitative review revealed a multidimensional research landscape. Conceptual
papers (n = 6) focus either on innovative tools and methods (Ramasubramaniam and Singh
2020; Fortner 2021; Mohta et al. 2024; Agrawal et al. 2024) or on identifying regulatory and
strategic gaps (Jadwani et al. 2024; Neumannova et al. 2023). Empirical studies (n = 10)
propose new frameworks, tools, and procedural approaches or evaluate existing third-party risk
management practices.

Preliminary analysis showed that in professional and scientific literature, authors often
refer to “third-party risk” as a synonym for “vendor risk” or “supplier risk”. Therefore, to
understand the essence of the third-party risk concept and its relationship with other similar risk
types, four separate analyses were conducted within this thesis and are described further.

Third-party risk
Only six analysed papers provided explicit definitions of third-party risk, and only one
specifically addressed the IT domain (Ramasubramaniam and Singh 2020). The remaining
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definitions describe third-party risk broadly as risks arising from relationships with external
entities, including vendors, suppliers, subcontractors, consultants, and joint venture partners
(Keskin et al. 2021; Roy et al. 2022; Mohta et al. 2024; Jadwani et al. 2024; Jallan and Ashuri
2020).

The diversity of definitions reveals the absence of a unified understanding of what
constitutes a third party and the associated risks. This creates challenges for establishing
consistent third-party risk management frameworks and necessitates tailoring the scope of
third-party risk to the organisation’s industry and operational context. Although some authors
treat third-party risk as synonymous with vendor or supplier risk (Schelegia and Fleser 2021;
Keskin et al. 2021), the analysed definitions suggest conceptual distinctions. Therefore, this
thesis does not consider third-party, vendor, and supplier risks interchangeable and further
clarifies their differences.

Vendor risk

Preliminary research revealed no unified definition of vendor risk; therefore, a
systematic literature review was conducted on 23 October 2024 using the keyword “vendor risk”
in Scopus (Elsevier 2025) (n = 36) and Web of Science (Clarivate 2024) (n = 6), resulting in
36 unique sources after duplicates were removed. Following abstract screening and full-text
review, 19 papers were analysed, allowing the identification of seven various definitions.

The review revealed two main perspectives: an organisational view (Natovich 2003;
Keskin et al. 2021; John et al. 2024) and a consumer-oriented view (Tainyi et al. 2009; Mascha
et al. 2011; Herrero and San Martin 2012; Pappas 2017). Most definitions define vendors in a
digital environment, making the term applicable to ICT-related relationships.

Organisational definitions often incorporate risk management processes such as
selection, contracting, and monitoring. Across definitions, vendor risk relates to legitimacy and
ethical behaviour, potential losses, privacy and data protection, and operational continuity.
Supplier risk

Supplier risk, often perceived as synonymous with vendor risk, was analysed through a
systematic literature review conducted on October 12, 2024. The search of the word
combination “supplier risk” in Scopus (Elsevier 2025) (n =238) and Web of Science (Clarivate
2024) (n = 69) resulted in 243 unique papers after duplicates were removed. Research activity
increased significantly after the early 2000s, peaking in 2021 and 2022 (25 publications each
year). Following screening and full-text review, 47 papers were analysed, of which only 11
provided explicit definitions of supplier risk.

The definitions predominantly reflect an organisational perspective and are mostly
connected with the offline sectors. Supplier risk is mainly associated with environmental,
operational (e.g., delivery delays, quality failures, supply chain disruptions), and ethical risks
(Lockamy 2011; Globo¢nik Zunac et al. 2019; Collier et al. 2022; Zhou et al. 2022; Leite et al.
2024; Puncreobutr and Puncreobutr 2024; Lau et al. 2024). Unlike vendor risk, supplier risk is
closely linked to supply chain performance and upstream disruptions, making “supply” and
“supply chain” central to its conceptualisation.

Service provider risk

Since third-party risk definitions include service providers among the external parties
that may produce a risk, research was also conducted on this type of risk. To examine service
provider risk, a search using a words combination “service provider risk” was conducted on
October 26 identified 17 unique papers (Scopus n = 17; Web of Science n = 1) (Elsevier 2025;
Clarivate 2024). The term first appeared in 2007 and showed no clear upward trend, peaking in
2024 with four publications. After applying inclusion criteria and full-text review, only two
papers were found relevant.

Neither paper provides a direct definition of supplier risk. One paper (Mathew and
Aundhe 2011) used the term “supplier risk” interchangeably with “vendor risk” in the context
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of outsourced ICT services, while the other (Ray et al. 2013) referred to “service provider risk”
in strategic outsourcing contracts without defining it.

Analysing these papers, it may be concluded that service provider risk is a rarely used
term that can be considered a synonym for vendor risk.

Risk management cycle and third-party risk management frameworks

Previous research has shown that existing frameworks do not fully meet the industry’s
requirements for party risk management. Neumannova et al. (2023) identified gaps in ISO
27001:2013, noting that existing controls do not fully address DORA requirements, particularly
regarding external partners and cloud vendors. The analysed studies do not provide a unified
framework and vary in granularity, ranging from high-level models (Roy et al. 2022; Mohta et
al. 2024) to detailed multi-stage approaches (Monev 2021).

By integrating these approaches, seven main stages of third-party risk management were
identified: (1) establishing governance and roles; (2) defining and tiering the scope of third
parties; 3) conducting risk assessment through information gathering and model development;
(4) contracting with risk-mitigating clauses; (5) continuous monitoring and reassessment; (6)
reporting and governance oversight; and (7) continuous improvement and integration into the
broader operational risk framework (Ramasubramaniam and Singh 2020; Monev 2021; Aliane
and Zakariya 2023; Roy et al. 2022; Mohta et al. 2024)

The literature also highlights differing preferences between technology-driven solutions
(e.g., real-time detection, automated scoring) and traditional tools such as questionnaires and
on-site audits. Effective third-party risk management requires combining both approaches
(Aliane and Zakariya 2023; Monev 2021; Keskin et al. 2021).

Types of third-party risks

Nine papers examined the types of third-party risks, varying in scope and level of detail.
Based on their findings, seven categories of third-party risks were identified and are outlined in
Table 1.3 below.

Table 1.3. Types of third-party risks

Code | Category Risks included Source
R1 1. Regulatory and Compliance and regulatory (Ramasubramaniam and
Compliance risks, such as conformity to tax | Singh 2020; Roy et al.
laws, sanctions, and legal 2022; Mohta et al. 2024)
aspects
2. Operational
R2.1 | 2.1. General Risks related to the (Ramasubramaniam and
Operational Risks management of a third party. Singh 2020; Mohta et al.
governance framework 2024).
R2.2 | 2.2. Supply Chain Supply chain disruptions, (Fortner 2021; Kédhkonen
and Partner Process | isolated processes, limited et al. 2016).
Issues visibility, onboarding
challenges, and ineffective
collaboration
R2.3 | 2.3 Concentration Over-reliance on specific third | (Jadwani et al. 2024;
Risk and parties or a lack of contingency | Abbasi et al. 2023).
Contingency measures
Planning
R3 3. Financial Financial risks such as high (Abbasi et al. 2023;
intermediary fees and cost Kédhkdonen et al. 2016;
exposures Mohta et al. 2024).
4. Security and Privacy
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R4.1

4.1. Vendor and
Supply Chain
Cybersecurity Risks

Cybersecurity vulnerabilities
of vendors and supply chains

(Keskin et al. 2021; Mohta
et al. 2024; Jadwani et al.
2024).

R4.2

4.2. Data Privacy
Risks

Data security breaches,
leakage, and sovereignty issues

16/07/2026 10:13:00.

R5 5. Strategic Risks related to alignment with | (Neumannova et al. 2023;
business objectives and Ramasubramaniam and
frameworks, such as Singh 2020).
outsourcing strategies
6. Ethical and Social
R6.1 | 6.1. Reputational Risks of corruption, bribery, (Roy et al. 2022).
risks and conflict of | and collusion
interest
R6.2 | 6.2. Corporate social | Risks involving human rights | (Roy et al. 2022;
responsibility (CSR) | and other social responsibility | Kdhkonen et al. 2016).
aspects
7. Partner and Supply Chain
R7.2 | 7.1. Risks Related to | Geographical location, (Roy et al. 2022;

industry type, partner profile, | Kdhkonen et al. 2016).
proximity to officials, reasons
for partnership, and contract
complexity

Risks associated with suppliers
and sub-contractors in the

extended supply chain

Partner-Specific
Factors

(Ramasubramaniam and
Singh 2020; Fortner 2021)

7.2. Fourth-Party
and Nth-Party Risks

Source: Created by the author

The diversity of identified risks highlights the multidimensional nature of third-party
risk management. Notably, the frequent inclusion of cybersecurity and data-related risks
underscores the growing importance of digital threats, while the recognition of fourth- and nth-
party risks reflects the need to manage exposures across the extended supply chain.

1.4. Hypotheses and Research Model

The theoretical research conducted in the thesis allowed for the formulation of research
hypotheses for further testing. Hypothesis 1 is derived from the integrative model of
organisational trust (Mayer et al. 1995). Its sub-hypotheses are as follows, based on the analysis
of the types of third-party risks. In essence:

H1: Digital trust reduces third-party risks.

Hla: Digital trust reduces regulatory and compliance risks.

H1b: Digital trust reduces general operational risks.

Hlc: Digital trust reduces supply chain and partner process issues risks.

H1d: Digital trust reduces concentration and contingency planning risks.

Hle: Digital trust reduces financial risks.

H1f: Digital trust reduces vendor and supply chain cybersecurity risks.

Hl1g: Digital trust reduces data privacy risks.

H1h: Digital trust reduces strategic risks.

Hli: Digital trust reduces reputational and conflict of interest risks.

H1j: Digital trust reduces corporate social responsibility risks.

H1k: Digital trust reduces risks related to partner-specific factors.

H1I: Digital trust reduces fourth-party and N-th-party risks.
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The assumption that organisational capabilities for digital trust assessment and
management may strengthen the negative impact of digital trust on third-party risk is grounded
in dynamic capabilities theory (Teece et al. 1997) and led to the formulation of the following
hypothesis:

H2: The effect of digital trust on reducing third-party risks is moderated by the
organisation’s capabilities for digital trust assessment and management.

Another assumption of this study is grounded in information asymmetry theory (Akerlof
1970). It posits that the transparency of digital trust assessment criteria and outcomes can help
mitigate information asymmetry in relationships between organisations and third parties. This,
in turn, is expected to increase the level of digital trust and reduce the level of third-party risk.
This assumption is reflected in the following hypotheses:

H3: A higher level of transparency in digital trust assessments during third-party
onboarding has a positive impact on digital trust.

H4: Higher transparency in digital trust assessment during third-party
onboarding reduces third-party risks.

HS: Digital trust acts as a mediator between transparency in digital trust
assessment during third-party onboarding and the level of third-party risk.

H6: The effect of digital trust on reducing third-party risk is moderated by the
level of transparency in digital trust assessment during third-party onboarding.

Furthermore, the described theories may allow for theorising that open assessment
criteria sharing during onboarding might be a routine that helps the organisation sense weak
spots in its criteria, seize new vendor insights and quickly transform controls. Such repeated,
transparent exchanges gradually scale up into a higher-order capability for evaluating digital
trust. Thus, there is a hypothesis:

H7: The level of transparency in digital trust assessment during the onboarding of
a third-party has a positive impact on the level of organisational capabilities for digital
trust assessment and management.

The following hypotheses are motivated by signalling theory (Spence 1973) and are
based on the idea that various informational signals used to communicate digital trust, such as
external certifications or audit results, may have a positive effect on the perceived level of
digital trust and may also strengthen the negative impact of digital trust on third-party risk. The
related hypotheses are:

HS8: The extensive use of various sources of information for digital trust assessment
has a positive impact on the level of digital trust.

H9: The effect of digital trust on reducing third-party risks is moderated by the
extensive use of various sources of information for digital trust assessment.

Similarly, as with transparency, we may theorise that consistent use of multiple sources
of information strengthens the organisation’s ability to sense risks, seize opportunities, and
reconfigure assessment strategies. Exposure to a wider range of digital trust indicators helps
refine and update digital trust assessment processes in response to emerging threats and new
practices. Thus, the related hypothesis is:

H10: The extensive use of various sources of information for digital trust
assessment has a positive impact on organisational capability for digital trust assessment.

Finally, this study posits that an organisation’s capability to assess digital trust can
positively influence its overall third-party risk management maturity. In line with
dynamic-capabilities theory, a refined trust-assessment routine enhances the organisation’s
ability to sense weak signals in vendor behaviour, seize corrective options early, and adjust
contracts or controls before risks materialise. Consequently, the more adept an organisation is
at evaluating digital trust, the more structured, proactive, and data-driven its third-party risk
management becomes, which is reflected in a higher maturity level. Therefore, the following
hypothesis is formulated:
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H11: Organisational capabilities for digital trust assessment and management
positively impact the maturity of third-party risk management.

Based on the described hypotheses, the research model was designed and is presented
in Figure 1.3.

H3 »  Digital trust  }« H8 G)urces of information
9
/ Y \<\’\Q

Transparency H6 —>» (? H2

Organisational
Capabilities

H5 H1 H11

!

Third-party risk
anagement maturity level

Third-party risk

Figure 1.3. Research model

Source: Created by the author

Summarising the theoretical foundation of this research, the study builds on the
integrative theory of trust and signalling theory, and, as a novel contribution, introduces
information asymmetry theory and dynamic capabilities theory into trust-risk management
research in digital settings. The analysis is conducted at the B2B level and is situated within a
third-party risk management context. Finally, the level of third-party risk is treated as the
dependent variable, an angle that has been explored in only a limited number of previous studies.

1.5. Research Design and Methodology
The research design of this doctoral thesis follows a mixed-methods approach that
integrates theoretical analysis, quantitative empirical testing, and qualitative interpretation. This

approach enables methodological triangulation and strengthens the reliability and credibility of
the research findings. The overall research design is presented in Figure 1.4
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The research begins with the creation of the theoretical framework based on SLRs
employing the PRISMA methodology (Page et al. 2021). Six SLRs were conducted to analyse
the existing body of knowledge on digital trust, third-party risk management, and the
relationship between trust and risk management in digital environments, covering a total of 217
scientific publications.

The analysed literature included scientific publications indexed in the Scopus (Elsevier
2025) and Web of Science (Clarivate 2024) databases. Bibliometric analysis using the
VOSviewer software tool (VOSviewer 2024) was applied to identify research patterns,
publication trends, and thematic clusters within the analysed literature. In addition, content
analysis was employed throughout the theoretical part of the thesis to examine the key
characteristics of digital trust, third-party risk management and its frameworks, the distinction
between third-party, vendor, supplier, and service provider risks, as well as the relationship
between trust and risk management in a digital context.

Based on the results of the SLRs, a conceptual research model was developed and the
research hypotheses were formulated. The literature review also enabled the identification of
digital trust factors and the development of a holistic digital trust definition. To verify the
reliability and clarity of the proposed definition, a construct validity procedure was conducted
using survey data and content validity analysis methods (Colquitt et al. 2019; Kinkin and Tracey
1999). The process included a pilot survey (n = 5) to refine the wording of the questionnaire
items, followed by the main content validation study with 99 respondents. During this stage,
the htc index was calculated to assess the adequacy of the proposed digital trust definition,
while the htd index was calculated to evaluate the distinctiveness of the definition in relation to
other related constructs. The structure of the methodological framework and the main analytical
stages of the research are presented in Figure 1.5.

30



Theoretical framework
creation
Data collection method: SLRs
based on PRISMA (Page et
al. 2021), n=6
Analysed sources: n =217
Methods of analysis:
bibliometric analysis, content
analysis
Software tool: VOSviewer

Digital trust definition
validation
Data collection method:
survey
Analysed sources: pilot n =5,
main study n=99

Methods of analysis: content
validity (Colquitt et al. 2019,

Kinkin and Tracey 1999)

Software tool: Jamovi

Empirical model testing
Data collection method:
survey
Sampling: convenience
sampling with elements of
purposive sampling

— Analysed sources: pilot n =5,

main study n=138
Methods of analysis:
descriptive statistics, PLS-
SEM with bootstrapping
Software tool: Jamovi,

Qualitative interpretation
Data collection method: semi-
structured interviews
Sampling: purposive
sampling
Analysed sources: n=13
Methods of analysis:
qualitative content analysis

S

SmartPLS

/

Figure 1.5. Mixed-methods methodological model
Source: Created by the author

The quantitative part of the research is based on a survey of employees working in the
Baltic banking industry who are directly involved in third-party risk management activities.
The survey was developed based on the theoretical framework and identified digital trust factors.
A pilot survey (n = 5) was conducted to test the clarity and reliability of the questionnaire items,
and the feedback obtained from respondents was used to refine the survey before the main data
collection. The final survey employed a five-point Likert scale and collected 138 valid
responses. The obtained sample provides a confidence level of 95% with a margin of error of
8.34%.

The sampling approach combines convenience sampling with elements of purposive
sampling to ensure that respondents possess relevant experience in third-party risk management
processes. The collected data were analysed using descriptive statistics in the Jamovi software
(jamovi 2024) and PLS-SEM with bootstrapping in the SmartPLS software (Ringle et al. 2025).
The PLS-SEM method was selected due to its suitability for analysing complex conceptual
models with multiple constructs and relationships, including moderation and mediation effects.
In addition, it was selected as the statistical testing method because of its proven effectiveness
in examining trust and risk management relationships in a digital context, as this method was
identified in 73% of the empirical papers analysed within the systematic literature review
conducted in this thesis.

To obtain deeper insights into the empirical findings and the current practices of third-
party risk management in the Baltic financial sector, the research also incorporates a qualitative
methodological component. It is based on semi-structured expert interviews conducted with
representatives of financial institutions across Estonia, Latvia, and Lithuania. The interviews
were conducted using purposive sampling and included 13 experts with experience in risk
management, compliance, cybersecurity, and vendor management functions.

The qualitative analysis aims to complement and interpret the quantitative results
obtained from the survey and model testing. Qualitative content analysis was applied to
examine expert perspectives on digital trust assessment practices, organisational capabilities for
managing digital trust, and the future development of third-party risk management in the
financial sector. The number of interviews was determined based on the principle of theoretical
saturation, ensuring that sufficient depth of insight was obtained regarding the research topic.

Finally, the integration of quantitative and qualitative results enabled the development
of a capability-driven digital trust framework for enhanced third-party risk management. In
addition, based on the findings of the expert interviews, a tiered evidence hierarchy framework
was proposed to support organisations in improving the reliability and quality of digital trust
assessments when evaluating ICT third-party service providers.
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Chapter 2 Summary: Evaluation of third-party risk management in the

financial sector

2.1. Characteristics of the Baltic banking industry

The financial sector comprises wholesale, retail, formal, and informal institutions
providing financial services to consumers, businesses, and other financial institutions
(Department for International Development 2004). It includes credit institutions, payment
institutions, insurance companies, pension and investment funds, and FinTech companies
(Spitzer and Sabol 2025; Arner et al. 2015). Globally, the financial services market was valued
at approximately 33.5 trillion United States (US) dollars in 2024, with projected growth to 35.85
US dollars in 2025 (Benchmark International 2024; Research and Markets, n.d.). In 2023, the
EU financial sector (NACE Rev. 2 code “K”) recorded 2.45 trillion euros in net turnover, while
the Baltic financial sector accounted for 14,070 million euros, distributed across Estonia (4,127
million), Latvia (3,155 million), and Lithuania (6,788 million) (Eurostat 2025).

In total, 6,359 enterprises operated in the Baltic region under NACE code “K,” although
only 7.38% had at least 10 employees and 3.98% at least 20 employees, indicating a
predominance of small entities (Eurostat 2025). The Baltic banking sector comprises 24
licensed credit institutions and 16 affiliated branches (“Latvijas Banka,” n.d.; “Lietuvos
Bankas,” n.d.; “Eesti Pank,” n.d.), with eight banks operating pan-Baltic and five largest
institutions holding approximately 90% of the market share (Buch 2024).

The Baltic financial systems are highly integrated with the Nordic region and
characterised by strong digitalisation. Digital transformation supports fintech innovation,
reshapes value chains and delivery models, enhances operational efficiency, and promotes
financial inclusion (Mavlutova et al. 2022; Ellex 2025).

2.2. Third-party risk management challenges in the Banking industry

Digitalisation expands financial institutions’ market opportunities but simultaneously
introduces new threats, including cyberattacks and money laundering, increasing the relevance
of third-party risk management (Buch 2024). The Baltic banking industry operates within a
highly regulated EU framework aimed at ensuring stability and resilience (Korneev et al. 2023).

The central regulation governing third-party ICT risks is the Digital Operational
Resilience Act (DORA), applicable from January 2025 (European Commission 2022b). DORA
establishes stringent requirements for ICT risk management, including third-party risk
assessments, contractual safeguards, concentration risk analysis, sub-outsourcing controls, ICT
registers, exit strategies, and data protection measures. It builds on the European Banking
Authority (EBA) Guidelines on Outsourcing Arrangements (European Banking Authority
2019), which provided a foundation for managing outsourcing lifecycles and are currently being
revised to align with DORA and extend coverage to non-ICT third-party risks (European
Banking Authority 2025).

Industry data confirm the significance of the issue: 74.6% of financial institutions rank
third-party risk among the top operational risks, while 46% question the effectiveness of their
current practices (Operational Riskdata eXchange Association 2025). Taking into consideration
the strict regulatory expectations placed on banks (Enria 2023) and the central role of the
banking sector in the Baltic economies (Mavlutova et al. 2022), this research focuses on the
Baltic banking industry. Moreover, given the emerging nature of third-party risk management
practices and the newly introduced requirements for managing ICT third-party risks, the
banking industry is expected to lead in implementing these practices, and banking professionals
are expected to possess the relevant knowledge and skills to manage such risks effectively.
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2.3. Digital trust impact on third-party risks of Baltic banks

Initially, the unit of analysis was defined at the organisational level, focusing on overall
third-party risk and digital trust in suppliers. However, validation with three Baltic non-
financial risk professionals revealed that even organisations with defined or integrated third-
party risk management maturity levels lacked a portfolio-level view of third-party risks and
could not assess overall digital trust in ICT vendors. Consequently, the unit of analysis was
shifted to the third-party level.

The survey was redesigned accordingly, piloted with five banking risk management
professionals, and launched on 30 April 2025. It was distributed across the Baltic financial
sector using random and snowball sampling, including direct outreach to approximately 250
professionals, LinkedIn dissemination, distribution via Baltic financial and risk management
associations, and targeted contact with employees of licensed credit institutions and branches.
More than 200 connection requests and 80 direct messages were sent.

The outreach targeted professionals in risk, compliance, IT, audit, and security roles,
reflecting the fragmented governance of third-party risk management (Ncontracts 2025).
Feedback confirmed limited ownership and awareness across organisations, consistent with
ORX findings that centralisation of third-party risk management remains incomplete
(Operational Riskdata eXchange Association 2025). he survey remained open until 15 June
2025 and resulted in 157 responses from banking industry employees. The modest response
rate aligns with industry data showing that 73% of institutions have two or fewer full-time
employees dedicated to vendor risk management (Ncontracts 2025).

Participation was limited to financial sector representatives from the Baltic countries.
After excluding one geographically invalid response (Sweden), 156 responses were retained.
Additional data quality checks identified identical responses across digital trust factors (n = 10)
and across third-party risk categories (n = 8). These responses were excluded, resulting in a
final sample of 138 responses. Further, Harman’s single-factor test was conducted to assess
potential common method bias, as all variables were collected using a self-reported
questionnaire (Podsakoff et al. 2003). The first factor explained 26.6% of the total variance,
which is below the recommended 50% threshold, indicating that common method bias is
unlikely to significantly affect the results.

The study, therefore, operates at a 95% confidence level with an 8.34% margin of error
(Calculator.net 2026).

Most respondents were from Latvia (n = 59, 42.8%), followed by Lithuania (n = 45,
32.6%) and Estonia (n = 32, 23.2%), with two pan-Baltic respondents (1.4%). In total, 28 roles
were reported and consolidated into five groups: IT (n =46, 33.3%), Business and Commercial
(n =40, 29.7%), Risk Management (n =23, 16.7%), Compliance and Security (n=17, 12%) and
Operations and Support (n=12, 9%). This split indicates representation from multiple
stakeholders involved in ICT third-party management.

Regarding third-party risk management maturity (Capability Maturity Model
Integration Institute’s described levels of maturity scale 1 - 5), 84.1% (n = 116) assessed their
organisation at least at Level 3 (“Defined”), with an average maturity of 3.57 and a median of
4, demonstrating a general tendency towards quantitatively managed practices (CMMI Institute,
n.d.). These results confirm the adequacy of the sample for further analysis of ICT third-party
risks.

Respondents were asked to select one ICT third-party service provider with which they
were directly involved and to assess its level of digital trust before evaluating third-party risks,
to reduce common method bias. A 5-point Likert scale (1 = strong disagreement; 5 = strong
agreement) was applied, with an “N/A” option available when information was lacking. Digital
trust was operationalised through nine sub-categories grouped into four categories: Ability,
Benevolence, Integrity, and Openness, each represented by two statements derived from the
theoretical framework.
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For analysis, mean values were calculated at sub-category, category, and overall digital
trust levels. The Shapiro-Wilk test was performed to assess normality, and descriptive statistics
were calculated using JAMOVI (jamovi 2026). The results indicate that respondents assessed
a generally trustworthy ICT third party (overall mean = 4.11), with similar means across Ability
(4.09), Benevolence (4.07), Integrity (4.19), and Openness (4.11). The average standard
deviation was 0.82, confirming internal consistency, while Shapiro-Wilk results (W = 0.750—
0.945; p < .001) indicated non-normal distribution. Some missing values occurred, primarily
within the Openness category (Auditability and Traceability), but this did not significantly
affect further analysis.

The next survey block measured the level of ICT third-party risks faced by the
respondent’s organisation. Risks were assessed on a 5-point scale (1 = very low; 5 = very high),
without an “N/A” option, as non-relevance was interpreted as very low risk. Based on the
theoretical framework, seven thematic categories of third-party risks and five sub-categories
were operationalised and assessed separately (twelve third-party risks in total), as they represent
distinct risk types and cannot be consolidated.

Overall, the assessed third-party risk level was medium-low (mean = 2.19), which aligns
with the assumption that financial institutions typically cooperate with relatively low-risk ICT
providers. The highest mean risk was concentration and contingency risk (R2.3; mean = 2.68),
while the lowest was corporate social responsibility risk (R6.2; mean = 1.73).

Shapiro-Wilk test results (W = 0.756—0.945; p <.001) indicated non-normal distribution.
Standard deviations ranged from 0.948 to 1.227, reflecting variability across different ICT third
parties. As respondents evaluated existing providers, the reported risks largely represent
inherent risk levels after preventive controls. The most current third-party risk priorities in the
financial industry were further explored through expert interviews.

The next survey block examined the clarity and accessibility of DT assessment criteria
applied to ICT third parties and the transparency of the information sources used for evaluating
their DT level. Respondents assessed three author-developed statements (TRAN1, TRAN2 and
TRAN3) on a 5-point Likert scale (1 = completely disagree; 5 = fully agree), aimed at capturing
whether third parties are aware of how their digital trustworthiness is evaluated and whether
this transparency supports alignment with organisational trust expectations, thereby reflecting
the role of agency theory in the relationship between digital trust and third-party risks.

Overall, respondents tended to agree that the DT evaluation process was transparent
(mean = 3.71; median = 4.00). Individual statement means ranged from 3.57 to 3.93, with
standard deviations between 0.928 and 0.949, indicating consistent responses. The Shapiro—
Wilk test confirmed non-normal data distribution (W = 0.838-0.938; p <.001). These findings
suggest a generally transparent DT assessment process across the surveyed organisations.

The second set of questions aimed to identify which sources of information are most
frequently used and perceived as effective for assessing the DT of ICT third parties - how ICT
third parties communicate their digital trustworthiness. Four statements (SOUI - SOU4),
developed based on the DT communication methods identified in the theoretical analysis, were
assessed on a 5-point Likert scale (1 = completely disagree; 5 = fully agree). Additionally,
respondents could provide alternative sources of information in an open-ended question.

The results indicate that the most commonly used source of information for DT
assessment is the documentation of the provider’s solution, including technical and
architectural descriptions (mean = 4.06), followed by proof of reputation (mean = 3.93). Ratings
and feedback from partners and customers were used less frequently (mean = 3.14), while
reliance on blockchain technology as a trust indicator was rare (mean = 2.49). Standard
deviations ranging from 0.983 to 1.426 suggest variation in assessment practices across
organisations. The Shapiro—Wilk test confirmed non-normal data distribution (W = 0.807—
0.903; p <.001).

Open-ended responses (n = 23) revealed 39 sources used in practice, which were
incorporated into a word cloud by the author in Figure 2.1. It included ISO 27001 certifications,
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audited financial statements, governmental registry data, credit bureau and court case
information, internal stakeholder feedback, previous cooperation experience, internal policies
(e.g., security and data protection), business continuity plans, service level agreements, data
protection agreements, internally developed questionnaires, security scanning and penetration
test results, public information, case studies, demo sessions, and evaluation of third-party staff
competence. These findings demonstrate that organisations apply a broad and multifaceted set
of information sources when assessing digital trustworthiness.
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Figure 2.1. Word cloud with the sources of information used for DT assessments

Source: created by the author

The final survey block was conducted at the organisational level and aimed to assess
how extensively organisations implement DT assessment and management practices for ICT
third parties. The statements were developed based on the dynamic capabilities framework
(sensing (SEN1 and SEN2), seizing (SEI1 and SEI2), and reconfiguring (REc1 and REC2)) and
adapted to the context of DT assessment, using a 5-point scale (1 = not implemented at all; 5 =
fully implemented).

The results indicate that organisations represented by the respondents demonstrate
stronger seizing and reconfiguring capabilities (both mean = 3.72), while sensing capability is
slightly less developed (mean = 3.58). In particular, collecting and analysing trust-related
information (SEN1 mean = 3.86), integrating DT data into risk management and vendor
selection (SEI1 mean = 3.92), and continuously improving assessment methods (REC1 mean
= 3.91) are more implemented than continuous monitoring of trust level changes (SEN2 mean
= 3.30), formal response protocols (SEI2 mean = 3.52), and investments in technology and
expertise (REC2 mean = 3.53).

Standard deviations (0.785- 1.05) suggest moderate consistency across organisations.
The Shapiro—Wilk test confirmed non-normal data distribution (W = 0.838-0.945; p <.001).

Afterwards, statistical calculations were performed using SmartPLS v.4.1.1.4 (Ringle
et al. 2025). For all models, the PLS-SEM algorithm with the factor weighting scheme was
applied first, followed by bootstrapping with the path weighting scheme, 5,000 subsamples and
a one-tailed test, since the direction of the hypotheses was known.

Design and testing of Model 1
The Model 1 (depicted in Figure 2.2) was designed to test the impact of DT on each
type of third-party risk.
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Figure 2.2. Model 1 design with R? values calculated
Source: created by the author

Digital Trust was modelled as one reflective construct comprising 18 measurable items
representing nine factors. Heterotrait-monotrait ratio (HTMT) analysis showed insufficient
discriminant validity for modelling DT as four separate categories or distinct factors, as several
HTMT values exceeded the recommended threshold of 0.85 (Franke and Sarstedt 2019).
Therefore, DT was retained as one higher-order construct. In contrast, third-party risks were
included as separate observable risk categories in order to assess DT’s impact on each specific
risk type. All variables were subsequently tested for model fit.

Regarding outer loadings, seven of the eighteen DT items exceeded the recommended
threshold of 0.708 (Joe F. Hair et al. 2020), while the remaining items were below this level.
This result is explained by the multidimensional nature of DT, which consists of nine sub-
categories. As the removal of these items was not required to improve internal consistency,
reliability, or convergent validity, all items were kept in the measurement model (Joseph F. Hair
etal. 2021a).

Construct reliability indicators demonstrated strong internal consistency: Cronbach’s
alpha reached 0.929 and composite reliability 0.937, both well above the 0.7 threshold.
Convergent validity, measured by the average variance extracted (AVE), was slightly below
the recommended level (0.455) but close to 0.5, indicating an acceptable level of shared
variance among the items.

Discriminant validity between DT and third-party risk categories was confirmed using
the HTMT ratio, with all values below 0.85, demonstrating clear differentiation among the
latent variables. Collinearity statistics also showed no multicollinearity concerns, as all values
were well below the threshold of 10 (maximum 3.011). Overall, the measurement model
demonstrated acceptable reliability and validity for further structural analysis.

Afterwards, the inner model analysis results were interpreted to predict capacity power
and the effect of DT on third-party risks. Given the smallest statistically significant path
coefficient (f = —0.138), the sample size ensured sufficient power (0.80) to detect effects at the
10% level (Joseph F. Hair et al. 2021b).

According to Hair et al. (2011), the interpretation of R? significantly depends on the
context. While the rule of thumb is to interpret R? values of 0.75, 0.50, or 0.25 as substantial,
moderate, or weak, respectively, in some social science disciplines, a 0.20 value is considered
high. According to Falk and Miller (1992), an adequate R? value for a model fit is at least 0.10
and above.

When interpreting R? values, it should be considered that third-party risk management
is a developing area without established R? thresholds. Therefore, based on the analysis results,
it can be concluded that DT has adequate predictive power for concentration risk and
contingency planning (R2.3; 0.164), financial risks (R3; 0.175), and strategic risks (R5; 0.206),
with sufficient statistical power to detect effects.

DT has a statistically significant negative impact on 10 of 12 third-party risks. The
strongest negative relationships are with concentration risk (R2.3), financial risks (R3), and
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strategic risks (R5). Small-to-medium negative effects are observed for fourth-party risks
(R7.2), general operational risks (R2.1), reputational risks (R6.1), and CSR risks (R6.2).
Smaller effects are found for regulatory (R1), supply chain (R2.2), and data privacy risks (R4.2).
DT has no standard statistically significant (> 95%) effect on vendor and supply chain
cybersecurity risks (R4.1) and partner-specific factors risks (R7.2), and this correlation has
exploratory significance. The latter may be explained by strict Anti-Money Laundering (AML),
sanctions, and data protection requirements limiting cooperation with high-risk jurisdictions,
while the absence of significance for cybersecurity risks required further expert discussion.
Therefore, the author assumes that these findings confirm all sub-hypotheses, with the direct
impact of DT on third-party risk types, except for rejected hypotheses H1f and H1j. The results
are summarised in Table 2.1 below.

Table 2.1. Inner Results of Model 1

R? Path P R? Path P Value
Coefficient Value Coefficient
R1 0.039 | -0.199 0.017 R4.2 |0.019 -0.138 0.050
R2.1 | 0.060 | -0.246 0.002 R5 0.206 -0.454 0.000
R2.2 10.032 | -0.179 0.013 R6.1 | 0.051 -0.227 0.006
R2.3 |0.164 | -0.405 0.000 R6.2 | 0.063 -0.250 0.002
R3 0.175 | -0.419 0.000 R7.1 |0.019 -0.137 0.068
R4.1 |0.020 | -0.140 0.057 R7.2 |0.070 -0.265 0.002

Source: created by the author

Design and testing of Model 2: full data sample

Further, Model 2 was created to test other hypotheses. Digital Trust was modelled as
in Model 1, as one reflective construct. Third-party risk was modelled as a reflective variable
including all 12 third-party risks. Transparency in DT evaluation was specified as a reflective
construct assessing the clarity and accessibility of DT assessment criteria. Capability was
modelled as a single reflective construct of six items and not split into sensing, seizing, and
reconfiguring dimensions due to insufficient discriminant validity. The source of information
was modelled as a reflective latent variable comprising four types of informational sources,
while third-party risk management maturity was included as a separate observable item.
Model 2 design is presented in Figure 2.3 below.
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Figure 2.3. Model 2 design with R2 adjusted values, path coefficients and p-values
calculated

Source: created by the author
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Outer loadings were largely consistent with Model 1. Most Capability and
Transparency items exceeded the 0.708 threshold; third-party risk items were partly above and
partly slightly below the threshold (lowest R3 = 0.597), which was accepted due to their
multidimensional nature. Three Source items exceeded the threshold, with SOU4 slightly below
(0.614), which was considered acceptable.

Reliability and validity indicators confirmed adequate measurement quality.
Cronbach’s alpha exceeded 0.7 for four constructs, with Source slightly below (0.663), but
acceptable when rounded. Composite reliability values were above 0.7, and AVE values were
close to or slightly below 0.5 for some constructs, still indicating sufficient convergent validity.
HTMT ratios confirmed discriminant validity, with all values below 0.85. Collinearity
statistics were well below the threshold of 10, confirming the robustness of the model.

Afterwards, the model was checked for a fit. The analysis demonstrated adequate
predictive power for all latent variables, with the model exhibiting the greatest predictive power
for the capability level (R*adj. = 0.263) and the third-party risks level (R"adj. = 0.182). Further,
bootstrapping was calculated, and the results are presented in Table 2.2 below.

Table 2.2. Inner Results of Model 2

Digital Trust Third-party Capability Maturity level
risks
R?adj. 0.127 0.183 0.263 0.136
Path p- Path p- Path p-value | Path p-
coef. value | coef. value | coef. coef. value
Digital trust -0.453 | 0.000
Capability 0.377 | 0.000
Transparency | 0.251 | 0.011 | 0.015 |0.454 |0.393 0.000
Source 0.179 10.019 0.200 | 0.012

Source: Created by the author

According to the performed tests, digital trust has a statistically significant negative
impact on third-party risks ( = -0.452, p = 0.000), confirming H1 that digital trust reduces
third-party risks.

Transparency in DT assessment has a small but significant positive effect on digital trust
(B=0.251,p=0.011), confirming H3. However, transparency does not have a direct significant
impact on third-party risks (B = 0.014, p = 0.458); instead, its effect is fully mediated by digital
trust (B =-0.114, p = 0.023). Thus, H4 is rejected, while HS, stating that digital trust mediates
the relationship between transparency and third-party risks, is confirmed. At the same time,
transparency significantly moderates the impact of digital trust on third-party risks (f = 0.267,
p = 0.014), confirming H6, although higher transparency may reduce the strength of digital
trust’s negative effect on risks. The moderation and mediation results of Model 2 are presented
in Table 2.3 below.

Table 2.3. Moderation and mediation test results of Model 2

Test Path coef. p-value
Capability x Digital Trust -> Third-party risks -0.061 0.262
Source x Digital Trust -> Third-party risks -0.168 0.080
Transparency x Digital Trust -> Third-party risks 0.267 0.014
Transparency -> Digital Trust -> Third-party risks | -0.114 0.023
Source -> Capability -> Maturity level 0.075 0.043
Transparency -> Capability -> Maturity level 0.148 0.001

Source: Created by the author
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The extensive use of various information sources has a small but significant positive
impact on digital trust (B = 0.179, p = 0.019), confirming HS8, but does not significantly
moderate the DT-risk relationship (B = -0.168, p = 0.080), leading to the rejection of H9.
Transparency (B = 0.393, p = 0.000) and use of information sources (f = 0.200, p = 0.012) both
positively impact organisational capabilities for digital trust assessment, confirming H7 and
H10. Organisational capability, in turn, has a moderate positive impact on third-party risk
management maturity (f = 0.377, p=0.000), confirming H11. The effects of transparency and
information usage on maturity are small but significant and mediated by capability.

However, organisational capability does not significantly moderate the effect of digital
trust on third-party risks (B = -0.063, p = 0.258), leading to the rejection of H2. A possible
explanation lies in the difference in measurement levels: digital trust and risks were assessed at
the third-party level, while capability was measured at the organisational level, and respondents
may not have had full visibility of organisation-wide digital trust governance practices.

Design and testing of Model 2: governance-level group sample

An additional explanatory analysis was conducted using Model 2 with a selected subset
of respondents involved in organisational-level digital trust assessment and monitoring (risk
managers and compliance/security roles; n = 40), referred to as the “governance-level group”
to test the previously described assumption.

Outer loadings were comparable to the full data set and remained within acceptable
ranges, even where below 0.7, due to the multidimensional nature of organisational capability,
sources of information, digital trust, and third-party risk.

Reliability and validity results were broadly consistent with the full sample. The only
construct below recommended reliability thresholds was “sources of information” (Cronbach’s
alpha = 0.642; composite reliability = 0.637). AVE values for “sources” (0.491) and “third-
party risks” (0.470) were slightly below 0.5 but acceptable when rounded.

Discriminant validity (HTMT) confirmed conceptual distinctness of all constructs
(values below 0.85). Collinearity was not a concern, as all VIF values were below 10, despite
relatively higher values for RC1 (8.012), TR1 (7.014), and AU (6.963).
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Figure 2.4. Model 2 design (governance-level group) with R? adjusted values, path
coefficients and p-values calculated
Source: created by the author

The Model 2 with governance-level data set (Figure 2.4) has significantly better, strong

predictive power for the digital trust negative impact on third-party risk level (R? adj. 0.494
compared with R?adj. 0.183 for complete data set) and source of information and transparency
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of digital trust assessment to the organisational capabilities (R? adj. 0.486 vs R?adj. 0.263 for
complete data set). Inner results for Model 2, using governance-level group data, are presented

in Table 2.4.
Table 2.4. Inner Results of Model 2 (governance-level group)
Digital Trust Third-party Capability Maturity level
risks
R?adj. 0.174 0.494 0.486 0.161
Path p- Path p- Path p-value | Path p-
coef. value | coef. value | coef. coef. value
Digital trust -0.753 1 0.001
Capability 0.427 | 0.005
Transparency | 0.108 | 0.333 | -0.419 | 0.072 | 0.602 0.000
Source 0.400 | 0.004 0.185 10.102

Source: Created by the author

The performed test for governance-level group data set confirmed the following results

obtained while testing with the complete data set:

H1 was strongly supported, with digital trust reducing third-party risks with even higher
predictive power (B =-0.753, p=10.001), reinforcing that the negative relationship between
trust and perceived risk, as described by Mayer et al. (1995), also works in digital B2B
contexts involving ICT service providers.

H4 was again rejected (f =—0.419, p = 0.072), confirming that transparency in digital trust
assessment during onboarding does not directly reduce third-party risks, which appear to
remain independent of transparency levels.

H6 was confirmed with a stronger moderation effect (B = 0.603, p = 0.046), indicating that
transparency weakens the negative impact of digital trust on third-party risks. This finding
contradicts information asymmetry theory but supports signalling theory, suggesting that
when ICT third parties understand assessment criteria, they may strategically manage
signals to create a perception of trustworthiness — a view also supported by expert
interviews.

H7 was confirmed with strong positive power (f = 0.602, p = 0.000), demonstrating that
transparency enhances organisational capabilities for digital trust assessment and
management.

H8 was confirmed ( = 0.400, p = 0.004), showing that extensive use of diverse information
sources positively influences digital trust, consistent with signalling theory.

H9 was rejected (B = —0.011, p = 0.480), as information sources did not moderate the
relationship between digital trust and third-party risks.

H11 was confirmed (B = 0.427, p = 0.005), indicating that organisational capabilities for
digital trust assessment and management positively impact the maturity of third-party risk
management, supporting dynamic capabilities theory in this context. Moderation and
mediation test results for Model 2 are presented in Table 2.5 below.
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Table 2.5. Moderation and mediation test results of Model 2 (governance-level group)

Test Path coefficient p-value
Capability x Digital Trust -> Third-party risks -0.462 0.047
Source x Digital Trust -> Third-party risks -0.011 0.480
Transparency x Digital Trust -> Third-party risks 0.603 0.046
Transparency -> Digital Trust -> Third-party risks | -0.081 0.341
Source -> Capability -> Maturity level 0.079 0.148
Transparency -> Capability -> Maturity level 0.257 0.010

Source: Created by the author

In the governance-level subgroup, several results differed from the full data set.
Hypothesis H2 was confirmed, showing a statistically significant and close-to-strong negative
moderation effect (f = —0.462, p = 0.047). This indicates that, among respondents aware of
governance-level practices, stronger organisational capabilities for digital trust assessment
enhance the reducing impact of digital trust on perceived third-party risks.

In contrast, hypotheses related to transparency during onboarding were not supported.
H3 (B =0.108, p = 0.333) and HS (f = —0.081, p = 0.341) were not statistically significant,
suggesting that the transparency effects observed in the full sample were not replicated among
governance-level respondents. A possible explanation is that governance-level professionals are
typically involved in designing and overseeing digital trust assessment processes rather than
managing specific third-party relationships. For them, transparency during onboarding may be
less directly linked to perceived trust and risk.

Finally, H10 was also rejected (f = 0.185, p = 0.102). The use of multiple information
sources did not significantly impact organisational capability within this subgroup. From a
dynamic capabilities perspective, this may reflect the distinction between possessing
information resources and having the institutionalised ability to integrate and reconfigure them.
These differences between the two samples were further explored during expert interviews. A
full summary of the hypothesis testing results is presented in Table 2.6 below.

Table 2.6. Results of the hypotheses testing

Code | Hypothesis Model | Sample Effect Result

H1 Digital trust reduces third- | Model 2 | Full Direct Confirmed
party risks. Governance- | Direct Confirmed

level group

Hla | Digital trust reduces | Model 1 | Full Direct Confirmed
regulatory and compliance
risks.

H1b | Digital trust reduces general | Model 1 | Full Direct Confirmed
operational risks.

Hlc | Digital trust reduces supply | Model 1 | Full Direct Confirmed

chain and partner process
issues risks.

H1d | Digital trust reduces | Model 1 | Full Direct Confirmed
concentration and contingency
planning risks.

Hle | Digital trust reduces financial | Model 1 | Full Direct Confirmed
risks.

H1f | Digital trust reduces vendor | Model 1 | Full Direct Rejected
and supply chain

cybersecurity risks.
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Hlg | Digital trust reduces data | Model 1 | Full Direct Confirmed
privacy risks.

H1h | Digital trust reduces strategic | Model 1 | Full Direct Confirmed
risks.

H1i | Digital trust reduces | Model 1 | Full Direct Confirmed
reputational and conflict of
interest risks.

H1j | Digital trust reduces corporate | Model 1 | Full Direct Confirmed
social responsibility risks.

H1k | Digital trust reduces partner- | Model 1 | Full Direct Rejected
specific factors.

H1l | Digital trust reduces fourth- | Model 1 | Full Direct Confirmed
party and N-th-party risks.

H2 The effect of digital trust on | Model 2 | Full Moderation | Rejected
reducing third-party risks is
moderated by the Governance- | Moderation | Confirmed
organisation’s capabilities for level group
digital trust assessment and
management.

H3 A higher level of transparency | Model 2 | Full Direct Confirmed
in digital trust assessment . .
during third-party onboarding Governance- | Direct Rejected
positively impacts  digital level group
trust.

H4 Higher transparency in digital | Model 2 | Full Direct Rejected
trust assessment during third-
party onboarding  reduces Governance- | Direct Rejected
third-party risks. level group

HS Digital trust acts as a mediator | Model 2 | Full Mediation Confirmed
between transparency in
digital trust assessment during
third-party onboarding and the Governance- | Mediation Rejected
level of third-party risk. level group

He6 The effect of digital trust on | Model 2 | Full Moderation | Confirmed
reducing third-party risk is
moderated by the level of Governance- | Moderation | Confirmed
transparency in digital trust level group
assessment during third-party
onboarding.

H7 The level of transparency in | Model 2 | Full Direct effect | Confirmed
digital trust assessment during
the onboarding of a third-party Governance- | Direct effect | Confirmed
has a positive impact on the level group
level of  organisational
capabilities for digital trust
assessment.

HS8 The extensive use of various | Model 2 | Full Direct Confirmed
sources of information for

Governance- | Direct Confirmed

digital trust assessment has a

level group

42




positive impact on the level of
digital trust.

H9 The effect of digital trust on | Model 2 | Full Moderation | Rejected
reducing third-party risks is
moderated by the extensive
use of various sources of
information for digital trust
assessment.

H10 | The extensive use of various | Model 2 | Full Direct effect | Confirmed
sources of information for
digital trust assessment has a
positive impact on level group
organisational capability for
digital trust assessment.

H11 | Organisational capabilities for | Model 2 | Full Direct effect | Confirmed
digital trust assessment and
management positively impact
the maturity of third-party risk level group
management.

Governance- | Moderation | Rejected
level group

Governance- | Direct effect | Rejected

Governance- | Direct effect | Confirmed

Source: created by the author

In summary, the hypothesis-testing results confirm that digital trust reduces third-party
risk, although the magnitude of this effect varies by risk type and respondent group. The
findings also show that organisational capabilities for assessing and managing digital trust play
an important role in higher third-party risk management maturity. At the same time, mixed
results for transparency and information sources indicate that digital trust depends not only on
the availability of information but also on the organisation’s ability to interpret and integrate it
into governance and risk management practices. Therefore, the observed differences between
the full sample and the governance-level group were further explored through expert interviews.
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Chapter 3 Summary: Qualitative insights on digital trust and third-party

risks: findings and recommendations

Following the quantitative analysis and hypothesis testing, the study proceeded to a
qualitative phase involving semi-structured interviews with industry experts. The aim was to
discuss the initial findings, gather insights for developing a capability-driven DT framework
for enhanced TPRM and explore the future development of Third-party Risk Management
(TPRM) in the Baltic banking industry.

The interviews involved experts directly engaged in ICT third-party relationships and
risk management across Latvia, Lithuania, and Estonia. Various stakeholder perspectives were
represented, including IT risk, non-financial risk, information security, compliance, third-party
relationship management, procurement, and legal functions. Although some Baltic banks
belong to Nordic groups, none of the experts indicated that ICT third-party risk management
was outsourced to parent banks. Theoretical saturation was achieved within the Baltic expert
group.

The sample was deliberately limited to practitioners responsible for the day-to-day
assessment and management of ICT third-party risks. Representatives of supervisory authorities
and consultancy firms were excluded, as they observe such risks externally rather than manage
them operationally.

Interviews were conducted remotely via Microsoft Teams between 18 July and 1 August
2025. The final sample consisted of 13 experts representing different Baltic countries and roles
within banking institutions. The list of experts, their countries, and their roles is presented in
Table 3.1. below.

Table 3.1. The list of experts who participated in the interviews.

Code | Country Role
Expert1 | El Latvia Third-party relationship manager
Expert2 | E2 Lithuania IT risk manager
Expert3 | E3 Lithuania Non-financial risk manager
Expert4 | E4 Latvia IT risk manager
Expert5 | ES5 Latvia Information security manager
Expert6 | E6 Estonia Third-party risk manager
Expert 7 | E7 Lithuania Third-party relationship manager
Expert 8 | E8 Latvia Compliance manager
Expert9 | E9 Estonia Information security manager
Expert 10 | E10 Lithuania Information security manager
Espert 11 | E11 Estonia IT risk manager
Expert 12 | E1I2 Latvia Lawyer
Expert 13 | E13 Estonia Purchasing manager

Source: created by the author

Participation was voluntary and anonymous; informed verbal consent was obtained to
avoid storing personal data. Transcripts were recorded, manually edited, anonymised, and
proofread. Before each interview, a short introductory presentation explained the study design,
model, and research questions.
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3.1.Third-party risk category findings and tests of the hypotheses

Experts most frequently identified vendor and supply chain cybersecurity risks (R4.1)
and regulatory and compliance risks (R1) as the most relevant ICT third-party risks, particularly
in light of DORA. These were followed by data privacy risks (R4.2) and fourth- and Nth-party
risks (R7.2).

While there was alignment between survey and expert views on security and privacy
risks, regulatory and fourth/Nth-party risks were not among the highest in the survey results.
This divergence may be explained by the survey methodology, as respondents assessed existing
ICT providers where mitigation measures were already applied, reflecting inherent rather than
gross risk levels.

Experts agreed that concentration and contingency risks (R2.3) may represent the
highest inherent risks. Key drivers include the monopolised Baltic ICT market (e.g.,
telecommunications), preference for large established vendors, and regulatory pressures such
as DORA that encourage supplier consolidation. The low rating of corporate social
responsibility (CSR) risk (R6.2) was explained by its perceived irrelevance for EU-based ICT
providers, limited sanctions, and possible underestimation or lack of verification of CSR claims.

Based on expert opinions, organisations should prioritise the following third-party risks
in their programmes:

1. Security and privacy (both R4.1 and R4.2)

2. Supply-chain exposure through fourth- and N-party dependencies (R7.2),
3. Regulatory and compliance obligations, particularly under DORA (R1)

Survey results, however, indicate higher inherent levels for below risks that should
therefore be continuously monitored throughout the third-party management lifecycle:
1. Concentration and contingency planning (R2.3; mean 2.68),

2. Supply-chain and process risks (R2.2; mean 2.51),
3. Strategic dependence (R5; mean 2.33),
4

. Vendor and supply-chain cybersecurity (R4.1; mean 2.32) and data privacy (R4.2; mean
2.31).

The above indicates that both perspectives are necessary for a balanced view of third-
party risk management priorities.

Discussion of hypothesis testing results with experts

Experts generally accepted the absence of correlation between digital trust and third-
party cybersecurity risk (H1f). The main explanation was that cyberattacks are externally driven
and stochastic (“not if but when”), and even mature or trusted vendors remain vulnerable.
Digital trust is often assessed pre-contractually (service quality, governance, continuity), while
cybersecurity exposure depends on evolving external threats. Experts also noted possible
perception bias in questionnaire-based trust assessments, where high trust scores may not reflect
actual cyber exposure.

Regarding H2 (DT and third-party risk moderation by organisational capabilities),
experts agreed that digital trust capabilities should strengthen the reducing effect of digital trust
on third-party risks. The difference between the full sample and governance-level group was
explained by role visibility: second-line functions (risk, compliance, legal) have an end-to-end
view of the lifecycle and governance mechanisms, while first-line roles see only parts of the
process. Some experts highlighted a “theory versus practice” gap, where governance roles
assume frameworks work as designed, while operational roles respond based on practical
execution.
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For H3 (transparency increasing digital trust), experts found both dataset testing results
plausible. Transparency may increase perceived trust among operational stakeholders, but
governance-level roles rely on verification rather than process openness. Some warned that
transparency may allow vendors to “reverse-engineer’” assessment criteria and inflate perceived
trust.

The rejection of HS (DT mediation of transparency and third-party risk) was largely
supported. Experts argued that transparency can increase perceived trust without reducing
actual exposure, as vendors may optimise documentation to “pass the test.” Risk scoring
remains evidence-based and may even increase when more information surfaces.

For H10 (sources of information increasing capability), governance-level experts
emphasised that capability depends not on the quantity but on the quality and effective use of
information sources. Once a baseline is met, additional sources add limited value. Some prefer
a single reliable “golden source” over multiple fragmented inputs.

Finally, H9 (sources of information moderating DT — third-party risk relationship) was
rejected by experts. They agreed that additional sources may refine trust assessments, but do
not alter underlying structural risks. Risk reduction requires improved controls or mitigation
measures, not merely more information.

Theoretical implications

The results of the hypotheses testing, together with the expert interviews, provide
evidence on the applicability and limitations of the theoretical frameworks adopted in this thesis.

Most findings for H1 and its sub-hypotheses confirm the Integrative Model of
Organisational Trust (Mayer et al. 1995): higher digital trust is associated with lower third-party
risk, particularly in categories where the provider’s behaviour, controls, and governance
directly influence risk outcomes (e.g., regulatory, operational, supply-chain risks). However,
predictive power is limited for risks driven by external or structural factors (e.g., cybersecurity
exposure, geopolitical risks), confirming that trust as willingness to be vulnerable does not
always translate into measurable risk reduction.

H2 received partial confirmation of the moderating role of organisational capabilities
(Teece et al., 1997). Organisational capabilities moderate the DT—risk relationship only within
the governance-level group. Expert feedback highlighted role-based visibility as the
explanation, with second-line functions better positioned to evaluate capability effects. H7 was
confirmed in both samples, indicating that transparency embedded in structured assessment
processes strengthens organisational capability.

H10 was confirmed in the full sample but rejected in the governance group, suggesting
that capability depends not on the quantity of information sources but on the ability to evaluate
and reconcile them. H11 was supported, confirming that strong digital trust assessment routines
enhance third-party risk management maturity.

The results for H3, H4, HS, and H6 provide insight into the organisation's openness with
potential ICT service providers during its onboarding process, as a mechanism for reducing
information asymmetry (Akerlof 1970) during digital trust assessment. Transparency does not
directly reduce third-party risk (H4 rejected), and its mediation effect (H5) is not the same
across the two samples. The confirmed moderation effect (H6) suggests that openness may even
weaken DT’s risk-reducing impact, as vendors adapt their presentation to stated criteria without
necessarily improving underlying capabilities. This challenges information asymmetry
assumptions and aligns with signalling theory (Spence 1973).

Finally, H8 confirms that multiple information sources increase perceived digital trust,
yet H9 was rejected in both datasets: additional sources do not reduce third-party risk. Experts
explained that while more information may increase trust, it may also surface additional issues,
leaving actual risk exposure unchanged.
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3.2.Capability-driven digital trust framework for enhanced third-party risk

management

Experts assessed the current level of organisational capabilities for digital trust (DT)
assessment and management as early-stage, with most interviewees placing it at level 1 or 2 out
of 5. Higher maturity assessments (levels 3—4) were mainly given by information security
representatives, who tend to have more structured third-party trustworthiness practices.

The statistical analysis confirmed that stronger organisational capabilities for DT
assessment significantly enhance the risk-mitigating effect of DT and increase the credibility
of DT assessments within the broader TPRM framework. Moreover, higher DT capability is
directly linked to higher TPRM maturity, contributing to improved governance of non-financial
risks.

To help organisations improve their DT assessment and management maturity, as well
as to enhance the effectiveness of digital trust in mitigating third-party risk, this research
develops the “Capability-driven DT framework for enhanced TPRM” depicted in Figure 3.1.
below.

C’I‘PRM maturity le\'el)

Positive impact of DT on TPRs
reduction

| Sensing | l Seizing | ‘ Reconfiguring |

\_ Organisational capabilities for DT assessment and management

(\'arious sources of information) Cl’ransparency during onboardina

\_ Enabled by verification of gathered information W

Figure 3.1. Capability-driven DT framework for enhanced TPRM

Source: created by the author
The structure of the framework is based on three main components:
1. Enablers for capabilities development constitute the necessary information sources
for the assessment and transparency in the DT assessment during third-party onboarding.

2. Capabilities for DT assessment and management represent three pillars of dynamic
capabilities required for processing this information.

3. Outcomes of enhanced DT practices are the results produced by the framework, i.e., a
higher level of TPRM maturity and enhancement of the positive DT effect on TPRs
reduction.
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The following sections will, therefore, begin by detailing the foundational inputs

required for the framework's operation.

The importance of diverse information sources

Experts emphasised that while using diverse information sources can enhance DT

assessment, the quality, independence, and effective integration of these sources are critical.
Organisations should establish a reliable baseline of probative sources, avoid duplicative or
noisy inputs, and ensure assessors have the skills to evaluate and reconcile information properly.

1.

(98]

The most useful sources for DT assessment were grouped into several perspectives:
Independent view - audit reports, certifications, penetration tests, and incident history
(highest assurance).

Official view - public registries, sanctions lists, regulatory status, EU oversight.

Market view - peer and client feedback (requiring bias assessment).

Inside view - vendor-provided documentation, questionnaires, architecture descriptions,
contractual texts.

Risk view - external screening tools (adverse media, AML/KYC, ESG (environmental,
social and governance factors)).

The diverse sources identified by experts for assessing digital trust can be synthesised

into a holistic profile of an ICT third-party service provider depicted in Figure 3.2. below.

Independent view
Official view
Market view
Inside view

Risk view

Figure 3.2. A holistic profile of an ICT third-party service provider

Source: created by the author

Survey findings confirm that institutions already use diverse sources, but experts

recommend prioritising independent and outcome-based evidence over self-reported
information. Blockchain was not identified as a meaningful DT signal, likely due to limited
applicability and the multidimensional nature of trust.

Based on expert insights, a tiered evidence hierarchy is proposed:

Tier A (Outcome-based verification): independent audits, penetration tests, and incident
disclosures.

Tier B (Fact-based validation): official registries, financial statements, recognised
certifications.

Tier C (Supporting evidence): screening platforms, peer references, vendor materials
(requires cross-checking).

The role of transparency in enhancing capabilities

The statistical test for H7 confirms that transparency in DT assessment during third-

party onboarding positively enhances organisational capabilities for DT assessment and
management. Transparency can be implemented through clear, well-documented assessment
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criteria (e.g., structured due diligence questionnaires), accessible evaluation processes, and
alignment of trust expectations with ICT third parties.
Experts noted that transparency strengthens capabilities through:

e Standardisation and repeatability, enabling comparable evidence collection;
e Supplier enablement, improving documentation quality and efficiency;
e Improved relationships, increasing fairness, responsiveness, and completeness of
submissions.
However, transparency enhances capability only when:
e [t is paired with substantive evaluation and independent verification;
¢ A documented methodology (scoring, sampling, follow-ups) governs evidence weighting;
e Teams possess sufficient skills and time to analyse expanded evidence sets.

Experts also warned that excessive transparency may lead to box-ticking, reverse-
engineering of criteria, inflated perceived trust, or artificial compliance, and may even
discourage some suppliers.

The core process: the three elements of the capabilities
Based on expert interviews and dynamic capabilities theory, the study develops three
core capabilities for DT assessment and management to enhance TPRM maturity and reduce
ICT third-party risks:
1. Sensing: identifying, understanding and monitoring digital trust signals
This capability focuses on how the organisation systematically collects, interprets, and
detects changes in signals and evidence related to third-party trustworthiness through:
e Multi-source information gathering across independent, official, market, and vendor inputs
e Continuous and event-driven monitoring (performance, incidents, regulatory changes)
e Systematic evidence verification and provenance
e Emerging risk and trend analysis
2. Seizing: integrating digital trust insights into TPRM decision-making
This capability operationalises the insights gathered through Sensing. It embeds these
findings into core decision-making frameworks and risk management workflows. This enables
the organisation to make timely, intelligent, and well-informed decisions regarding its third-
party service providers through:

e Risk-based calibration of oversight
e Trust-based sourcing and TPRM governance
e Structured incident and remediation response

3. Reconfiguring: adapting and enhancing assessment practices over time

This capability drives continuous improvement, aiming to constantly adapt and enhance
the organisation's overall approach to digital trust management. It involves systematically
learning from past assessments to upgrade the methods, tools, and governance, ensuring the
entire framework adapts and matures over time through:
e Standardisation of the DT assessment framework

e Systematic knowledge and data management

Finally, experts emphasised the need for orchestration — the managerial capability to
synchronise Sensing, Seizing, and Reconfiguring (Eurico Soares De Noronha et al. 2024).

The dynamic capabilities of an organisation for DT assessment and management are
depicted in Figure 3.3. below.
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SENSING SEIZING

1. Multi-source
information gathering 1. Risk-based calibration
2. Continious and event- of oversight
driven monitoring 2. Trust-based sourcing
3. Systematic evidence and TPRM governance
verification 3. Structured incident and
4. Emerging risk and remidiation response
trend analysis

1. Standartisation of DT
assesment framework
2. Systematic knowledge
and data management

Continuous measurement and improvement of methods, tools and expertise

Figure 3.3. Organisational capabilities for DT assessment and management

Source: created by the author

Orchestrating DT assessment capabilities requires continuous measurement and
improvement of methods, tools, and expertise used in trustworthiness evaluations. This includes
investing in technology or external expertise, monitoring improvements in evidence quality and
assessment efficiency, and validating that the evaluation model reliably links higher trust to
lower residual risk. It also requires alignment across key functions (e.g., TPRM, Information
Security, IT Risk) to ensure a unified approach to digital trust.

3.3 Future state of ICT third-party risk management in the Baltic banking industry

The experts were asked to provide their opinion towards the future of third-party risk
management in the Baltic banking industry. TPRM is an emerging area in the EU financial
sector, and over the next 3—5 years further regulatory development is expected. While the core
ICT third-party requirements are unlikely to change significantly, experts anticipate greater
standardisation across EU countries, clearer interpretation, shared templates, and possibly a
centralised database of critical vendors supervised by authorities. Regulation is expected to
emphasise execution quality, maturity of existing practices, extension to certain non-ICT
providers, stronger focus on ESG risks, and deeper oversight of 4th and Nth parties.

To prepare, organisations should:

e Formalise detailed TPRM processes, procedures, and playbooks.
e Extend registries to 4th and Nth parties to map subcontracting chains.

e Integrate ESG-related clauses into questionnaires and contracts.

Governance is expected to become more visible at board level, with higher maturity and
dedicated TPRM roles and teams. Resource constraints are currently evident, but increased
automation and Al-based tools are anticipated. Stronger cross-functional involvement
(procurement, compliance, legal, business) and a unified understanding of third-party risks will
be required.

Market impacts are also expected: third parties will professionalise DORA compliance,
potentially using it as a competitive advantage, while financial institutions will demand higher-
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quality documentation. However, compliance costs may rise. DORA may favour large vendors,
potentially increasing concentration risk, while smaller providers and resellers may struggle.

Finally, experts foresee the gradual extension of TPRM-type regulation beyond finance,
particularly to critical infrastructure sectors (energy, water, transport, telecom) and possibly
large corporations, driven by interconnected supply chains, cyber risk exposure, and alignment
between DORA and NIS2 frameworks.
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Conclusions

This doctoral thesis examines the impact of digital trust on third-party risks within the

banking sector of the Baltic region. The main research conclusions are:

1.

The theoretical contribution of this research provides a necessary conceptual clarification
of digital trust by developing and validating a new definition, which is grounded in a
comprehensive analysis of 42 existing definitions classified into six thematic groups. The
study consolidated 24 key factors of digital trust into a conceptual framework structured
around four distinct categories: Ability, Benevolence, Integrity, and the newly introduced
category of Openness. The subsequent content validation of the new definition confirmed
its moderate or strong alignment with these key factors, achieving an overall htc value of
0.86, thereby confirming that it accurately reflects the multi-dimensional essence of digital
trust better than the most popular existing definition.

The study provides a clear theoretical distinction between third-party risk and related
concepts, such as vendor, supplier, and service provider risks, despite the common
tendency in the literature to treat them as synonyms. This study establishes third-party risk
as the overarching risk type and provides a comprehensive structure for organisational risk
management by identifying and classifying it into seven main categories: (1) regulatory
and compliance risks, (2) operational risks, (3) financial risks, (4) security and privacy risks,
(5) strategic risks, (6) ethical and social risks, and (7) partner and supply chain risks.

The core hypothesis (H1) of this research, that Digital trust reduces third-party risks was
strongly confirmed in both the full employee sample (f=—0.452,p=0.000) and the
governance-level group (B=—0.753,p=0.001), demonstrating that high levels of digital trust
significantly contribute to the lower level of overall third-party risk within the B2B context
of ICT service providers. Detailed analysis further confirmed this negative impact across
ten out of twelve specific risk types, including concentration, financial, strategic, and data
privacy risks. However, this effect was statistically rejected for vendor and supply chain
cybersecurity risks (H1f) and risks related to partner-specific factors (H1k), suggesting that
specific technical and geopolitical risks require additional risk management measures.
The effect of digital trust on reducing third-party risks is strengthened by organisational
capabilities (H2), but this finding was confirmed with a strong negative moderation effect
(B =-0.462, p = 0.047) only among employees aware of governance-level practices (i.e.,
risk, compliance, and security professionals) and was rejected in the full sample.
Organisational transparency in digital trust assessment has a context-dependent role,
challenging a simplistic application of Information Asymmetry Theory. While
transparency positively impacts digital trust (H3) in the full employee sample (f = 0.251,
p = 0.011), suggesting that operational stakeholders use it to compensate for uncertainty,
this link was rejected in the governance-level group. Furthermore, the confirmation of the
moderation effect (H6) in both samples, with positive (weakening) path coefficients (f =
0.267 and B = 0.603), suggests that third parties may use high transparency to "manipulate
the signal" and build an artificial perception of trust that does not fully translate into risk
reduction.

The thesis confirmed that dynamic organisational capabilities (HI11) for digital trust
assessment significantly and positively impact the maturity level of Third-Party Risk
Management (TPRM) (B = 0.377, p = 0.000), demonstrating a practical link between the
development of these capabilities and the advancement of the third-party risk management
level of the organisation. These capabilities, in turn, are positively influenced by
transparency (H7) (confirmed in both samples) and the extensive use of various
information sources (H10) (confirmed in the full test sample).
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7.

10.

11.

12.

The most popular sources of information used by practitioners were the documentation of
the provider’s solution (mean = 4.06) and proof of reputation (mean = 3.93), such as ISO
27001 certifications and audit reports

The research validated the mediating role of digital trust in the relationship between
transparency and risk, confirming H5 in the full sample. This finding highlights that
transparency does not directly reduce risk (H4 was rejected), but rather indirectly achieves
risk reduction by fostering a higher perception of digital trust that, in turn, mitigates risks.
The methodological decision to analyse data using two distinct samples (a full employee
sample and a governance-level group) revealed significant differences in the results for H2,
H3, HS5, and H10. This differential testing provided evidence that the perception and
function of capabilities, transparency, and information usage within TPRM are role
dependent.

Based on expert opinion, the current level of organisational capability for digital trust
assessment and management across the Baltic banking sector is generally defined as "early-
stage," typically falling around level 1 or 2.

Future changes in the regulated sector will emphasise the maturity, execution quality, and
competence of TPRM practices, requiring organisations to start detailed descriptions of
processes and playbooks to prepare for supervisor checks.

DORA-driven requirements are expected to change the ICT third-party market structure,
potentially favouring large global vendors and requiring increased resource allocation,
including dedicated TPRM roles and enhanced automation within financial institutions.
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Recommendations

Practical recommendations

1.

Since higher levels of digital trust were shown to reduce third-party risks, it’s recommended
that organisations formalise digital trust assessment and management as a risk mitigation
control. Simultaneously, the reliance on trust as a substitute for cybersecurity assurance or
partner-specific factors should be limited, as it requires separate verification.

It is recommended that organisations strengthen their TPRM maturity by developing
dynamic capabilities for digital trustworthiness assessment and management. This includes
systematically collecting and verifying evidence from diverse sources, embedding trust
indicators into decision-making processes, and continuously refining assessment tools to
ensure consistency and repeatability across the organisation.

Organisations should openly share their digital trustworthiness assessment criteria to support
capability development, but must also monitor the risks of “designed answers” through
independent verification to ensure that the disclosed information accurately reflects real
practices.

. When assessing the digital trustworthiness of ICT third parties, organisations should avoid

relying on a single data channel. Instead, they should integrate certifications, solution
documentation, market signals, and third-party evaluations, while ensuring that employees
are trained to synthesise diverse and sometimes conflicting data into a coherent trust
assessment.

. To improve the quality of trust evaluations, organisations should prioritise evidence based

on reliability rather than volume. Independent, outcome-based verification (Tier A) should
serve as the primary basis for assessment, supported by fact-based validation from official
records (Tier B). Self-reported or contextual information (Tier C) should be used cautiously
and only to complement higher-quality evidence.

Organisations should formalise trust assessment processes and develop sensing, seizing, and
reconfiguring capabilities, while aligning perspectives across governance and operational
roles through a unified assessment framework.

. Since transparency reduces risk only through the trust it helps generate (HS5), organisations

should focus on fostering genuine relationship quality rather than treating transparency as a
procedural requirement. When transparency strengthens perceptions of benevolence and
integrity, risk decreases; however, when it is treated as a compliance exercise, no meaningful
risk reduction occurs.

. Since governance roles emphasise evidence while operational teams often rely on relational

trust, organisations should align these perspectives through unified frameworks and shared
information repositories. Centralised trust artefacts, such as scoring records and verified
evidence, help synchronise decision-making and reduce fragmented assessments across
teams.

. To meet evolving regulatory expectations, organisations should expand their TPRM

practices by mapping subcontractors and Nth-party dependencies, formalising detailed
operational playbooks, and integrating ESG considerations into due diligence. Investments
in automation and artificial-intelligence-driven analysis will become increasingly necessary
to manage the rising complexity and regulatory scrutiny.

Recommendations for future research

1.

Considering the early stage of third-party risk management in the Baltic banking industry,
it is recommended to conduct a longitudinal study to research the dynamics of digital trust’s
impact on third-party risks of these organisations, along with their maturity growth.
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. A cross-industry study within the financial sector may demonstrate how the size of the
organisation, its maturity, or the intensity of regulation impacts the study’s relationship
between digital trust and third-party risks.

. To enhance generalisability, future research could examine the identified relationships within
other regulatory regimes, cultural norms, and levels of digitalisation by conducting
comparative studies across various EU countries or by comparing the results with those from
the US, Asian, or emerging markets.

. To mitigate self-reporting bias, future research may incorporate objective data, such as audit
results, incident reports, performance metrics, behavioural logs, or externally validated trust
indicators.

. Future studies could analyse digital trust and risk dynamics across an organisation’s full
third-party ecosystem, rather than focusing on a single relationship, and use the
organisation's third-party risk portfolio as a unit of analysis.

. Building on the interview findings, future studies could use case studies, ethnographies, or
action research to examine how digital trust capabilities are developed, operationalised, and
embedded into organisational routines over time.

. Future research could further develop the practical applicability of the proposed
recommendations by proposing prioritisation frameworks tailored to smaller financial
institutions with limited financial and organisational resources.

. Given that CSR-related risks were identified by experts as among the least mature and least
clearly understood, future studies could focus on the development of auditable digital ESG
metrics relevant to ICT service providers.
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Final Remarks

This doctoral thesis has addressed all research questions and completed all research
tasks defined at the beginning of the study. By integrating theoretical analysis, quantitative
modelling, and qualitative expert insights, the research provides a comprehensive
understanding of the role of digital trust in third-party risk management.

Although the empirical component of the study focuses on the Baltic banking industry,
where regulatory requirements and technological maturity provide a particularly relevant
research context, the conceptual insights developed in this thesis extend beyond this
geographical and sectoral scope. The identified relationships between digital trust and third-
party risks reflect broader patterns characteristic of digital environments and organisational
reliance on ICT service providers. Therefore, the proposed conceptual framework and
methodological approach to digital trust assessment may also be applicable in other industries,
regulatory environments, and organisational contexts that cooperate with external ICT service
providers.

In addition, the identified categories of third-party risks represent a comprehensive
structure that may be relevant across different industries and organisational contexts. These
categories may therefore be considered generally applicable to organisations worldwide that
rely on third-party service providers.

Thus, this thesis provides a foundation for further academic research and practical
development in the field of digital trust and third-party risk management, offering insights that
may support organisations in strengthening digital trust assessment practices and improving
third-party risk management.

56



. ”. RI S E BA ' UNIVERSITY OF BANKU AUGSTSKOLA

) LATVIA
UNIVERSITY OF APPLIED SCIENCES ¢

Business * Arts « Technology BA SCHOOL OF
BUSINESS AND FINANCE

Jilija Saveljeva

Digitalas uzticibas ietekme uz tresas puses riskiem organizacija

Promocijas darba kopsavilkums

Zinatnes nozare: Socialas zinatnes
Zinatnes apaksnozare: Ekonomika un uznémeéjdarbiba

Zinatniskais vaditajs
Dr.oec., prof. Tatjana Volkova

Riga 2026

57



Saveljeva, J. (2026). Digitalas uzticibas ietekme uz tre$as puses riskiem organizacija.
Promocijas darba kopsavilkums, Riga, 124 lappuses. Public@ts saskana ar RISEBA Promocijas
padomes s€des [émumu. Protokola datums 2026. gada 8. maija; Nr. 26/10-3.1/3.

Sis promocijas darbs tika izstradats Biznesa, makslas un tehnologiju augstskola RISEBA un
Latvijas Universitates Banku augstskola laika no 2023. gada februara lidz 2026. gada maijam.
Promocijas darbs ir izstradats anglu valoda. Tas sastav no ievada, trim nodalam, secinajumiem
un ieteikumiem, literatiras saraksta un septiniem pielikumiem. Ta kopigais apjoms ir 309
lappuses. Bibliografija ieklauti 261 informacijas avoti.

ZINATNISKAIS VADITAJS:
Dr.oec.Tatjana Volkova, profesore, Latvijas Universitates Banku augstskola (Latvija)
RECENZENTI:

1. Dr. sc. administr. Iveta Ludviga, profesore, Biznesa, makslas un tehnologiju augstskola
RISEBA (Latvija)

2. Dr. oec. Piotr Grzegorz Pietrzak, asistgjoSais profesors, Warsaw University of Life Sciences
(Polija)

3. Dr. sc. ing. Oksana Nikiforova, profesore, Rigas Tehniska Universitate (Latvija)

Promocijas darbs tiks aizstavéts Biznesa, makslas un tehnologiju augstskolas RISEBA
Promocijas padomes atklata s€de 2026. gada 17. septembri, 15:00, Meza iela 3, Riga.

Ar promocijas darbu un kopsavilkumu var iepazities Biznesa, makslas un tehnologiju
augstskolas RISEBA biblioteka, Meza iela 3, Riga. Biznesa, makslas un tehnologiju
augstskolas RISEBA Promocijas padome pienéma promocijas darbu socialo zinatnu doktora
zinatniska grada (Ph.D.) iegtiSanai 2026. gada 8. maija.

Promocijas padomes prick$sédetajs: Andrejs Cirjevskis, Dr.oec., profesors.
Promocijas padomes sekretars: Vulfs Kozlinskis, Dr.habil.oec., emeritétais profesors.

APLIECINAJUMS: Ar S0 apliecinu, ka esmu izstradajusi §o promocijas darbu, kas iesniegts
izskatiSanai Biznesa, makslas un tehnologiju augstskolas RISEBA Promocijas padomei zinatnu
doktora zinatniska grada (Ph.D.) iegtiSanai socialajas zinatn€s. Promocijas darbs nav iesniegts
neviena cita universitaté zinatniska grada iegtiSanai.

Jilija Saveljeva 15.07.2026

Lai iesniegtu recenzijas, lidzam sazinaties ar RISEBA, Meza iela 3, Riga, LV-1048, Latvija.
Epasts: riseba@riseba.lv, talrunis: +371 26465351, +371 67500265.

© Jilija Saveljeva, 2026
© Latvijas Universitates Banku augstskola, 2026
© Biznesa, makslas un tehnologiju augstskola RISEBA, 2026

ISBN 978-9984-705-75-0

58



Pateicibas

Ir teiciens, ka “ir vajadzigs vesels ciems, lai izaudzinatu bérnu”, un es So domu loti labi
varu attiecinat ar1 uz promocijas darba izstrades celu. Patiesi, ir vajadziga vesela fakultate,
dazkart pat vairak neka viena, gimene, profesionala kopiena un darba kol€gi, lai izaudzinatu
jaunu doktora grada ieguv€ju. legiistot So gradu un stradajot pie promocijas darba, es izjutu
plasu atbalstu gan akadémiskaja un profesionalaja vide, gan sava gimeng.

Esmu bezgaligi pateiciga savai promocijas darba vaditajai, Dr. oec. profesorei Tatjanai
Volkovali, par to, ka vina iedroSinaja mani uzsakt So celu 2022. gada vidii un lika man noticét,
ka es speSu iziet So posmu un iegiit doktora gradu. Tas bija izaicinoSs cels, kas dazkart mani
aizveda talu arpus manas komforta zonas un arpus manu uztverto sp&ju robezam, rezult&joties
eksponenciala akadémiskaja izaugsmée. Katra mazaja soli un katra §1 cela posma mana darba
vaditaja bija man lidzas, gatava atbalstit, palidz&t, izaicinat un motivét mani, kad tas bija
nepiecieSams. Es noteikti nevaru iedomaties So celu bez vinas.

Es velos pateikties savam kol€gim, Dr. sc. Irmantam Aleliinam, par atbalstu un
kopigam prata vétram par t€mas izveli bridi, kad biju iestrégusi, meklgjot precizu pétijuma t€mu,
kas biitu gan akadémiski vértiga, gan praktiski nozimiga profesionalajai videi.

S1 cela laika man bija patiess prieks satikt daudzus izcilus cilvékus akadémiskaja vidg,
kuri viena vai otra veida ir devusi ieguldijumu mana pétnieces attistiba, un visus vinus nosaukt
varda nebiitu iesp&jams.

Visa Latvijas Universitates Banku augstskolas un RISEBA kopigas doktora studiju
programmas akadémiska saime ir paveikusi milzigu darbu, veidojot manu kritisko akadémisko
domasanu, pilnveidojot mani ka p&tnieci un nosakot augstus standartus, lai Sobrid es justos
parliecinata starptautiskaja zinatniskaja vidé un parstavot savu pétijumu starptautiskas
konferenc€s. Esmu 1pasi pateiciga Dr. hab. oec. profesoram emeritus Vulfam Kozlinskim par
to, ka vin$ lika man domat plasak un izprast zinatniskas diskusijas nozimi un teorétiskas
novitates veidoSanu.

Velos izteikt pateicibu Dr. oec. profesorei Ligai Peiseniecei un Dr. oec. asoci€tajam
profesoram Andrim Fominam par virziSanu studiju programmas gaita un atbalstu, ieglistot
doktorantiiras grantu Nr. 5.2.1.1.1.0/2/24/I/CFLA/007 “Latvijas Universitates iek$gja un ar¢ja
konsolidacija”. ST granta atbalsta nozimi nevar nenovertét, jo tas lava man dalities ar savu
pétijumu plasaka zinatniskaja kopiena un butiski pilnveidoties ka p&tniecei promocijas darba
izstrades laika.

Tapat daliba zinatniskaja projekta “CyberSustain” palidz&ja man pilnveidot p&tniecibas
un prezentéSanas prasmes, paplasinat zinatniskas intereses un zinatnisko sadarbibas tiklu.
Atseviski velos pateikties Dr. sc. asoci€tajai profesorei Ingai Uvarovai par atbalstu katra mana
promocijas pétjjuma posma un motivéSanu virzities pari savam sp&ju robezam.

Es velos pateikties arT saviem doktoranttras kolégiem, ar kuriem kopa piedzivoju 1 cela
izaicinajumus, $aubas un sasniegumus. Ipasi pateiciga esmu Dr. sc. Jekaterinai Novickai par
vinas ticibu man un manu prasmju novertéjumu, dazkart pat lielaku, neka es pati ticgju sev. Es
vélos pateikties Eldaram Mardanovam par lielisko pieméru daliba konferences un publikaciju
veido$ana, motivejot mani turét [idzi un darit vairak. Es pateicos Dmitrijam Gimmelbergam par
iesp€ju paskatities uz pétniecibas procesu no cita skatpunkta un par iedroSinajumu paplasinat
manus pétniecibas horizontus. Es pateicos arT Sandrai Starkei par §1 doktorantiiras cela kopigu
izieSanu un atbalstu ta laika.

Atseviski vélos pateikties saviem SEB kolégiem visas tris Baltijas valstis par atbalstu
un uzmundrindjumu visa $1 cela laika. IpaSi nozimiga bija vinu palidziba empirisko datu
vaksana - kolégi personigi uzrunaja potencialos respondentus Baltijas banku nozarg, ka ari
profesionalajam grupam Baltija. Ipasi vélos pateikties savam vaditdgjam, Dr. Ramiinam
Bicuilaitim, par $T cela sarezgitibas izpratni un atbalstu katra soli, kas bija nepiecieSams grada
iegliSanai.
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Esmu pateiciga §1 promocijas darba recenzentiem Dr. sc. administr. profesorei Ivetai
Ludvigai, Dr. oec. Piotram Gzegozam Pietrzakam, asist€joSajam profesoram, un Dr. sc. ing.
profesorei Oksanai Nikiforovai par vertigu atgriezenisko saiti un veikto petijjumu izvertgjumu.

Visbeidzot, man japateicas savai gimenei par to, ka vini bija man lidzas, atbalstTja manu
lemumu iegiit $o gradu jau no pirmas dienas un nekad ne$aubijas, ka $1 diena pienaks. Sis bija
izaicino$s cel§ manam viram Vadimam Saveljevam un misu mazajiem bérniem Zlatai un
Agatai, kuru mamma garus vakarus un nedélas nogales pavadija, stradajot pie pétijuma un
dodoties uz arzemem, lai dalitos ar ta rezultatiem plasaka zinatniskaja kopiena. No viniem es
nekad neesmu dzird€jusi neko citu ka vien pilnigu atbalstu un apnémibu. Tapec Sis grads ir
kluvis par musu gimenes kopigu vértibu.

Manas mammas Dianas Jablonskas atbalsts un iedro$inajums palidz&ja man virzities uz
priek3u. Es arf zinu, ka mans tevs Vjageslavs Sulgins bija bezgaligi lepns par manu lémumu
tiekties augstu un uzsakt doktoranttras celu. DiemZgl vin$ aizgdja muziba, pirms paradijas
pirmie pamanamie pétjjuma rezultati. Es zinu, ka vin$§ bija parliecinats, ka citadi nemaz
nevarégja bit, un Sis grads sava zina ir veltits ar1 vina pieminai.
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DORA - Digitalas darbibas noturibas akts (angliski - Digital Operational Resilience Act)

DU - Digitala uzticiba

ES - Eiropas Savieniba

IKT - Informacijas un komunikacijas tehnologijas

NILLN - Noziedzigi iegttu lidzeklu legalizacijas novérSana

PLS-SEM - Dalgjo mazako kvadratu strukturalo vienadojumu model&sana (angliski -
Partial Least Squares Structural Equation Modelling)

SEM - Strukturalo vienadojumu modelésana (angliski - Structural Equation Modelling)

SLR - Sistematisks literatiiras parskats (angliski - Systematic Literature Review)

TPR — Tresas puses risks

TPPR - Tresas puses risku parvaldiba
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levads

Pétijuma aktualitate

FinanS8u sektoram Tstenojot digitalo transformaciju, digitala uzticiba (DU) klist arvien
nozimigaka, nemot véra tas lomu tehnologisko sistému drosibas, konfidencialitates un
uzticamibas nodro§inasana. Tas atspogulo pieaugoSo nepiecieSamibu péc drosam digitalajam
mijiedarbibam un datu privatuma strauji mainiga tehnologiskaja vide. ST tendence ir
noveérojama ari zinatniskaja literatiird. Saskana ar Scopus datubazes (Elsevier, 2025) pieejamo
informaciju,  zinatnisko rakstu un konferenu¢ publikaciju skaits, kuru nosaukuma,
kopsavilkuma vai atslégvardos ir ietverts atslégvards “digital trust”, ir biitiski pieaudzis no
viena vai diviem darbiem gada lidz 2017. gadam Iidz 121 publikacijai 2025. gada.

Vienlaikus DU koncepts ir izteikti parstavets art profesionalaja literatiira ka jauna pieeja
digitalo tehnologiju uzticamibas novértésanai (World Economic Forum 2024; PwC, 2024;
ISACA, 2024.; Deloitte, 2024a). Tas izcel digitalas uzticibas koncepta aktualitati, kas
zinatniskaja literatlira joprojam ir attistibas stadija un atSkiras atkariba no konteksta un nozares
(Pietrzak and Takala 2021). Tas uzsver nepiecieSamibu péc validétas DU definicijas un
turpmakiem pétjumiem, lai noteiktu DU koncepta papildus raksturlielumus. Turklat
uzticamiba tiek uzskatita par nozimigu faktoru sadarbiba ar pakalpojumu sniedz&jiem (Urbano
et al. 2013). Vienlaikus DU koncepts zinatniskaja literattira vél nav pietiekami izpétits. Lai gan
pétnieki atzist konceptualu atSkiribu starp tradicionalo starppersonu uzticibu un digitalo
uzticibu digitalaja vide, So jédzienu teorétiska konsolidacija joprojam ir ierobezota (Chaudhuri
2021; Zhghenti and Chkareuli 2021). Turklat iepriek§€jie petijumi uzsver vienpratibas trikumu
attieciba uz digitalas uzticibas pamatipasibam (Papic et al. 2022).

Savukart, Digitalas darbibas noturibas akts (angliski — Digital Operational Resilience
Act, DORA), kas stajas speka 2025. gada 17. janvari un attiecas uz visu Eiropas finansu sektoru,
nosaka visaptveroSu pieeju treSo pusu risku parvaldibai (TPRP) ar informacijas un
komunikacijas tehnologiju (IKT) pakalpojumu sniedzgjiem. (European Commission 2022b).
Tadgjadi finanSu iestadém ir japieskir prioritate ar IKT pakalpojumu sniedz€jiem saistito TPRP .
Lai gan IKT TPRP ieviesana ir bitiska efektivas uzraudzibas nodroSinasanai un jaunu
tehnologisko risku savlaicigai noteikSanai (Giacchero and Moretti 2021), vésturiski
organizacijas tresas puses riskus (TPR) ir vért€jusas ierobezota konteksta (Deloitte, 2024b).

Interese par “TPR”(third-party risk) un piegadataja risku (supplier risk) terminiem kas
ir zinatniskaja un profesionalaja literattira biezi tiek savstarp&ji aizvietojami, kops$ 2007. gada
ir pastavigi pieaugusi ka par to liecina Scopus datubazes dati (Elsevier, 2025),. Interese par Siem
terminiem ir ar Tpasi izteiktu pieaugumu no 2020. gada, sasniedzot 62 publikacijas 2024. gada.
Turklat literattira joprojam nav pietickami skaidri noskirtas dazadas treSo pusu risku kategorijas,
un vienlaikus turpinas diskusijas par tehnologijas balstitu pieeju un tradicionalo parvaldibas
instrumentu izmantosanu treSo pusu risku parvaldiba. Nemot véra nepilnibas TPRP ietvara,
pieaugosas regulativas prasibas un finanSu iestazu augsto atkaribu no IKT pakalpojumu
sniedz&jiem, TPRP klust par 1pasi nozimigu jautajumu finansu sektora.

P&tijumiem par uzticibas un riska savstarp&jo saistibu ir sena pé&tniecibas tradicija
(Josang and Presti 2004), un jau pirms trisdesmit gadiem tika uzsvérta uzticibas nozime efektiva
risku parvaldiba (Slovic 1993). P&tijumi apliecina, ka uzticiba [émumu pienemsanas procesa
bezsaistes videé var kalpot ka mehanisms, kas samazina sarezgitibu, Tpasi risku izveért€sanas
situacijas. Sada pieeja var efektivi papildinat racionalas risku parvaldibas stratégijas (Lewis and
Weigert 1985; Mclain and Hackman 1999). Tomér turpmaka analize liecina, ka risku
parvaldibas ietvaros joprojam triikst vienotu pieeju uzticibas izpratnei un novertésanai.

Savukart uzticibas un TPRP savstarpgja saistiba zinatniskaja literatiira I1dz §im nav plasi
analizeta. Atslégvardu “digital trust” AND (“third-party” OR “supplier” OR “supply chain”)
meklgjums, kas 2025. gada novembri veikts Scopus datubaze, noteica 589 publikacijas
zinatniskajos Zurnalos un konferences rakstos (Elsevier, 2025). Papildus tam tika veikta
bibliometriska analize, izmantojot VOSviewer riku un atslégvardu lidzparadiSanas kartéSanas
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metodi (a full-count co-occurrence keyword analysis). Analizes rezultati atklaja butisku
nepilnibu zinatniskaja literatiira — taja triikst atkartoti lietotu atslégvardu, kas biitu saistiti ar
risku un risku parvaldibu. Tas liecina, ka DU koncepts tresas puses vai piegadataju risku
parvaldibas konteksta vél nav pietiekami sistematiski izp&tits un mehanismi, ka dazadi uzticibas
faktori ietekme treSo puSu riskus, joprojam ir nepietickami izprasti.

Pétijuma merkis, jautajumi, hipotézes, objekts un priekSmets

Pétijjuma merkis ir noteikt DU ietekmi uz organizacijas TPR un izstradat uz spgjam
balstitu ietvaru, kas lautu organizacijam efektivak noveértét un parvaldit DU, tadgjadi
pilnveidojot tresas puses risku parvaldibu un paaugstinot tas parvaldibas brieduma Iimeni.

Galvenie pétijjuma jautajumi ir:

1. Ka definét DU un kadi ir tas raksturlielumi?
Ka DU ietekmé ar IKT pakalpojumiem saistitos TPR?

3. Kadas DU noveértesanas un parvaldibas sp&jas organizacija ir jaattista, lai mazinatu ar IKT
pakalpojumiem saistitos TPR?

4. Kadi informacijas avoti organizacijai janem veéra DU novértéSana?

Pétijuma hipotezes ir:

H1: DU samazina TPR.

H2: DU ietekmi uz TPR mazinasanu moder€ organizacijas sp&jas DU noveértésana un
parvaldiba.

H3: Augstaks caurskatamibas Itmenis DU noveért€Sana tresas puses piesaistes procesa
pozitivi ietekm& DU limeni.

H4: Augstaks caurskatamibas Itmenis DU noveért€Sana tresas puses piesaistes procesa
samazina tresas puses riskus.

H5: DU darbojas ka mediators starp caurskatamibu DU noveértéSana tresas puses
piesaistes procesa un TPR limeni.

H6: DU ietekmi uz TPR mazinasanu modere caurskatamibas Iimenis DU noveértesana
treSas puses piesaistes procesa.

H7: Augstaks caurskatamibas Itmenis DU noveért€Sana tresas puses piesaistes procesa
pozitivi ietekmé organizacijas sp&jas DU novértésana un parvaldiba.

HS8: Daudzveidigu informacijas avotu izmantoSana DU noveértéSana pozitivi ietekmé
DU Iimeni.

H9: Daudzveidigu informacijas avotu izmanto$ana DU novértésana modergé DU ietekmi
uz TPR mazinasanu.

H10: Daudzveidigu informacijas avotu izmantoSana DU novertéSana pozitivi ietekmé
organizacijas sp&jas DU novertésana.

HI11: Organizacijas sp&jas DU novértésana un parvaldiba pozitivi ietekmé TPRP
brieduma limeni.

Petijjuma objekts ir Baltijas banku nozare, kurai ir pienakums nodroSinat atbilstibu
DORA regulg&jumam un kura sagaidams pietieckami augsts TPRP prakses brieduma Iimenis, lai
darbinieki varétu jégpilni iesaistities pétijuma. Paslaik Baltija darbojas 40 licencétas bankas un
arvalstu kreditiestazu filiales. Lielaka dala no tam ietilpst parrobezu banku grupas, un regiona
vesturiski ir izveidojusies lidziga uznémeéjdarbibas kultiira.

Pétijuma priekSmets ir digitala uzticiba.

Pétijjuma uzdevumi:

1. Izpetit DU konceptu IKT pakalpojumu TPRP konteksta, nosakot tas galvenos
raksturlielumus un izvertgjot to ietekmi uz TPR.

2. Izpetit, ka organizacijas noverte DU, noteikt efektivai DU noveértéSanai un parvaldibai
nepiecieSamas organizacijas sp&jas un izstradat ieteikumus So sp&ju pilnveidei.

3. Izvértet caurskatamibas nozimi DU novértésana, analizgjot, ka organizacijas komunicé
uzticibas kriterijus tresajam pusém un ka caurskatamiba ietekm& DU uztveri un TPR
mazinasanu.
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4. Izpetit daudzveidigu informacijas avotu izmantoSanu DU novérté€Sana un to ietekmi uz
novertésanas kvalitati.

5. lzstradat ietvaru DU novértéSanas prakses pilnveidei organizacijas ar mérki paaugstinat
TPRP efektivitati un veicinat treSo pusu parvaldibas kopg&jo briedumu.

6. Izanalizé€t TPRP turpmakas attistibas tendences finanSu nozar€, izvert€jot parmainas
regulativaja vide, parvaldibas pieejas un sadarbibas modelos ar treSajam pusém.

Pétijuma metodes

Promocijas darba izmantota jaukto metozu pieeja, kas, apvienojot kvalitativas un
kvantitativas metodes, nodro§ina metodologisko triangulaciju un paaugstina p&tijuma rezultatu
ticamibu.

Petijuma teoretiskais pamatu veido seSi sistematiski literatliras parskati, kas veikti
saskana ar PRISMA metodologiju (Page et al. 2021). Tie sniedz visaptveroSu prieksstatu par
esoSo zinasanu Itmeni DU, TPRP, ka ar1 uzticibas un risku parvaldibas mijiedarbibas joma
digitalaja vide. Bibliometriska analize, izmantojot pilna skaitfjuma atslégvardu lidzparadiSanas
analizi (angliski - a full-count co-occurrence keyword analysis) ar VOSviewer riku (VOSviewer,
2024), lauj noteikt publikaciju struktiiru, p€tniecibas attistibas tendences un nepilnibas
attiecigajas zinatniskajas jomas. Satura analize veikta akadeémiskaja un profesionalaja literatuira,
lai noteiktu DU un TPRP galvenos raksturlielumus un ietvarus, ka ari analiz&tu uzticibas un
riska savstarpgjo saistibu digitalaja konteksta. Papildus tam pé&tjjuma izmantota konstrukta
validitates metode, lai izveértetu piedavatas DU definicijas un tas meérijjuma indikatoru
uzticamibu un skaidribu.

Promocijas darba teorétiska dala veidota pamatojoties uz sekundarajiem datiem, kas
ieglti no Scopus un Web of Science datubazes indeks€tam zinatniskajam publikacijam,
konferences materialiem, akad@miskas literatiiras, profesionalajiem zinojumiem, nozares
asociacijam un uznéméjdarbibas tikliem, kas ir saistiti ar pétijjuma tematiku. Papildu
kontekstuala informacija iegtita no uznémumu timeklvietném, gada un ilgtsp€jas parskatiem,
ka ar1 publiski pieejamiem statistikas datiem.

P&ttjuma empiriskas dalas pamata ir divas metodologiskas pieejas:

1. Kvantitativa izpete veikta, pamatojoties uz Baltijas banku nozares darbinieku aptauju, kuri
ir iesaistiti TPRP. Aptauja tika izmantota piecu punktu Likerta skala, un iegiitas 138 derigas
atbildes, kas nodrosina 95 % ticamibas limeni un 8,34 % kltidas robezu (Calculator.net,
2025). Izlases veidoSana apvienota €rtuma izlase ar meérktiecigas izlases elementiem,
tadejadi nodrosinot to respondentu ieklausanu, kuri tiesi iesaistiti TPRP procesos. Datu
apstradei un analizei izmantota aprakstosa statistika ar Jamovi programmatiiru (jamovi
2024), ka ar1 dalgjo mazako kvadratu strukturalo vienadojumu modelésana (angliski - PLS-
SEM), izmantojot bootstrapping procediiru SmartPLS programmatira (Ringle et al. 2025).
S pieeja lauj empiriski parbaudit konceptualo pétijuma modeli, kas izstradats, nemot véra
teoretisko ietvaru un literatiiras parskatu. Modeli ieklauti §adi konstrukti: DU, TPR,
caurskatamiba DU noveértéSana, organizacijas sp&jas DU novertésana un parvaldiba, ka ar1
TPRP brieduma Iimenis organizacijas. PLS-SEM metode ir 1pasi piemérota konceptuala
modela parbaudei, jo ta lauj analiz&t sarezgitas un daudzdimensionalas sakaribas, tostarp
mediacijas un moderacijas efektus. Ta tika izv€leta ka statistiskas analizes metode, nemot
vera tas plaso pielietojumu un efektivitati uzticibas un risku parvaldibas savstarp&jo
attiecibu izpéte digitalaja konteksta (tas konstatets 73 % empirisko petijumu, kas analiz&ti
Sts disertacijas sistematiskaja literatiiras parskata). Modelis tika parbaudits, izmantojot gan
pilnu respondentu izlasi, gan atsevisku apaksizlasi, kura ieklauti darbinieki, kas strada riska,
atbilstibas un drosibas joma, lai noskaidrotu, vai uzticibas un riska savstarp&ja saistiba ir
atkariga no respondenta profesionalas lomas organizacija.

2. Kvalitativa izp&te balstita uz dalgji strukturétam ekspertu intervijam (n = 13), kas veiktas
ar finanSu sektora parstavjiem visas trijas Baltijas valstis, izmantojot merktiecigu izlasi.
Interviju skaits noteikts, pamatojoties uz teorétiskas piesatinatibas principu, nodrosinot gan
kvantitativaja dala iegtito un konceptuala modela testésana parbaudito rezultatu validaciju,
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gan padzilinatu izpratni par TPRP situaciju Baltijas finanSu sektora, DU novértéSanas
pasreizgjo praksi un organizacijas nepiecieSamajam sp&jam tas efektivai parvaldibai.

Teksta parbaudei un pliduma uzlaboSanai autore izmantoja rakstiSanas paligriku
Grammarly v. 1.164 (Grammarly 2026) un ChatGPT v. 4 un v. 5 (OpenAl 2025).

Pétijuma ierobeZojumi

Interpret&jot pétijuma rezultatus, janem vera vairaki ierobezojumi. Pirmkart, petijjums
ir fokuséts uz digitalas vides kontekstu, analiz&jot DU un ar IKT saistitos TPR ka organizacijas
nefinansu risku kategoriju.

Otrkart, petijumam ir geografisks ierobezojums, jo tas aptver tikai Baltijas valstis.
Petijuma ieklautas organizacijas darbojas Igaunija, Latvija un Lietuva. Baltijas valstim
raksturiga vesturiski [idziga institucionala attistiba, regulativa vide un uznémejdarbibas kultiira.
Lai gan tas veicina izlases iek$&jo viendabibu, tas var ierobezot rezultatu visparinamibu uz
regioniem ar butiski atSkirigu regulativo, kultiiras vai tehnologisko vidi.

Treskart, pétijums aprobeojas ar banku nozari. Sada izvéle pamatota ar
nepiecieSamibu analiz&t organizacijas, kuras TPRP ir sasniegusi vismaz vid&ju brieduma limeni.
St risku parvaldibas joma globala méroga joprojam ir atfistibas stadija, un mazak neka 40 %
organizaciju to uzskata par pietickami attistitu (SupplyWisdom, 2025). Banku nozare nodrosSina
vidi, kur iesp&jams noverot strukturétakas un attistitakas pieejas. Vienlaikus tas ierobezo
rezultatu piemérojamibu nefinansu nozarém vai sektoros ar zemaku TPRP briedumu.

Ceturtkart, petijjuma kvantitativa dala balstas uz paszinojuma datiem, kas var radit
noteiktus aizspriedumus, pieméram, subjektivu organizacijas sp&ju noveértg§jumu. Lai gan
triangulacija ar kvalitativajam intervijam palidz mazinat So ierobeZojumu, to pilniba noverst
nav iespgjams.

Piektkart, analizes vieniba ir attiecibas ar vienu treSo pusi, par kuru zinojis katrs
respondents. Sada pieeja lauj padzilinati analizét konkréto uzticibas un riska mijiedarbibu,
tomer ta neaptver portfela Itmena risku ekspoziciju, savstarpgjas atkaribas starp vairakam
treSajam pusém vai kop€jo risku organizacijas treSo pusu portfelt. Lidz ar to p&tijums var pilniba
neatspogulot sisteémiskos TPR aspektus, kas izpauzas plasaka portfela Iiment.

Visbeidzot, ptijuma analizétas organizaciju prakses un uztvere noteikta laika posma.
Nemot vera, ka TPRP nozarg vél ir attistibas stadija, garengriezuma pétijuma pieeja nakotné
bitu lietderiga, lai analiz€tu izmainas organizacijas spgjas, regulativaja spiediena un risku
parvaldibas brieduma laika gaita.

Tezes aizstaveSanai

Pamatojoties uz veikta pétijuma rezultatiem, izvirziti $adi originali zinatniskie
secinajumi:

1. DU samazina TPR. Ta butiski un pozitivi ietekm& desmit no divpadsmit analizétajam TPR
kategorijam (iznemot piegadataju un piegades k&des kiberdrosibas riskus un ar partneriem
saisttto faktoru riskus).

2. Organizacijas sp&ju loma DU un TPR savstarpgjas attiecibas ir atkariga no vértétaja
profesionalas lomas organizacija. Lai gan moderacijas efekts netika apstiprinats pilnaja
izlas€, tas kluva statistiski nozimigs parvaldibas Iimena grupa. Tas liecina, ka dinamisko
sp&ju kvalitati paaugstinosa ietekme DU novertésana tiek atzita un ir efektiva galvenokart
riska, atbilstibas un droSibas jomas profesionalu vidd, kuri darbojas ar izpratni par
parvaldibas praksém.

3. Caurskatamiba DU novértéSana pozitivi ietekm& DU Iimeni un pilniba medi€ attiecibas
starp caurskatamibu un TPR. Tas norada, ka caurskatamiba mazina nenoteiktibu un veicina
attiecibu uzticibu. ST saistiba galvenokart novérojama plasaka darbinieku izlasg, savukart
parvaldibas limena profesionali, vertgjot uzticamibu, vairak balstas uz objektiviem
pieradijumiem neka uz procesu caurspidigumu.

4. Ja DU novértésanas kriteriji ir caurskatami, caurskatamiba darbojas ka modergjoss faktors,
kas vajina saikni starp DU un TPR. Tre$as puses var manipul€t ar sniegtajiem signaliem,
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radot maksligi paaugstinatu DU uztveri un tad€jadi mazinot §1s uztvertas uzticibas negativo
ietekmi uz faktiskajiem TPR.

Caurskatamiba biitiski un pozitivi ietekmé organizacijas sp&ju limeni DU novértésana.
Daudzveidigu informacijas avotu izmantoSana pozitivi ietekme& DU limeni.

7. Dazadu informacijas avotu izmantoSana pozitivi ietekm€& organizacijas sp&jas DU
novertésana, kas apstiprinats, analiz€jot pilno datu kopu. Tomér parvaldibas [imena grupa
ST hipotéze netika apstiprinata, kas liecina, ka pieredz&jusiem parvaldibas specialistiem
liels informacijas avotu skaits var radit “troksni” un papildu saskanoSanas slogu, nevis
stiprinat spé&jas.

8. Organizacijas sp&jas DU novertésana bitiski un pozitivi ietekme tresas puses risku
parvaldibas kop€jo brieduma Iimeni.

Pétijuma periods

Promocijas darba p&tamajai zinatniskajai literattrai noteikti $adi laika ierobezojumi:
petijumi par DU aptver periodu no 2010. gada lidz 2024. gada septembrim, pétijjumi par
uzticibas un risku parvaldibas saistibu digitalaja vide no 2000. gada Iidz 2024. gada julijam,
savukart petijumi par TPR no 2016. gada lidz 2024. gada oktobrim. Analize tika ieklauts viss
atbilstosais zinatnisko rakstu un konferences publikaciju kopums no Scopus (Elsevier,2025) un
Web of Science (Clarivate, 2024) datubazem, un sakotn¢ja literatiiras atlasei netika noteikti laika
ierobezojumi.

Promocijas darba izstrades un petijuma IstenoSanas periods ilga no 2023. gada februara
lidz 2025. gada decembrim. Empiriska dala, kas ietvéra aptaujas un intervijas, tika Tstenota no
2025. gada janvara lidz 2025. gada julijam.

Pétijuma teoretiska novitate

P&tijuma teorétisko pamatu veido uzticibas integrativais modelis (angliski - integrative
model of trust) (Mayer et al. 1995) un signaliz€Sanas teorija (angliski - signalling theory)
(Spence 1973), kas ieprieks izmantotas uzticibas un risku parvaldibas izpéte digitalaja vide. Ka
teoretiski jauns ieguldijums pétijuma uzticibas un risku parvaldibas analize digitalaja konteksta
tiek integréta informacijas asimetrijas teorija (angliski - information asymmetry theory)
(Akerlof 1970) un dinamisko sp&ju teorija (angliski - dynamic capabilities theory) (Teece et al.
1997). Tas lauj teorétiski pamatot un empiriski parbaudit, ka caurskatami DU novértéSanas
kritériji un rezultati var mazinat informacijas asimetriju attiecibas starp organizacijam un
treSajam pusém, veicinot DU pieaugumu un TPR samazinasanos, un ka organizacijas sp&jas
DU noveérteésana un parvaldiba var stiprinat DU pozitivo ietekmi uz TPR mazinasanu.

Turklat promocijas darbs sniedz §adu teorétisko novitati:

1. Veikta sistematiska zinatnisko publikaciju analize par DU, kuras rezultata noteiktas seSas
DU definiciju tematiskas grupas, atklajot §1 koncepta daudzveidigos akadémiskos
skatfjumus un nozimes.

2. lzstradata un validéta visaptveroSa DU definicija: “parlieciba, ka organizacija vai digitala
vide konsekventi demonstré kompetenci un uzticamibu, nodroSina augstu drosibas limeni
un droSu sist€mas arhitekttru, Isteno godigu un &tisku praksi, sniedz pozitivu lietotaja
pieredzi, ieveéro parvaldibas un normativas prasibas, ka ar1 nodro§ina datu un darbibu
audit€§jamibu un izsekojamibu”. Definicija pamatojas uz 86 sistematiskaja literatiiras
parskata analizétiem zinatniskiem darbiem un 42 noteiktajam DU definicijam.

3. Sistematiski noteikti 24 DU faktori, kas apkopoti Cetras galvenajas kategorijas, veidojot
visaptveroSu ietvaru DU mériSanai un parvaldibai.

4. Noteiktas Cetras kategorijas, kas paplasina uzticibas visaptveroSo modeli (Mayer et al.,
1995), papildinot to ar jaunu, digitalajam kontekstam raksturigu kategoriju —atvertibu
(angliski - openness).

5. Noteikts teorétisks pamatojums atskiribai starp TPR un ar piegadatajiem, piegades kédes
dalibniekiem un pakalpojumu sniedz&jiem saistitajiem riskiem. ST nokir§ana pamatota ar
Cetru sistematisku literatiiras parskatu rezultatiem, argument€jot, ka minétie jédzieni nav
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sinonimi, lai gan profesionalaja un zinatniskaja literatiira tie biezi tiek lietoti ka savstarpgji
aizvietojami.

Pétijuma praktiska novitate

1.

10.

Izstradats un empiriski parbaudits DU merijuma ietvars, kas ietver devinus validétus
mérjjuma indikatorus un konsolidétu faktoru struktiiru, ko veido Ccetras uzticibas
dimensijas tadas ka sp&ja (angliski — ability), labveliba (angliski — benevolence), integritate
(angliski — integrity) un atvértiba (angliski - openness). Sis mérfjuma ietvars un taja
ieklautie indikatori lauj praktiski novertét IKT treSo pusu DU.

Apkopots visaptveroSs divpadsmit TPR saraksts, kas izstradats, pamatojoties uz
sistematisku literatiiras parskatu un strukturgjot riskus septinas kategorijas. Tas sniedz
sistematisku ieskatu risku daudzveidiba un sarezgitiba organizacijas sadarbiba ar treSajam
pusém.

Noteikti biezak izmantotie un efektivakie informacijas avoti DU novertéSana, kurus
organizacijas var izmantot IKT treSo pusu DU izvertéSanai.

Empiriski apstiprinats, ka augstaks DU Ilimenis saistits ar zemaku limeni 10 no 12
konkrétajiem TPR veidiem, savukart, piegades k&des kiberdroSibas riskiem un ar
partneriem saistitajiem faktoru riskiem nepiecieSami papildu kontroles mehanismi arpus
uzticibas veicinasanas pasakumiem.

Empiriski pieradits, ka organizacijas dinamiskas sp&jas DU novértéSana un parvaldiba
pozitivi ietekmé TPR parvaldibas brieduma Iimeni. Vienlaikus caurskatamiba DU
novertésana stiprina organizacijas sp&jas, uzsverot skaidri definétu uzticamibas kriteriju un
dokumentacijas nozimi.

Apstiprinats moderacijas efekts, kas parada, ka augsts caurskatamibas Itmenis DU
novertésana var radit iesp&ju treSajam pusém “manipulét ar signalu”, maksligi paaugstinot
uztverto uzticibas Itmeni. Tas uzsver nepiecieSamibu p&c nepartrauktas uzraudzibas un
papildu kontroles mehanismiem arpus sakotngja DU novertejuma.

Izstradats uz spéjam balstits DU ietvars pilnveidotai TPRP, kura mérkis ir palidzet
organizacijam paaugstinat DU noveértéSanas un parvaldibas briedumu. Ietvars sniedz
praktisku celvedi, ka organizacijas sp&ju attistibu sasaistit ar efektivaku TPRP.
Pamatojoties uz ekspertu viedokliem, izstradata pakapeniska pieradijumu hierarhija, kas
kalpo ka praktisks instruments novertétajiem, nodrosinot visaptvero$u un uzticamu IKT
treSo pusu DU izvértéSanu un mazinot dubl&josas vai subjektivas paszinojuma informacijas
risku.

Pieradits, ka caurskatamiba DU novértéSana stiprina organizacijas DU novertéSanas un
parvaldibas sp€jas, veicinot standartizaciju un laujot piegadatajiem savlaicigi sagatavot
atbilstoSu dokumentaciju. Vienlaikus noteikts praktisks risks - parmériga caurskatamiba
var vajinat uzticibas un riska saikni, veicinot formalu prasibu izpildi un “ieprieks
sagatavotas atbildes”. Tadel caurskatamiba japapildina ar saturisku izvert€jumu un
neatkarigu parbaudi, lai mazinatu signalizéSanas riskus.

Sniegts praktisks ieskats finanSu iestadém, gatavojoties turpmakajam regulativajam
prasibam, tostarp DORA, pamatojoties uz ekspertu redz&jumu par sagaidamajam attistibas
tendencém nakamajos 3—5 gados.

Pétijuma metodologiska novitate

1.

Pétfjuma izstradata un empiriski validéta metodologija IKT treSo pusu pakalpojumu
sniedz&ju digitalas uzticamibas novértéSanai un meérisanai. Metodologija balstas uz
struktur€tu uzticibas faktoru un izméramu indikatoru kopumu, kas lauj integrét digitalo
uzticibu TPRP prakse.

Nozimigako rezultatu aprobacija

1.

P&tijuma rezultati prezenteti trispadsmit starptautiskas zinatniskajas konferences:
ASBBMC 2024 - 17th Annual Scientific Baltic Business Management Conference, 2024.
gada 28.-30. maijs, Riga, Latvija.

Digital Trust in the Financial Sector: A Systematic Literature Review.
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ICABE 2024 — 20th International Conference on Applied Business & Economics, 2024.
gada 12.—14. septembris, S¢ecina, Polija.
Trust and Risk Management in Digital Settings: A Systematic Literature Review

3. SCEE 2024 — 65th Riga Technical University International Scientific Conference
“Scientific Conference on Economics and Entrepreneurship”, 2024. gada 11. oktobris,
Riga, Latvija.

Examining the Role of Trust in Digital Risk Management Practices

4. FEMIB 2025 — 7th International Conference on Finance, Economics, Management and IT
Business, 2025. gada 5.—6. aprilis, Porto, Portugale.

Trust and Risk Management Interplay: A Review in the Digital Context

5. ASBBMC 2025 - 18th Annual Scientific Baltic Business Management Conference 2025,
2025. gada 28.-29. maijs, Riga, Latvija.

Digital Trust: Assessment Approaches and Communication Strategies

6. ESREL SRA-E 2025 - European Safety and Reliability & Society for Risk Analysis
Europe Conference, 2025. gada 15.—19. junijs, Stavanger, Norvégija.

Third-Party Risk in Research: A Literature Review

7. ITSM 2025 - 65th International Scientific Conference on Information Technology and
Management Science of Riga Technical University, 2025. gada 9.—10. oktobris, Riga,
Latvija.

Communicating and Assessing Digital Trust: Insights from Financial Institutions

8. SCEE'2025 — RTU 66th International Scientific Conference on Economics and
Entrepreneurship, 2025. gada 16. oktobris, Riga, Latvija.

When Digital Trust Reduces Risk: ICT Third-Party Management in the Financial Sector

9. ComManTel 2025 - 4th IEEE International Conference on Computing, Management and
Telecommunications, 2025. gada 14.—17. decembris, Madride, Spanija.

Openness as a Catalyst for Organisational Capabilities in Digital Trust Assessment:
Insights from the Financial Sector

10. 84" International Scientific Conference of the University of Latvia 2026, 15 April, 2026,
Riga, Latvia
Digital Trust Assessment Capabilities as a Driver of Third-Party Risk Management
Maturity

11. 16th International Scientific Conference “BUSINESS AND MANAGEMENT 2026 of
Vilnius Gediminas Technical University
14 — 15 May, 2026, Vilnius, Lithuania
From Compliance to Capability: The Evolving Role of Third-Party Risk Management in
Strengthening Organisational Resilience

12. ASBBMC 2026 - 19th Annual Scientific Baltic Business Management Conference
27 — 28 May 2026, Riga, Latvia
Beyond Cybersecurity: The Category-specific Value of Digital Trust in Third-party Risk
Management

13. 34" Annual Conference of the Society for Risk Analysis — Europe
26 — 29 May 2026, Alicante, Spain
a. Digital Trust and Third-Party Risk in the Financial Industry: The Moderating Roles of
Transparency and Organisational Capabilities
b. The Future Development of ICT Third-party Risk Management in the European
Financial Industry

Publikacijas
P&tijuma galvenie rezultati publicéti $ados zinatniskajos izdevumos:
1. Saveljeva,J. and Volkova, T. (2025), “A survey on digital trust: towards a validated

definition”, Digital, 5(2), 14. DOI: 10.3390/digital5020014.
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Saveljeva, J. (2025), “Trust and risk management interplay: a review in the digital
context”, in Proceedings of the 7th International Conference on Finance, Economics,
Management and IT Business (FEMIB 2025), Porto, Portugal, 5-6 April. Porto:
SciTePress, pp. 189—196. DOI: 10.5220/0013344200003956.

Saveljeva, J. (2025), “Third-party risk in research: A literature review”, in Proceedings of
the 35th European Safety and Reliability Conference (ESREL2025) and the 33rd Society
for Risk Analysis Europe Conference (SRA-E 2025), Stavanger, Norway, June 15-19,
2025. Research Publishing, Singapore, pp. 267 — 274. DOI: 10.3850/978-981-94-3281-

3 esrel-sra-e2025-p8074-cd

Saveljeva, J. (2025), “Digital trust in the financial sector: A systematic literature review”,
in Proceedings of the 17th Annual Scientific Baltic Business Management Conference
(ASBBMC 2024), 28-30 May 2024, Riga, Latvia.

Saveljeva, J., Volkova T. (2025), “Communicating and assessing digital trust: Insights
from financial institutions”, in Proceedings of the 65th International Scientific
Conference on Information Technology and Management Science of Riga Technical
University (ITSM 2025), 9-10 October 2025, Riga, Latvia, pp 1- 6, DOI:
10.1109/1TMS67030.2025.11236559

Saveljeva, J., & Volkova, T. (2025), “Openness as a catalyst for organisational
capabilities in digital trust assessment: Insights from the financial sector” in Proceedings
of the 4th International Conference on Computing, Management and Telecommunications
(ComManTel 2025), Madrid, Spain, 14—17 December, pp. 88-92, DOLI:
10.1109/ComManTel68363.2025.11368434

Saveljeva, J., & Volkova, T. (2026), “Category-specific effects of digital trust on third-
party risks in the banking industry”, The Journal of Risk Finance, Vol. 27 No. 2 pp. 329—
345, DOI: https://doi.org/10.1108/JRF-08-2025-0383

Saveljeva, J., & Volkova, T. (in press), “From Compliance to Capability: The Evolving
Role of Third-Party Risk Management in Strengthening Organisational Resilience” in
Proceedings of the 16th International Scientific Conference “BUSINESS AND
MANAGEMENT 2026 of Vilnius Gediminas Technical University, 14-15 May 2026,
Vilnius, Lithuania.

Citas publikacijas:

1.

Peiseniece, L., Uvarova, 1., Volkova, T., Saveljeva, J., Novicka, J., Polis, G.,
Kristapsone, S. and Vembris, A. (2025), “Integrating cybersecurity into sustainability
management: current practices and future directions”, in Proceedings of the 12th IEEE
Conference on Technologies for Sustainability (SusTech 2025), Santa Ana, California,
USA, 20-23 April. Piscataway, NJ: IEEE, pp. 1-2, DOI:
10.1109/SusTech63138.2025.11025583

Saveljeva, J., Uvarova, 1., Peiseniece, L., Volkova, T., Novicka, J., Polis, G., Kristapsone,
S. and Vembris, A. (2025), “Cybersecurity for sustainability: a path for strategic
resilience”, in Proceedings of the 2025 IEEE International Conference on Cyber Security
and Resilience (CSR 2025), Chania, Crete, Greece, 4-6 August. Piscataway, NJ: IEEE,
pp. 1-8, DOI: 10.1109/CSR64739.2025.11129980.

Saveljeva, J., Peiseniece, L., Volkova, T., Uvarova, 1., Novicka, J., Polis, G., Kristapsone,
S., & Vembris, A. (2026), “Integrating cybersecurity into sustainability: Emerging trends
and the role of artificial intelligence”, in Proceedings of the 5th International Conference
on Novel & Intelligent Digital Systems (NIDS 2025), 24-26 September 2025, Athens,
Greece. Lecture Notes in Networks and Systems, vol 1706. Springer, Cham., pp. 313-
324, DOI: 10.1007/978-3-032-10827-2_25
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Promocijas darba struktiira un apjoms

Promocijas darbs sastav no ievada, trim nodalam (kurds ietvertas vienpadsmit
apaksnodalas), secinajumiem, rekomendacijam un septiniem pielikumiem. Darba kopgjais
apjoms ir 309 lappuses; taja ieklauti 40 atteli un 40 tabulas. Bibliografija izmantoti 261
informacijas avoti.
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1. nodalas kopsavilkums: digitalas uzticibas un tresas puses risku

savstarp€ja saistiba

Uzticiba jau vairakas desmitgades tiek atzita par butisku efektivas risku parvaldibas
elementu (Slovic 1993). Mayer et al. (1995) sava uzticibas modelt ieklava risku ka neatnemamu
sastavdalu, noradot, ka uzticibas un uztverta riska [imenis situacija ietekme gatavibu uznemties
risku attiecibas. Pétijums paradija, ka augstaks uzticibas limenis palielina iesp&amibu, ka
uzticétajs iesaistisies attiecibas, kuras vin$§ uzskata par riskantam. Proti, ja uzticibas limenis
parsniedz uztverta riska Itmeni, uztictajs ir gatavs uznemties risku attiecibas.

Jauzsver, ka Mayer et al. (1995) akcentgja uzticibas daudzdimensionalo raksturu,
iedalot to tris dimensijas: sp&ja (angliski - ability), labveliba (angliski - benevolence) un
integritate (angliski - integrity).

Zinatniskaja literatura visbiezak tiek apliikotas tris uzticibas formas: sociala uzticiba,
DU un uzticiba tehnologijam (Rychkova and Ghriba 2023). Sociala uzticiba nozZimé vienas
puses gatavibu bit ievainojamai otras puses ricibas dé]l (Mayer et al. 1995). Uzticiba
tehnologijam pamatojas parlieciba, ka konkrétajai tehnologijai piemit Ipasibas, kas
nepiecieSamas sagaidamo rezultatu sasniegSanai situacijas, kur iesp&jamas negativas sekas
(Rychkova and Ghriba 2023). DU, kas veidojas digitalajas mijiedarbibas un vidgs, atspogulo
parliecibu par digitali mediéta konteksta darbojoSos dalibnieku, procesu un tehnologiju
uzticamibu. Sis uzticibas formas ir ciesi saistitas ar organizaciju lémumu pienemsanu un
tehnologiju ieviesanu (Rychkova and Ghriba 2023).

P&ttjumi liecina, ka, izstradajot tehnologiskos risinajumus, janem veéra uzticiba visas tris
dimensijas. Jau 2017. gada Deloitte globalas aptaujas rezultati paradija, ka vairak neka 50 %
respondentiem biitiski palielinajas atkariba no treSajam pusém, savukart, tikai 20 % So faktoru
néma veéra, pilnveidojot savus risku parvaldibas mehanismus (Deloitte 2017). Jaunakie p&tijumi
norada, ka butisks izaicinajums noturibas nodro§inasana ir ar treSajam pusém saistito ietvaru
un datu punktu nepietickama integracija (Deloitte 2023). Tas apstiprina informacijas asimetrijas
teorijas piem&rojamibu TPR parvaldibas vidé un aktualizé nepiecieSamibu mekl€t risinajumus
§1s asimetrijas mazinasanai. NobrieduSas TPR parvaldibas prakses pakapeniski pariet no uz
anketam veidtas parvaldibas uz sadarbiba un uzticiba pamatotu pieeju (Deloitte 2023).

Uzticiba darbojas ka mehanisms, kas samazina sarezgitibu [lémumu pienemsana (Lewis
and Weigert 1985; Mclain and Hackman 1999), un ir saistita ar precizaku riska uztveri (Mclain
and Hackman 1999). Vienlaikus uzticiba ir kontekstuala (Marsh 1994; Mayer et al. 1995) un
atSkiras digitalaja un nedigitalaja vidé (Alpacan et al. 2011). Tade]l organizaciju konteksta
nepiecieSami atbilstosi DU novertéSanas instrumenti.

Sis nodalas teorétiskais pamats veidots, nemot véra se§usm sistematiskos literatiiras
parskatus (SLR), kas veikti saskana ar PRISMA 2020 metodologiju (Page et al. 2021).
Literatiiras mekléSana veikta Scopus (Elsevier,2025) un Web of Science (Clarivate, 2024)
datubazes, ieklaujot gan zinatniskos zurnalu rakstus, gan konferences publikacijas, nemot véra
konferences darbu nozimi jaunu digitalo teému attistiba (Bates and Maack 2009).

1.1. Digitalas uzticibas biitiba un tas raksturlielumi

Neraugoties uz pieaugoso akadémisko interesi, joprojam nepastav vienota DU definicija
un tas raksturlielumu kopums (Pietrzak and Takala 2021; Tunkevichus and Rebiazina 2021;
Chen et al. 2023). Tadgel, lai iegiitu visaptveroSu prieksstatu par DU konceptu, tika veikts
sistematisks literattiras parskats. Literatiras mekléSana, izmantojot atslégvardu “digital trust”,
tika veikta 2024. gada 15. septembri. MekléSana tika ierobezota ar Sadiem krit€rijiem: 1)
publikaciju nosaukumi, kopsavilkumi un atslégvardi; 2) zinatniskie raksti un konferences
publikacijas; 3) publikacijas anglu valoda.
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Kopuma Scopus (Elsevier, 2025) datubazg tika noteikti 156 ieraksti, savukart Web of
Science (Clarivate, 2024) 84 ieraksti. P&c dublikatu izslégSanas atlasei palika 170 publikacijas.
P&c kopsavilkumu izveértéSanas un pilntekstu analizes teorétiskajai DU koncepta analizei tika
ieklauti 86 petijumi - 27 konferences publikacijas un 59 zinatniskie raksti.

Esosas DU definicijas

Vairaku publikaciju autori norada, ka nepastav vienota DU definicija (Pietrzak and
Takala 2021; Tunkevichus and Rebiazina 2021; Chen et al. 2023). P&tijuma rezultati apstiprina
So atzinu - analizjot 86 zinatniskos darbus, tika noteiktas 42 atskirigas DU definicijas.

Veikta satura analize lava klasificét Sis definicijas seSas tematiskajas grupas, kas
apkopotas 1.1. tabula.

1.1. tabula
DU definiciju sadalijums pa tematiskajam grupam

Groupas nr. Galvena grupas tema

1. grupa (n=12) Parlieciba par cilvékiem, procesiem un tehnologijam drosas digitalas
vides veido§ana

2. grupa (n=8) Uzticiba datu aizsardzibai, privatumam, drosibai un &tiskai informacijas
apstradei

3. grupa (n=8) Uzticiba tehnologiju tehniskajai kapacitatei un uzticamibai

4. grupa (n=7) Uzticiba ka psihologisks stavoklis, kas ietver kognitivos, emocionalos
un pieredzes faktorus

5. grupa (n=4) Uzticiba ka veicinoSs faktors digitalajas attiecibas, mijiedarbiba un
biznesa tiklos

6. grupa (n=3) Uzticiba, kas pamatojas uz &tisku ricibu un kultiiras principiem

Avots: autores veidots

DU galvenie raksturlielumi

Kopigas izpratnes veidosanos par DU konceptu un ta raksturlielumiem apliecina tas, ka
jau iepriek§ veikti m&ginajumi tos noteikt , izmantojot sistematiskas literatliras parskata
metodologiju. Rychkova un Ghriba (2023), analiz€jot blokk&des literatiiru, noteica 21
tehnologiski neitralu uzticamibas prasibu, uzsverot digitalas, tehnologiskas un socialas
uzticibas nozimi organizaciju lémumu pienemsana. Pamatojoties uz Mayer et al. (1995)
izceltajiem uzticamibas faktoriem, $1s prasibas tika iedalitas tris kategorijas: sp€ja, labvéliba un
integritate.

No 86 analizétajiem darbiem 36 publikacijas tika aprakstiti DU raksturlielumi, tacu
neviens no tiem nebija ieklauts Rychkova un Ghriba (2023) veiktaja sistematiskaja parskata.
Pamatojoties uz Stm publikacijam, tika noteikti 24 DU faktori, kas ir strukturéti Cetras
kategorijas un astonas apakskategorijas.

Nemot véra, ka pétijuma mérkis ir noteikt visparigi piemérojamus DU faktorus, kas
nakotn€ lautu izstradat DU meériSanas instrumentus, visi noteiktie faktori tika iedaliti tris
Iimenos:

1. Kategorija - pamatojas uz Mayer et al. (1995) sakotngji izceltajiem uzticamibas
faktoriem;

2. Apakskategorija - atspogulo attiecigas kategorijas pamatelementus DU konteksta;

3. Konsolidetie DU faktori - nemot véra, ka dazadi pétnieki ar atSkirigiem jédzieniem
biezi aprakstijusi vienu un to pasu DU aspektu.

Analize liecina, ka lielako dalu noteikto faktoru var klasificet tris galvenajas kategorijas:
1. sisttmas vai organizacijas kompetence/sp&ja (Spéja), 2. organizacijas vai pakalpojumu
sniedzgja pozitivs nodoms attieciba pret lietotajiem (Labveliba), un 3. organizacijas atbilstiba
pienemamiem standartiem un principiem (Integritate). Tomér atseviska DU faktoru grupa
pilniba neieklaujas Sajos tris pilaros.
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Musdienu digitalaja videé pastav daudzi mehanismi, kas lauj parbaudit uzticamibu,
izmantojot argjus informacijas avotus vai apliecindjumus. Lidz ar to uzticamiba klast
demonstréjama un publiski parbaudama. So aspektu iesp&jams raksturot ka “atvértibu”
(angliski — Openness), un tas pétijuma piedavats ka ceturta DU faktoru kategorija.

DU ir sarezgits un daudzdimensionals koncepts (Ferraro et al. 2023), tad€l nav vienkarsi
noteikt, kuri faktori tas veidoSana ir nozimigaki par citiem. Veikta analize liecina, ka tris
nozimigakas digitalas uzticibas faktoru apakSkategorijas ir “droSiba un kontrole” (n=25),
“atvertiba” (n=23) un “kompetence un sniegums” (n=19). Pargjas apakskategorijas ir relativi
mazak parstavétas, tostarp “attiecibu uzticamiba” un “droSa sist€mas arhitektiira”. Visas
noteiktas digitalas uzticibas kategorijas un apakskategorijas att€lotas 1.1. attela.

Digitala
uzticiba

Kompetence Attiecibu Pamatétiskie
e

Parvaldiba un
== atbilstiba
(n=13)

Drosiba un
= kontrole
(n=25)

Lietotaja
e pieredze un
atbalsts (n=12)

Dros$a sistémas
= arhitektura
(n=8)

1.1. attéls. DU faktoru kategorijas un apakskategorijas

Avots: autores veidots

Pamatojoties uz ieprieks analiz€tajam DU definicijam un galvenajiem faktoriem, kas
veido So konceptu, autore piedava sadu digitalas DU: digitald uzticiba ir parlieciba, ka
organizacija vai digitala vide konsekventi demonstré kompetenci un uzticamibu, nodrosina
augstu drosibas limeni un drosu sistemas arhitektiiru, isteno godigu un étisku praksi, sniedz
pozitivu lietotdja pieredzi, ievero parvaldibas un normativas prasibas, ka ari nodrosina datu
un darbibu auditéjamibu un izsekojamibu.

Nemot vera, ka paslaik pastav 42 atskirigas DU definicijas un nav izveidojusies viena
domingjosa pieeja, piedavatas definicijas pamatotibas demonstréSanai tiks izmantota koncepta
validacijas metode.

DU definicijas validacija

Skaidras un precizas konceptualas definicijas ir biitiskas zinatnes attistibai un turpmakai
teoretiskajai pilnveidei (Podsakoff et al. 2016). V&l jo svarigak ir izstradat formalu definiciju
ar precizu terminologiju, lai noverstu interpretacijas neskaidribas un atkartotu argumentaciju
(Sell 2018). Tadel piedavatas definicijas pamatotibas parbaudei tika izmantota satura
validacijas metodologija (Colquitt et al. 2019; Hinkin and Tracey 1999).

Tracey (1999) pieeju. Anketa sakotngji tika pilotéta piecu respondentu grupa, lai iegiitu
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atgriezenisko saiti un novertétu tas atbilstibu. P& tam ta tika izplatita doktorantu un
profesionalu vidy, iegtstot 99 derigas atbildes. Lai noteiktu, cik liela méra definicija atbilst to
veidojosajiem galvenajiem faktoriem, tika izmantota 5 punktu Likerta skala.

Validacija izmantoto faktoru operacionalizétie apraksti pamatojas uz Rychkova un
Ghriba (2023) piedavatajiem faktoru raksturojumiem un apkopoti 1.2. tabula. Pirmo tris
kategoriju (F1-F7) operacionalizacijai autore apkopoja attiecigajas apakskategorijas ietverto
faktoru aprakstus, ka tos defin&jusi Rychkova un Ghriba (2023). Savukart, ceturtas kategorijas
faktori (F8, F9) tika veidoti tiesi, pamatojoties uz min€to autoru sniegtajiem aprakstiem.

1.2. tabula
Meéramo indikatoru apraksts

Kods | Kategorija Faktors
1. kategorija: Sp&ja
F1 1.1. Kompetence un Organizacija demonstré kompetenci un uzticami nodro$ina
sniegums pakalpojumu vai produktu sniegSanu.
) 1.2. Dro&iba un kontrole Organiza'}cija n‘o_dr'oéina drosu piekluvi, aizsarga datus un
uztur to integritati.
. Organizacija izmanto drosu siste€mas arhitekttiru un
1.3. Drosa sistemas . v - . .
F3 L procesus, lai nodrosinatu efektivitati, kontroli un
arhitekttra . .
Integraciju.
2. kategorija: Labvéliba
. ‘ — 15 tais -
F4 2.1. Attiecibu uzticamiba Orgamzacu a d§m9ns re falsnigumd, godlgumu un
uzticamibu, veidojot stabilu reputaciju.
F5 2.2. Lietotaja pieredze un | Organizacija nodroSina pozitivu lietotaja pieredzi un
atbalsts operativu atbalstu.
3. kategorija: Integritate
F6 3.1. Etikas pamatprincipi Org_anizﬁgija de_rp_onstré in?egritﬁti, aizsarga datu privatumu
un isteno ilgtsp&jigu praksi.
F7 3.2. Parvaldiba un Organizacija nodroSina parvaldibu un atbilstibu
atbilstiba normativajam prasibam un standartiem.
4. kategorija: Atvertiba
F8 4.1. Auditgjamiba Organizﬁcija nodroSina atbilstibu, izmantojot sertifikaciju,
auditus un uzraudzibu.
F9 4.2. Tzsekojamiba Organiz@cija nodroéina izsekojamibu, sniedzot informaciju
par datu izcelsmi.

Source: autores veidots, pamatojoties uz (Rychkova and Ghriba 2023)

Respondentu vert§jumam tika piedavatas Cetras definicijas: pirma autores izstradata
definicija validacijas noluka; otra analizetaja izlasé visbiezak izmantota definicija, lai
parbauditu, vai piedavata definicija precizak atspogulo koncepta biitibu; tresa un ceturta ar DU
radniecigiem j&dzieniem “kiberuzticiba” (angliski - cyber-trust) un “tieSsaistes uzticiba”
(angliski - online trust) saistitas definicijas.

1. definicija: “Digitala uzticiba ir parlieciba, ka organizacija vai digitala vide
konsekventi demonstré kompetenci un uzticamibu, nodroSina augstu drosibas [imeni un droSu
sisteémas arhitektiiru, 1steno godigu un &tisku praksi, sniedz pozitivu lietotaja pieredzi, ievéro
parvaldibas un normativas prasibas, ka arl nodroSina datu un darbibu audit§jamibu un
izsekojamibu” (autores piedavata).
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2. definicija: “Digitala uzticiba ir ieintereséto puSu parlieciba par dalibnieku,
tehnologiju un procesu kompetenci uzticamu un drosu biznesa tiklu izveide”, (M. F. Mubarak
and Petraite 2020, p. 3) visbiezak izmantota definicija analiz&taja izlasg.

3. definicija: “Lietotaja parlieciba par programmatiiras un aparatiiras sist€tmu (digitalo
tehnologiju) uzvedibas prognozgjamibu un uzticamibu, kas izpauzas gataviba delegét dazadus
uzdevumus $Tm sisttmam” (Vidiasova et al. 2020, citéts Tunkevichus and Rebiazina 2021, p.
433). S1 ir radnieciga koncepta “kiberuzticiba” (angliski — cyber-trust) definicija.

4. definicija: “Patérétaju uztvere par timekla vietnes lietderibu, droSibu, privatumu,
reputaciju un kvalitati, ka arT par e-tirgotaju gatavibu pielagot pakalpojumus individualam
vajadzibam” (Wu et al. 2010, citéts Tunkevichus and Rebiazina 2021, p. 433).
S ir radnieciga koncepta “tie$saistes uzticiba” (angliski — online trust) definicija.

Nemot véra, ka Colquitt et al. (2019) norada, ka minimalais izlases apjoms 100
respondentu nodrosina pietickamu rezultatu precizitati, var secinat, ka izmantota izlase ir
pietiekama 81 petijuma mérku sasniegSanai.

Petijuma statistiska analize veikta, izmantojot Jamovi v. 2.6.26 (jamovi 2024)
programmatiiru. Autores piedavata definicija - 1. definicija (D1) - tika analizéta, izmantojot
definicionalas atbilstibas indeksu htc (angliski — Hinkin Tracey correspondence), kas aprékinats
péc sadas formulas:

htc = vid&jais definicionalas atbilstibas vertejums/a

Saskana ar Hinkin un Tracey (1999), minimala htc vertiba 4,2 apstiprina pietickamu
satura atbilstibu. Savukart, Colquitt et al. (2019) norada, ka htc vértiba no 0,87 lidz 0,90
apliecina augstu satura atbilstibu, bet vértiba no 0,84 lidz 0,86 liecina par vid&ju, tomér
pietiekamu atbilstibu. Kopuma Jamovi veikta statistiska analize apstipringja vidéju Iidz augstu
satura atbilstibu (kopgjais htc = 0,86).

P&c tam lidzigas (D2) un alternativas (D3, D4) definicijas tika analiz&tas, izmantojot
htd jeb Hinkin Tracey atSkirtsp&jas indeksu (angliski — Hinkin Tracey distinctiveness), kas
aprekinats péc $adas formulas:

htd = vidgja vertiba (paredzetas atbilstibas vert€jums - orbitgjosas atbilstibas
vertgjums) / (a — 1), kur a ir vérteésanas skalas punktu skaits.

Saskana ar Colquitt et al. (2019), htd veértiba no 0,18 Iidz 0,26 norada uz vidgju
atSkirtsp&ju, bet no 0,27 [idz 0,34 uz augstu atSkirtsp&ju. Aprékinu rezultati rada, ka 2. definicija
(D2), analizetaja izlas€ vispopularaka DU definicijam uzrada vid&ju atskirtsp&ju attieciba pret
jaunpiedavato definiciju (htd = 0,23). L1dz ar to var secinat, ka autores piedavata definicija (D1)
precizak atspogulo DU konceptualo bitibu neka esosa definicija.

Savukart 3. definicija (D3), kiberuzticibas (angliski — cyber-trust) definicija, uzrada
augstu atSkirtsp&ju (htd = 0,27), bet 4. definicija (D4), tieSsaistes uzticibas (angliski — online
trust) definicija, demonstré videju atskirtsp&ju (htd = 0,24) salidzinajuma ar piedavato D1.
Pamatojoties uz Siem rezultatiem, var secinat, ka piedavata D1 atspogulo tiesi DU konceptu,
nevis ar to radniecigos jédzienus.

DU meériSana

Literattiras analize liecina, ka vienota pieeja DU mériSanai nepastav, un tika noteiktas
Cetras galvenas mériSanas metodes. Visbiezak izmantota pieeja (n = 11) pamatojas uz
daudzdimensionalam Likerta skalas aptaujam (ar vértejuma diapazonu 1-4 (Svenson et al.
2024), 1-5 (Balci 2021) vai 1-7 (Mubarak et al. 2024)). Otra metode izmanto sekundaros datus,
piem&ram, reputacijas vert€jumus, sertifikacijas apliecinajumus, atbilstibas raditajus, drosibas
incidentu datus un treSo pusu novértéjumus (Das et al. 2023; Kluiters et al. 2023). Tresa pieeja
paredz tieSu uzticibas uztveres mérisanu, izmantojot vienu Likerta skalas jautajumu par to, cik
liela méra pakalpojums vai pakalpojumu sniedzgjs ir uzticams (Chen et al. 2022). Savukart,
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tehniski orient€tos petijjumos DU tiek mérita, izmantojot Industrialas revoliicijas 4.0 (angliski
— Industry 4.0) konceptus vai uzticibas arhitektiras dizaina pieejas (Akram and Ko 2014;
Mubarak and Petraite 2020; Rane and Huang 2022).

Tomér neviena no analiz€tajiem pétijumiem netiek apliikotas organizacijas sp&jas DU
novertéSanai. Nemot véra uzticibas dinamisko raksturu (Oudina et al. 2024) un tas saistibu ar
riska uztveri (Mclain and Hackman 1999), dinamisko sp&ju koncepts (angliski — dynamic
capabilities) (Teece et al. 1997) piedava atbilstoSu teoretisko ietvaru. Pamatojoties uz Teece
pieeju, dinamiskas sp&jas var iedalit tr1s funkcijas - uztverSana (angliski - sensing), izmanto$ana
(angliski - seizing) un parveidoSana (angliski - reconfiguring) (Jantunen et al. 2012), kas var
veicinat organizacijas kapacitates attistibu efektivai DU novertésanai.

Ieprieksejie pétijumi par DU ka biitisku pakalpojumu sniedzgja atribiitu

Analizétie petijumi liecina, ka DU organizaciju iek$¢ja konteksta pétita ierobezoti.
Corsaro un D’Amico (2022) noteica DU ka bitisku dimensiju, kas ietekmé& B2B attiecibu
parmainas, kuras paatrinajusi digitala transformacija. Empiriskie pieradijumi rada, ka DU
pozitivi ietekm@ atvertas inovacijas sniegumu, un $o ietekmi medi€ tehnologiskas absorbcijas
sp&jas (Mubarak and Petraite 2020). Tapat DU veicina ilgtsp&jigu uz blokkédi balstitu piegades
k&zu attistibu, stiprinot caurskatamibu, kiberdrosibu, atbildibu un atbilstibu regulativajam
prasibam (Sharma et al. 2024).

B2B konteksta DU palielina uztverto lietderibu, apmierinatibu un klientu lojalitati
(Balci 2021; Loh et al. 2024). Ta korel€ ar1 ar korporativo digitalo atbildibu (Jelovac et al. 2022)
un no parvaldibas perspektivas veicina uznp€muma vértibas pieaugumu (Kluiters et al. 2023).
DU komunikacija

DU iespgjams komunicét, izmantojot tehnologiskus, reputacijas un signalizé$anas
mehanismus. Blokkéde biezi tiek mingéta ka instruments caurskatamibas, nemainiguma un
parbaudamibas stiprinaSanai dazadas nozar€s (Piccininni et al. 2020; Kayhan 2022; Kobzan et
al. 2018). Tomer tehnologiskie risinajumi pasi par sevi nav pietickami DU nodrosinasanai, un
parmeriga palausanas uz atseviskiem tehnologiskiem risinajumiem, neveidojot uzticibu
institlicijam un procesiem, var radit pret&ju efektu - neuzticéSanos. Tadel DU ir ciesi saistita ar1
ar institucionalo uzticibu, parvaldibas kvalitati un cilvéciskajiem faktoriem (Ferraro et al. 2023;
Katete 2021).

Papildu uzticibas signali ir reputacija, sertifikacijas (pieme&ram, [SO 27001), iepriekseja
sadarbibas pieredze un valsts institliciju apliecinajumi (Das et al. 2023; Deprez et al. 2016). DU
var stiprinat ar1 partneru vai klientu vert€jumi un atsauksmes, kvalitativa publiska komunikacija,
ka ar1 informacijas atklaSana par kiberdroSibas investicijam (Oukarfi and Sattar 2020;
Mohlmann 2021; Kluiters et al. 2023). Klientu izglitoSana par produktu arhitektiiru un
tehnologijam, ka arT kopienu veidoSana ap organizaciju, papildus veicina DU komunikaciju
(Levine 2019; Zolfaghari et al. 2023; Pivavarava and Koop 2024).

Informacijas asimetrijas teorija (Spence 1973) skaidro, ka nevienlidziga piekluve
informacijai ietekmé uzticibu, un ta petita gan tradicionalaja, gan digitalaja videé (Oukarfi and
Sattar 2020; Sattar et al. 2022; Ceri¢ 2021; Baumgaertner and Soluk 2023). Savukart,
signaliz€Sanas teorija (Spence 1973) péta, ka viena puse stratégiski komunice informaciju, lai
mazinatu nenoteiktibu. Lai gan iepriekS$€jie petijumi aplikojusi uzticibas komunikaciju,
izmantojot vertgjumus vai blokke&des risinajumus, DU novértesanas kritériju caurskatamiba un
vairaku neatkarigu signalu savstarpgja papildinamiba organizaciju sadarbiba ar treSajam pusém
joprojam ir nepietiekami izpéetita.

1.2. Uzticibas pamati risku parvaldiba

Uzticibas un riska savstarpgja saistiba jau ilgstosi ir p&tniecibas objekts, uzsverot $o
jédzienu cieSo savstarpgjo saikni (Jesang and Presti 2004). To apstiprina ari mekl€Sanas
rezultati Scopus (Elsevier,2025) datubaze, izmantojot atslégvardus “risk management” AND
“trust”, ierobezojot mekl&jumu ar publikaciju nosaukumiem, kopsavilkumiem un
atslegvardiem, ka ar1 ieklaujot zinatniskos rakstus un konferences publikacijas (mekléSana

71



veikta 2025. gada februari). Rezultata tika noteikti 2190 darbi, kas atbilda Siem krit€rijiem.
Analizgtie dati liecina, ka interese par $o tematu saka veidoties 20. gadsimta 90. gadu sakuma,
kam sekoja izteikts pieaugums 2004. gada un strauj$ intereSu kapums kops 2020. gada.

Pedgjos gados Eiropas Savieniba (ES) arvien lielaku uzmanibu pieveérS regulativiem
pasakumiem, lai stiprinatu risku parvaldibu digitalaja vide (European Commission 2022b;
2022a). Tomér risku parvaldibas sisteémas efektivitate Eiropas konteksta joprojam ir aktuals
jautajums (Ghazieh and Chebana 2021), jo tradicionalas risku mazinasanas pieejas arvien
biezak saskaras ar pieaugoSiem kiberdrosibas apdraud@umiem (Aslan et al. 2023), kas
aktualize nepiecieSamibu péc efektiva risku parvaldibas ietvara (Luther et al. 2023). Jau agrakie
pétijumi uzsverusi uzticibas nozimi efektiva risku parvaldiba (Slovic 1993; Rousseau et al.
1998), noradot, ka uzticiba var kalpot ka “sarezgitibas mazinasanas” mehanisms 1€mumu
pienemsSana un papildinat racionalas riska novertéSanas pieejas (Lewis and Weigert 1985;
Mclain and Hackman 1999).

Lai izpétitu, ka uzticiba veicina risku parvaldibu digitalaja vide, tika veikts sistematisks
literattiras parskats, izmantojot atslégvardus trust AND “risk management” AND (“digital” OR
“online” OR “cyber”). Mekl&sana Scopus datubazé (Elsevier, 2025) tika veikta 2024. gada 30.
jinija (n = 272), bet Web of Science (Clarivate, 2024) 2024. gada 7. julija (n = 55). Kopuma
tika noteikta 281 unikala publikacija, no kuram 45 (22 konferences publikacijas un 23
zinatniskie raksti) atbilda ieklauSanas kriterijiem, fokus&joties uz uzticibas un risku parvaldibas
korelaciju digitalaja konteksta.

Atslégvardu un IidzparadiSanas analize, izmantojot VOSviewer programmatiru
(VOSviewer, 2025), paradija, ka esoSie pétijumi galvenokart koncentréjas uz uztverto risku,
uzvedibas nodomu modeliem, kiberdro§ibu un e-komercijas kontekstu. Tomér uzticibas
daudzdimensionala loma organizaciju Itmena B2B digitalaja risku parvaldiba joprojam ir
nepietiekami izp&tita. ST pétniecibas plaisa pamato nepiecie$amibu padzilinati analizét DU ka
TPR noteicoso faktoru §1 pétijuma ietvaros.

Galvenas teorétiskas perspektivas par uzticibu un risku

Atlasito publikaciju analize paradija, ka nepastav viena domingjosa teorija vai modelis,
kas digitalaja konteksta sistematiski skaidrotu uzticibas un riska savstarp&jo saistibu. P&tnieki
izmantojusi dazadas teorijas un to kombinacijas, lai izstradatu konceptualos modelus un
analiz&tu So attiecibu dinamiku.

Visbiezak piemérota teorija bija Tehnologiju pienemsSanas modelis (angliski —
Technology Acceptance Model, TAM) (Davis 1989) (n = 7), kam sekoja Planotas ricibas teorija
(angliski — Theory of Planned Behaviour, TPB) (Ajzen 1991) (n = 5). Tehnologiju pienemsanas
un izmantoSanas vienota teorija (angliski — Unified Theory of Acceptance and Use of
Technology, UTAUT) (Venkatesh et al. 2003) (n = 3) un tas paplaSinata versija UTAUT2
(Venkatesh et al. 2012) (n = 2) tika izmantotas, lai skaidrotu uzvedibas nodomu attieciba uz
tehnologiju ievieSanu. Savukart, Pamatotas ricibas teorija (angliski — Theory of Reasoned
Action, TRA) (Hansen et al. 2018) (n = 4) tika izmantota Cetros petijumos, parasti kombinacija
ar TAM un TPB.

Papildus tika piem@rots arT organizatoriskas uzticibas integrativais modelis (angliski —
Integrative Model of Organisational Trust) (Mayer et al. 1995) (n = 4), kur uzticiba
konceptualizéta ka daudzdimensionals konstrukts un ka medi€joss vai modergjoss mainigais,
kas samazina uztverto risku. Tapat vairakos pétijumos (n = 4) tika izmantota signaliz€Sanas
teorija (angliski — Signalling Theory) (Spence 1973), lai skaidrotu informacijas asimetrijas
mehanismus.

Iepriekséjas pétniecibas metodologijas uzticibas un risku parvaldibas izpéte digitalaja
vidé

Analize paradija, ka lielaka dala publikaciju (n = 31; 68,9 %) ir empiriskas, savukart,
desmit (22,2 %) ir konceptualas un Cetras (8,8 %) ir teorétiskas. Domingjosa empiriska metode
ir aptauja (n = 19; 42,2 %), kas izmantota gan kvantitativa (n = 15), gan kvalitativa (n = 4)
forma, visbiezak piemérojot 5, 6 vai 7 punktu Likerta skalu. Modeleésana (n = 9; 20 %) un
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nesistematisks literatliras parskats (n = 9; 20 %) tika izmantoti vienlidz biezi. Intervijas
pielietotas Cetros pétijumos (8,9 %), konstruktivas pétniecibas metodes - Cetros, savukart,
gadijuma izpetes un eksperimentalas metodes - divos pétjjumos katra. SeSos pétijumos
izmantota vairaku metozu pieeja, kopuma 45 publikacijas nosakot 51 metodologisko
pielietojumu.

Apméram treSdala pétijumu (n = 15; 33 %) parbaudija konceptualos modelus,
izmantojot aptaujas pamatotu kvantitativo analizi. Lielaka dala p&tijumu veikti uzp€mumu—
patérétaju (B2C) konteksta (n = 10; 66,7 %), kam seko personu—personu (angliski — peer-to-
peer, P2P) (n=2; 13,3 %), savukart tikai viens p&tijums (6,67 %) analiz€ja organizaciju limena
B2B kontekstu.

Konceptualajos modelos risks galvenokart pozicionéts ka neatkarigais mainigais (n = 7;
46,7 %) vai ka modergjoss/medi&joSs mainigais (n = 6; 40 %), savukart, uzticiba parsvara
analizéta ka modergjoss vai medi€joss mainigais (n = 9; 60 %). Tikai viena petijuma tika
analizéta uzticibas ietekme uz risku (Zhang and Cozma 2022), turklat uzticiba taja tika
konceptualizéta ka viendimensionals jédziens. Riska un uzticibas mainigo sadalijums péc to
pozicion&juma konceptualajos modelos att€lots 1.2. attéla.

risks | 2 A
Uricive | 2

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Neatkarigais mainigais m Atkarigais mainigais B Modergjosais / medigjosais mainigais

1.2. attels. Riska un uzticibas sadalijums p&c mainigo tipa konceptualajos modelos, %

Avots: autores veidots

Lielakaja dala pétijumu (n = 11; 73 %) modelu validacijai tika izmantota strukturalo
vienadojumu model&Sana (angliski — Structural Equation Modelling, SEM) vai dal€jo mazako
kvadratu strukturalo vienadojumu model&Sana (angliski — Partial Least Squares Structural
Equation Modelling, PLS-SEM). Kopuma rezultati liecina, ka uzticibas un riska savstarp&ja
saistiba organizaciju digitalaja konteksta joprojam ir nepietiekami izpétita, Ipasi attieciba uz
uzticibu ka daudzdimensionalu neatkarigo mainigo, kas ietekmé risku (Marsh 1994; Dimitrakos
2001).

Uzticibas loma risku parvaldiba

Analizétie petijumi apstiprina, ka uzticiba un uztvertais risks ir savstarp&ji saistiti un
ietekmé€ viens otru: augstaks uzticibas [imenis samazina uztverto risku un veicina pienemsanu
vai iesaisti, savukart, augsts uztvertais risks mazina uzticibu (Aldas-Manzano et al. 2009; Ksibi
et al. 2023; San Martin and Camarero 2009; Putri et al. 2022). Uzticiba ar1 veicina gatavibu
uznemties risku finansu, digitalas ekonomikas un koplietosanas ekonomikas konteksta (Hansen
et al. 2018; Mollazehi et al. 2024; Sun et al. 2016). Tom&r parmériga uzticiba var radit parlieku
pasparliecinatibu, samazinatu modribu un paaugstinatu ievainojamibu (Bishop et al. 2020;
Larsen et al. 2022; Terry Morris et al. 2020).

Apliecinajumu ietvari un jaunas tehnologijas, pieméram, blokk&de, ir pieradijusas sp&ju
mazinat nenoteiktibu un darfjumu riskus, vienlaikus stiprinot uzticibu (Ghaffarian et al. 2023;
Hampton et al. 2021; Shaytura et al. 2021). Caurskatama komunikacija un skaidrojama
informacija (angliski — explainable information) papildus veicina uzticibas veidoSanos,
savukart, zems uzticibas ITmenis veicina riska izvairiSanas uzvedibu (Ghaffarian et al. 2023;
Windelberg 2016; Mclnnis et al. 2016; Setty 2018). Uzticibas novert€juma integrésana [emumu
pienemsSana paaugstina risku parvaldibas efektivitati (Oudina et al. 2024; Yuan et al. 2010).
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Visbeidzot, uzticibas un riska uztvere ir kontekstuali nosacita un ietekméeta socialajiem
un kultiras faktoriem (Bhattacharya and Saha 2004; Windelberg 2016). Tas apstiprina, ka
uzticibas un riska attiecibas ir sarezgitas un dinamiskas, nevis linearas vai vienkarsi
celonsakarigas.

Pieejas uzticibas integrésanai risku parvaldiba

Analizétie petjjumi norada uz vairakiem veidiem, ka digitalaja risku parvaldiba integrét
uzticibu. No pakalpojumu sniedzgja perspektivas uzticibu iesp&jams stiprinat, istenojot augsta
Iimena droSibas pasakumus (San Martin and Camarero 2009), nodroSinot caurskatamu
komunikaciju par risku parvaldibas praksi (Ghaffarian et al. 2023; Tehrani et al. 2020), veicinot
kultoras saskanotibu (Bhattacharya and Saha 2004), palielinot tehnologiju caurskatamibu un
skaidrojamibu (angliski — explainability) (Ghaffarian et al. 2023), ka arT iesaistot lietotajus
pakalpojumu izstrade (Mclnnis et al. 2016; Zhang et al. 2016).

Organizaciju iekSiené uzticibu iesp&jams integrét, ieklaujot uzticibas raditajus un
vertesanas sist€mas risku novertgjumos (Abdul-Rahman and Hailes 2000; Yuan et al. 2010), ko
papildina neatkarigi auditi un sertifikacijas (Hafver et al. 2021), ka arT ievieSot tehnologijas
kuru pamata ir izmantoti uzticamibas principi(angliski — trusted-by-design technologies),
piem&ram, blokkedi (Shaytura et al. 2021). Tomer, nemot véra uzticibas dinamisko raksturu
(Oudina et al. 2024), nepiecieSama nepartraukta tas parvertéSana un uzraudziba, lai noverstu
parmérigu palausanos (Larsen et al. 2022).

Literattira liecina, ka uzticibas integréSana risku parvaldiba prasa gan tehniskus, gan uz
cilveku orientetus risinajumus. Tomer lidz S§im nav izstradats standartizeéts ietvars uzticibas
novertéSanai vai tas sistematiskai integréSanai risku parvaldiba. Turklat dazadu DU
raksturlielumu ietekme uz konkrétiem TPR joprojam ir nepietickami izpétita, kas pamato
turpmaku izpéti §aja promocijas darba.

1.3. Tresas puses risku parvaldiba un tas ietvari

FinanSu iestades saskaras ar vairakam risku kategorijam, no kuram nozimigakas ir
kreditrisks, tirgus risks, operacionalais risks un likviditates risks (Vashisht et al. 2022; Korneev
et al. 2023). Operacionalais risks ietver kiberdrosibas, cilveékfaktora, tehniskos un TPR un ir
ciesi saistits ar banku sisteémas stabilitati. Lai gan tradicionalie risku parvaldibas ietvari ir labi
nostiprinati, jaunakajos petjjumos arvien lielaka uzmaniba tiek pieversta jaunajiem riskiem, ko
veicina digitala transformacija, finansu tehnologiju (fintech) attistiba un IT traucgjumi (Gai et
al. 2018), uzsverot nepiecieSamibu pastavigi pielagot risku parvaldibas praksi (Minh Sang
2024). Kops 2017. gada ar IKT saistitie TPR kluvusi par butisku bazu avotu Eiropas bankam,
un nozares parstavji uzskata, ka art 2025. gada TPR saglabajas ka nozimigs risku virzitajspeks
(Were 2025).

Lai izpétitu TPRP ietvarus, 2024. gada 12. oktobrT tika veikts sistematisks literatiiras
parskats meklgjot vardu kombinaciju “third party risk” Scopus (Elsevier, 2025) (n = 108) un
Web of Science (Clarivate, 2024) (n = 26) datubazes, nosakot 107 unikalas publikacijas. P&c
ieklauSanas un izslégSanas krit€riju pieméroSanas analize tika ieklauti 16 darbi (5 konferences
publikacijas un 11 zinatniskie raksti). Publikacijas par TPR saka paradities 2016. gada,
sasniedzot maksimumu 2024. gada. Petijumi aptver dazadus nozares kontekstus un
geografiskas teritorijas.

Izmantojot VOSviewer (VOSviewer, 2025) programmatiru, tika veikta pilna skaita
lidzparadiSanas atslégvardu analize, analiz€jot 63 atslégvardus, no kuriem 13 bija savstarp&ji
saistiti. Analizg noteikti trTs tematiskie klasteri: (1) tehnologiskais klasteris, kas koncentr&jas uz
blokkedi, SifréSanu, lietu internetu (IoT), privatumu un drosibu; (2) procesu orientétais klasteris,
kas vérsts uz informaciju, risku un pasnovértgjumu; (3) nozarei specifiskais klasteris, kas
akcentg biivniecibu, inzenieriju, integritati un uz risku balstitu izpéti (angliski — risk-based due
diligence). Lai gan izlases apjoms bija ierobezots, rezultati parada, ka TPR izpéte ir
daudzdimensionala un aptver tehnologiskos, procesualos un nozares specifiskos aspektus,
neaprobeZzojoties ar vienu jomu.
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Kvalitativa analize atklaja daudzdimensionalu p@tniecibas ainavu. Konceptualie
pétijumi (n = 6) koncentrgjas uz inovativiem instrumentiem un metodém (Ramasubramaniam
and Singh 2020; Fortner 2021; Mohta et al. 2024; Agrawal et al. 2024) vai uz regulativo un
stratégisko nepilnibu noteiksanu (Jadwani et al. 2024; Neumannova et al. 2023). Empiriskie
pétijumi (n = 10) piedava jaunus ietvarus, instrumentus un procesualas pieejas vai izverté esoso
TPRP praksi.

Sakotngja analize paradija, ka profesionalaja un zinatniskaja literattira autori biezi lieto
jédzienu “TPR” ka sinonimu “piegadataja risks” (angliski - vendor risk) vai “piegades k&édes
dalibnieka risks” (angliski - supplier risk). Tadel, lai precizi izprastu TPR bitibu un ta saistibu
ar lidzigiem risku veidiem, $aja promocijas darba veikti Cetri atseviski analitiski p&tijumi, kas
aprakstiti turpmak.

TPR

Tikai ses$as no analizé€tajam publikacijam tika sniegta skaidra TPR definicija, un tikai
viena no tam ipasi attiecas uz IKT jomu (Ramasubramaniam and Singh 2020). Pargjas
definicijas TPR raksturo plasi - ka riskus, kas izriet no attiecibam ar ar§jam pus€m, tostarp
piegadatajiem, piegades k&des dalibniekiem, apakSuznéméjiem, konsultantiem un
kopuzn€mumu partneriem (Keskin et al. 2021; Roy et al. 2022; Mohta et al. 2024; Jadwani et
al. 2024; Jallan and Ashuri 2020).

Definiciju daudzveidiba liecina par vienotas izpratnes trikumu attieciba uz to, kas
uzskatams par treSo pusi un kadi riski ar to saistiti. Tas apgriitina konsekventu TPR parvaldibas
ietvaru izveidi un prasa pielagot TPR tvérumu konkrétas organizacijas nozarei un darbibas
kontekstam. Lai gan dala autoru TPR uzskata par sinonimiem piegadataja riskam (angliski —
vendor risk) vai piegades k&des dalibnieka riskam (angliski — supplier risk) (Schelegia and
Fleser 2021; Keskin et al. 2021), analiz&tas definicijas norada uz konceptualam atskiribam.
Tadel Saja promocijas darba TPR, piegadataja risks un piegades k&des dalibnieka risks netiek
uzskatiti par savstarp€ji aizvietojamiem jédzieniem, un to atskiribas tiek precizétas turpmak.
Piegadataja risks

Sakotng&ja analize atklaja, ka nepastav vienota piegadataja riska definicija. Tadel 2024.
gada 23. oktobr1 tika veikts sistematisks literaturas parskats, izmantojot vardu kombinaciju
“vendor risk” Scopus (Elsevier, 2025) (n = 36) un Web of Science (Clarivate, 2024) (n = 6)
datubazes. Pec dublikatu izslégSanas tika noteikti 36 unikali avoti. Péc kopsavilkumu
izvertéSanas un pilntekstu analizes tika analizéti 19 darbi, kas lava noteikt septinas atSkirigas
definicijas.

Literattiras parskata atklatas divas galvenas perspektivas: organizacijas skatijums
(Natovich 2003; Keskin et al. 2021; John et al. 2024) un patérétaju skatijums (Tainyi et al. 2009;
Mascha et al. 2011; Herrero and San Martin 2012; Pappas 2017). Lielaka dala definiciju
piegadatajus apliko digitalaja vide, tadejadi padarot So jeédzienu ipasi attiecinamu uz ar IKT
saistitam attiecibam.

Organizacijas perspektiva definicijas biezi ieklauti risku parvaldibas procesi, pieméram,
piegadataja izvele, ligumu slégSana un uzraudziba. Kopuma piegadataja risks saistits ar
legitimitati un &tisku ricibu, iesp&jamiem zaud&umiem, privatuma un datu aizsardzibas
jautajumiem, ka ar1 darbibas nepartrauktibu.

Piegades kedes dalibnieka risks

Piegades k&des dalibnieka risks, kas biezi tiek uztverts ka sinonims piegadataja riskam,
tika analizets, veicot sistematisku literatiras parskatu 2024. gada 12. oktobri. Varda
kombinaciju meklgjums “supplier risk” Scopus (Elsevier, 2025) (n = 238) un Web of Science
(Clarivate, 2024) (n = 69) datubazés péc dublikatu izslégSanas lava noteikt 243 unikalas
publikacijas. P&tnieciska aktivitate bitiski pieauga péc 2000. gadu sakuma, sasniedzot
maksimumu 2021. un 2022. gada (katru gadu — 25 publikacijas). P&c kopsavilkumu
izvertéSanas un pilntekstu analizes tika analiz&ti 47 darbi, no kuriem tikai 11 sniedza skaidras
piegades kédes dalibnieka riska definicijas.
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Definicijas parsvara atspogulo organizacijas perspektivu un lielakoties saistitas ar
tradicionalajam (ne digitalajam) nozarém. Piegades k&des dalibnieka risks galvenokart tiek
saistits ar vides, operacionalajiem (pieméram, piegades kav&jumi, kvalitates nepilnibas,
piegades kédes traucgjumi) un &tiskajiem riskiem (Lockamy 2011; Globoénik Zunac et al. 2019;
Collier et al. 2022; Zhou et al. 2022; Leite et al. 2024; Puncreobutr and Puncreobutr 2024; Lau
et al. 2024). AtSkiriba no piegadataja riska, piegades kédes dalibnieka risks ir ciesi saistits ar
piegades kédes darbibas efektivitati un augSupgjo traucgjumu ietekmi, padarot “piegadi” un
“piegades k&di” par centraliem jédzieniem ta konceptualizacija.

Pakalpojumu sniedzéja risks

Ta ka TPR definicijas pakalpojumu sniedzgji tiek miné&ti ka argjas puses, kas var radit
risku, tika analiz€ts ar1 §is riska veids. Lai analizétu pakalpojumu sniedzgja risku, (kura gada???)
26. oktobrT tika veikts meklgjums, izmantojot vardu kombinaciju “service provider risk”, ka
rezultata tika noteiktas 17 unikalas publikacijas (Scopus n = 17; Web of Science n = 1) (Elsevier,
2025; Clarivate, 2024). Sis termins pirmo reizi paradijas 2007. gada un neuzradija skaidru
augSupejosu tendenci, sasniedzot maksimumu 2024. gada ar Cetram publikacijam. P&c
ieklauSanas kriteriju pieméroSanas un pilntekstu analizes tikai divi darbi tika atziti par
atbilstoSiem.

Neviena no Siem darbiem netiek sniegta tieSa pakalpojumu sniedz&ja riska definicija.
Viena publikacija (Mathew and Aundhe 2011) jédziens “pakalpojuma sniedz&ja risks” tika
lietots ka sinontms “piegadataja riskam” arpakalpojumu IKT konteksta, savukart otra (Ray et
al. 2013) tika minéts “pakalpojumu sniedzgja risks” stratégisko arpakalpojumu ligumu ietvara,
to nedefingjot. Analiz&jot minétos darbus, var secinat, ka pakalpojumu sniedzgja risks ir reti
lietots jeédziens, ko noteiktos kontekstos iesp&jams uzskatit par piegadataja riska sinonimu.
Risku parvaldibas cikls un TPRP ietvari

Ieprieksgjie petijumi liecina, ka esosie ietvari pilniba neatbilst nozares prasibam TPRP
joma. Neumannova et al. (2023) noteica nepilnibas ISO 27001:2013 standarta, noradot, ka
esoSie kontroles mehanismi pilniba neaptver DORA prasibas, pasSi attieciba uz argjiem
partneriem un makonpakalpojumu piegadatajiem. Analiz€tie petijumi nepiedava vienotu
ietvaru un atSkiras detalizacijas pakap€, sakot no augsta l[imena modeliem (Roy et al. 2022;
Mohta et al. 2024) 1idz detalizé€tam daudzposmu pieejam (Monev 2021).

Apvienojot analizétas pieejas, tika noteikti septini galvenie TPRP posmi: (1)
parvaldibas struktiiras un lomu noteikSana; (2) treSo puSu tvéruma definéSana un to klasifikacija
péc nozimiguma; (3) risku novertésana, pamatojoties uz informacijas iegiS§anu un novertésanas
modela izstradi; (4) ligumu slégsana, ieklaujot risku mazinasanas nosacijumus; (5) nepartraukta
uzraudziba un atkartota noveért€Sana; (6) zinoSana un parvaldibas limena uzraudziba; (7)
nepartraukta pilnveide un integracija plaSaka operacionala riska parvaldibas ietvara
(Ramasubramaniam and Singh 2020; Monev 2021; Aliane and Zakariya 2023; Roy et al. 2022;
Mohta et al. 2024).

Literatira tiek uzsvertas arl atSkirigas pieejas - tehnologiski orient&ti risinajumi
(pieméram, reallaika risku noteikSana, automatiz€ta novertéSana) pretstata tradicionaliem
instrumentiem, pieméram, anketam un klatienes auditiem. Efektiva TPRP prasa abu pieeju
kombinaciju (Aliane and Zakariya 2023; Monev 2021; Keskin et al. 2021).

TPR veidi

Devinos pétijumos tika analizéti TPR veidi, kuru tvérums un detalizacijas limenis
atSkiras. Pamatojoties uz So pétjjumu rezultatiem, tika noteiktas septinas tre$as puses risku
kategorijas, kas apkopotas 1.3. tabula.
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1.3. tabula

TPR veidi
Kods | Kategorija Ieklautie riski Avots
R1 1. Regul&juma un Atbilstibas un normativo (Ramasubramaniam and

atbilstibas riski

prasibu riski, tostarp atbilstiba
nodoklu reguléjumam,
sankcijam un citiem
tiesiskajiem aspektiem

Singh 2020; Roy et al.
2022; Mohta et al. 2024)

2. Operacionalie riski

2.1.Vispargjie
operacionalie riski

Riska faktori, kas saistiti ar
treSas puses parvaldibu un
parvaldibas ietvaru

(Ramasubramaniam and
Singh 2020; Mohta et al.
2024).

2.2. Piegades kedes
un sadarbibas procesu
problému izraisitie
riski

Piegades k&des trauc&jumi,
izol&ti procesi, ierobezota
parredzamiba, uzsaksanas
procesa izaicinajumi un
neefektiva sadarbiba

(Fortner 2021; Kiahkonen
et al. 2016).

2.3 Koncentracijas
risks un
nepartrauktibas
planosana

Parmeriga atkariba no
konkrétam treSajam pusém
vai nepietiekami alternativie
risinajumi un nepartrauktibas
pasakumi

(Jadwani et al. 2024;
Abbasi et al. 2023).

R3 3. Finansu riski Finansu riski, piemé&ram, (Abbasi et al. 2023;
augstas starpniecibas Kédhkonen et al. 2016;
izmaksas un citi izmaksu riski | Mohta et al. 2024).
4. Dro§ibas un privatuma riski
R4.1 | 4.1. Piegadataja un Piegadataju un piegades (Keskin et al. 2021; Mohta
piegades kédes k&des kiberdrosibas et al. 2024; Jadwani et al.
kiberdrosibas riski ievainojamibas 2024).
R4.2 | 4.2. Datu privatuma Datu droS$ibas parkapumi, 16/07/2026 10:13:00.
riski datu noplide un datu
suverenitates jautajumi
RS 5. Stratégiskie riski Riska faktori, kas saistiti ar (Neumannova et al. 2023;
atbilstibu organizacijas Ramasubramaniam and
biznesa mérkiem un Singh 2020).
stratégijam, tostarp
arpakalpojumu strateégijam
6. Etiskie un socialie riski
R6.1 | 6.1. Reputacijas riski | Korupcijas, kukulo$anas un (Roy et al. 2022).
un intereSu konflikts | slepenas vienoSanas riski
R6.2 | 6.2. Korporativa Riska faktori, kas saistiti ar (Roy et al. 2022;
sociala atbildiba cilvektiesibam un citiem Kéhkonen et al. 2016).
socialas atbildibas aspektiem
7. Partneru un piegades kédes riski
R7.2 | 7.1. Ar partnera Geografiska atrasanas vieta, (Roy et al. 2022;

specifiskajiem
faktoriem saistitie
riski

nozare, partnera profils,
tuvums amatpersonam,
sadarbibas pamatojums un
liguma sarezgitiba

Kéhkonen et al. 2016).
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7.2. Ceturtas un Riska faktori, kas saistiti ar (Ramasubramaniam and
nakama Iimena puses | piegadatajiem un Singh 2020; Fortner 2021)
riski apakSuzneémeéjiem
paplasinataja piegades kede

Avots: autores veidots

Noteikto risku daudzveidiba apliecina TPR parvaldibas daudzdimensionalo raksturu.
Ipasi jauzsver, ka kiberdro$ibas un ar datiem saistito risku bieza ieklau$ana norada uz digitalo
apdraud&jumu pieaugoSo nozimi, savukart, ceturtas un nakama Iimena puses riski atspogulo
nepiecieSamibu parvaldit risku ietekmi visa paplasinataja piegades kede.

1.4. Hipotezes un petijuma modelis

Promocijas darba veikta teorctiska analize lava formul@ pé€tnieciskas hipotezes
turpmakai empiriskai parbaudei. H1 hipotéze tika izvirzita pamatojoties uz organizacijas
uzticibas integrativo modeli (Mayer et al. 1995). Tas apakshipotezes izstradatas, pamatojoties
uz noteikto tresas puses risku kategoriju analizi:

H1: DU samazina TPR.

Hla: DU samazina regul&juma un atbilstibas riskus.

H1b: DU samazina visparéjos operacionalos riskus.

Hlc: DU samazina piegades k&des un sadarbibas procesu problémas.

H1d: DU samazina koncentracijas risku un nepartrauktibas planosanas riskus.

Hle: DU samazina finanSu riskus.

H1f: DU samazina piegadataja un piegades k&des kiberdrosibas riskus.

Hlg: DU samazina datu privatuma riskus.

H1h: DU samazina stratégiskos riskus.

Hli: DU samazina reputacijas riskus un interesu konflikta riskus.

H1j: DU samazina korporativas socialas atbildibas riskus.

Hl1k: DU samazina ar partnera specifiskajiem faktoriem saistitos riskus.

H1l: DU samazina ceturtas un nakama limena puses riskus.

Pienémums, ka organizacijas sp&jas DU novértéSana un parvaldiba var pastiprinat DU
negativo ietekmi uz TPR, izriet no dinamisko sp&ju teorijas (Teece et al. 1997) un lava formulét
$adu hipotezi:

H2: DU ietekmi uz TPR mazinasanu moderé organizacijas spéjas DU novertésana
un parvaldiba.

Vel viens $§1 pétijuma pienémums izriet no informacijas asimetrijas teorijas (Akerlof
1970). Ta paredz, ka DU novertéSanas krit€riju un rezultatu caurskatamiba var mazinat
informacijas asimetriju attiecibas starp organizacijam un tresajam pusém. Tas, savukart, var
palielinat DU Iimeni un samazinat TPR Iimeni. Sis pienémums atspogulots $adas hipotézes:

H3: Augstaks caurskatamibas Iimenis DU novértéSana tresas puses piesaistes
procesa pozitivi ietekmé DU limeni.

H4: Augstaks caurskatamibas Iimenis DU novértéSana tresas puses piesaistes
procesa samazina TPR.

HS: DU darbojas ka mediators starp caurskatamibu DU noveérteéSana tresas puses
piesaistes procesa un TPR Iimeni.

H6: DU ietekmi uz TPR mazinaSanu moderé caurskatamibas Itmenis DU
noveértésana treSas puses piesaistes procesa.

Turklat minétas teorijas lauj pienemt, ka atklata novertéSanas kritériju komunikacija
treSas puses piesaistes procesa var kliit par organizacijas rutinu, kas palidz noteikt novertésanas
kriteriju vajas vietas, izmantot jaunu informaciju par piegadatajiem un savlaicigi pilnveidot
kontroles mehanismus. Sada atkartota un caurskatama mijiedarbiba pakapeniski var veidoties
par augstaka Itmena sp&ju DU novertesana. Tadgjadi tiek izvirzita $ada hipoteze:
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H7: Augstaks caurskatamibas Iimenis DU novértéSana tresas puses piesaistes
procesa pozitivi ietekme organizacijas spéjas DU noveérteSana un parvaldiba.

Turpmakas hipotézes izriet no signaliz€Sanas teorijas (Spence 1973) un pienémuma, ka
dazadi informativie signali, ar kuriem tiek komunicéta DU, piem&ram, ar€jas sertifikacijas vai
auditu rezultati, var pozitivi ietekmét uztverto DU limeni, ka ar1 pastiprinat DU negativo
ietekmi uz TPR. Atbilstosas hipotezes ir:

H8: Daudzveidigu informacijas avotu izmantoSana DU novértéSana pozitivi
ietekmeé DU lIimeni.

H9: Daudzveidigu informacijas avotu izmanto§ana DU novértéSana moderé DU
ietekmi uz TPR mazinasanu.

Lidzigi ka caurskatamibas gadijuma, var pienemt, ka konsekventa vairaku informacijas
avotu izmantoSana stiprina organizacijas sp&ju noteikt riskus, izmantot iesp&jas un pielagot
novertéSanas pieejas. Plasaks DU indikatoru loks veicina novértéSanas procesa pilnveidi un
aktualizeéSanu atbilsto$i jaunajiem apdraud&umiem un praksém. Tadel tiek formuléta Sada
hipotéze:

H10: Daudzveidigu informacijas avotu izmantoSana DU novérteSana pozitivi

ietekme organizacijas spéjas DU novertesana.
Nosleéguma §is pétijums izvirza pienémumu, ka organizacijas sp&ja novertét DU var pozitivi
ietekmét kop&jo TPRP brieduma Itmeni. Saskana ar dinamisko sp&ju teoriju pilnveidota DU
novertéSanas rutina uzlabo organizacijas sp&ju savlaicigi noteikt vajas pazimes piegadataju
riciba, izmantot korektivus risinajumus un pielagot ligumus vai kontroles mehanismus, pirms
riski materializ€jas. L1dz ar to, jo attistitaka ir organizacijas sp&ja novertét DU, jo strukturétaka,
proaktivaka un uz datiem veidota kliist TPRP, kas atspogulojas augstaka brieduma limen1. Tadel
tiek formul&ta sada hipotéze:

H11: Organizacijas spéjas DU noveértéSana un parvaldiba pozitivi ietekmé TPRP
brieduma Iimeni.

Pamatojoties uz izvirzitajam hipotézem, tika izstradats petijjuma modelis, kas attélots

1.3. attela.
W H8 4<Informécijas avoti)

S

Caurskatamiba

Organizacijas spéjas

H7

H5 H1 H11

|

. . re3as puses risku parvaldibas
Tre3as puses risks ) - .
brieduma Iimenis

1.3. attels. P&tijuma modelis

Avots: autores veidots

Apkopojot §1 pétijuma teorctisko pamatu, tas izriet no organizacijas uzticibas
integrativsa teorijas un signalizéSanas teorija, ka ari papildina uzticibas un risku parvaldibas
izpeti digitalaja vidé ar informacijas asimetrijas teoriju un dinamisko sp&ju teoriju. Analize
veikta B2B limeni un izvietota TPRP konteksta. Turklat §aja petijuma TPR Iimenis tiek apliikots
ka atkarigais mainigais - pieeja, kas ieprieks€jos petijumos izmantota tikai ierobezota apjoma.
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1.5. Pétijuma dizains un metodologija

ST promocijas darba p&tijuma dizains balstas uz jaukto metozu pieeju, kura apvienota
teorgtiska analize, kvantitativa empiriska analize un kvalitativa rezultatu interpretacija. Sada
pieeja nodrosina metodologisko triangulaciju un palielina pétijuma rezultatu uzticamibu.
P&tijuma dizains ir atspogulots 1.4. attela.

N

Aptaujas pilnveidosana ( v o os
jasp © Definicijas satura
— validitates
v
/ VAV . ™ 4 N o . - 7 ™ arbaude
( PR \ Digitalas uzticibas ( ) Pilotaptauja un ) | pad )
TeorStiska ictvara " faktoru respondentu Aptaujas = o
. _ . — . aK . . — CS e £ & as
izstrade: sistematiskie . o Aptaujas izstrade P o Aplaujd —
. i _ - identificgsana un : atgriezeniska isteno§ana . -
literatliras parskati VPP S / N
\ ) \ definicijas izstrade / \ 7\ saite / \ ), N
/ N - ~ ~ - . / \. / Definicijas satura
»  noSkirtibas
Aptaujas pilnveido3ana ‘ parbaude
~ - X ~ - —~ - N -
/ \ /7 N\ / N ./ \
Konceptuala ( S f . . \ )
_sonceplua’d Aptaujas izstrade Pilotaptauja un . L
etjjuma modela e N Aptaujas Hipotezu
) ! J
un hipotgzu | ’| kvantitativajam | . respondentu TstenoSana arbaude
I ade pétijumam atgriezeniska saite ’ e parba
1zstrade J \ J \ -
- A -~ - -~ - v - - -
g - N\ / N\ / oy \ /7 . = s — Y
Jautajumu ( _ Kvantitativo un Uz organizacijas sp&jam balstita |
. T=x Pusstruktur@tas . P
,  formulesana intervii kvalitativo digitalas uzticibas ietvara
R —  intervijas ar _ Lo . o
kvalitativajam cks c}]l‘iclln rezultatu izstrade treSo pusu risku
petijumam SP integracija \_ parvaldibas pilnveidoSanai
* -
Pieradijumu
limenu hierarhijas
ietvara izstrade

"\

1.4. attels. Petijjuma dizains

Avots: autores veidots

Petijums sakas ar teorétiska ietvara izstradi, kas balstita uz sistematiskiem literatiiras
parskatiem, izmantojot PRISMA metodologiju (Page et al. 2021). Kopuma tika veikti sesi
sistematiski literatiiras parskati, lai analiz€tu esoso zinasanu kopumu par digitalo uzticibu, treso
pusu risku parvaldibu un uzticibas un risku parvaldibas savstarp&jo saistibu digitalaja vide.
Analizé kopuma tika ieklautas 217 zinatniskas publikacijas.

Analizétaja literatiira tika ieklautas zinatniskas publikacijas, kas indeks@tas Scopus
(Elsevier 2025) un Web of Science (Clarivate 2024) datubazes. Lai noteiktu p&tijumu virzienus,
publikaciju attistibas tendences un tematiskas grupas analiz€taja literatiira, tika veikta
bibliometriska analize, izmantojot programmatiiras riku VOSviewer (VOSviewer 2024).
Papildus teorétiskaja dala tika izmantota satura analize, lai analiz&tu digitalas uzticibas galvenas
raksturiezimes, treSo pusu risku parvaldibu un tas ietvarus, ka ar1 atskiribas starp treSo pusu,
piegadataja, piegades kédes dalibnieka un pakalpojumu sniedzg&ja riskiem un uzticibas un risku
parvaldibas savstarpgjo saistibu digitalaja konteksta.

Pamatojoties uz sistematisko literatliras parskatu rezultatiem, tika izstradats
konceptualais petijuma modelis un formulétas petijuma hipotezes. Literattiras analize lava ar1
identificet digitalas uzticibas faktorus un izstradat holistisku digitalas uzticibas definiciju. Lai
parbauditu piedavatas definicijas uzticamibu un skaidribu, tika veikta koncepta validacija,
izmantojot satura validacijas metodologiju (Colquitt et al. 2019; Hinkin and Tracey 1999).
Vispirms tika veikta pilotaptauja (n = 5), lai preciz€tu anketas jautajumu formul&umus, pec
kuras tika Tstenots galvenais satura validacijas p&tfjums ar 99 respondentiem. Saja posma tika
aprékinats definicionalas atbilstibas indekss (4fc), lai noverteétu piedavatas digitalas uzticibas
definicijas atbilstibu koncepta saturam, savukart definicionalas atSkirtsp€jas indekss (htd) tika
izmantots definicijas noskirtibas noveértéSanai attieciba pret citiem saistitiem konceptiem.
Metodologiska ietvara struktiira un galvenie pétijuma analitiskie posmi paraditi 1.5. attela.
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Teorétiska ietvara izstrade
Datu vaksanas metode:
sistematiskie literataras

parskati, balstiti uz PRISMA

metodologiju (Page et al.,
2021).n=6

Analizétie avoti: n =217

Analizes metodes:
bibliometriska analize, satura
analize
Programmatiiras riks:

VOSviewer

Digitilas uzticibas
definicijas validacija
Datu vaksanas metode:

aptauja
Analizétie avoti:

pilotpétijums n = 5,

pamatpétijums n = 99
Analizes metodes: satura
validitates analize (Colquitt et
al., 2019; Hinkin & Tracey,
1999)
Programmatiiras riks: Jamovi

‘ Empiriska modela testéSana .

Datu vaksanas metode:
aptauja
Izlase: értibas izlase ar
mérktiecigas izlases
elementiem
Analizgtie avoti:
pilotpétijums n = 5,
pamatpétijums n = 138
Analizes metodes: aprakstosa
statistika, PLS-SEM ar
bootstrap procediiru
Programmataras riki: Jamovi,

Kvalitativa interpreticija
aksanas metode:
pusstrukturtas intervijas
Izlase: mérktieciga izlase
Analizétie avoti:n = 13
Analizes metodes: kvalitativa
satura analize

SmartPLS

1.5. attels. Jaukto metozu metodologiskais modelis

Avots: autores veidots

P&tijuma kvantitativa dala balstita uz Baltijas valstu banku nozares darbinieku aptauju,
kura piedalijas specialisti, kas tiesi iesaistiti treSo pusu risku parvaldiba. Aptaujas anketa tika
izstradata, balstoties uz teorétisko ietvaru un literatiras analiz€ noteiktajiem digitalas uzticibas
faktoriem. Lai parbauditu anketas jautajumu skaidribu un uzticamibu, tika veikta pilotaptauja
(n = 5). Respondentu sniegta atgriezeniska saite tika izmantota anketas pilnveidei pirms
pamataptaujas. Aptauja tika izmantota piecu punktu Likerta skala, un kopuma tika iegiitas 138
respondentu atbildes. legiita izlase nodrosina 95 % ticamibas Itmeni ar 8,34 % izlases klidas
robezu.

Respondentu atlase balstita uz &rtuma izlasi, to papildinot ar mérktiecigas izlases
elementiem, lai nodroSinatu, ka aptauja piedalas respondenti ar pieredzi treSo pusu risku
parvaldiba. legttie dati analiz&ti, izmantojot aprakstosas statistikas metodes programmatiira
Jamovi (jamovi 2024) un PLS-SEM ar bootstrap procediiru programmatiira SmartPLS (Ringle
et al. 2025).

PLS-SEM metode ir izvEleta, jo ta ir piemerota sarezgitu konceptualo modelu analizei,
kuros ietverti vairaki koncepti un to savstarpgjas attiecibas, tostarp moderacijas un mediacijas
efekti. Turklat §T metode izv€leta ar1 tadeél, ka ta biezi izmantota empiriskajos pétijumos, kuros
analizéta uzticibas un risku parvaldibas savstarpgja saistiba digitalaja vide. Sistematiskaja
literattiras parskata, kas veikts $§aja promocijas darba, konstatéts, ka $1 metode izmantota 73 %
analizéto empirisko p&tijumu.

Lai padzilinatu empirisko rezultatu interpretaciju un iegiitu plasaku prieksstatu par treso
pusu risku parvaldibas praksi Baltijas valstu finanSu sektora, pétjjuma tika izmantota arl
kvalitativa pétniecibas pieeja. Tas ietvaros tika veiktas dalgji strukturétas ekspertu intervijas ar
finansu iestazu parstavjiem no Igaunijas, Latvijas un Lietuvas.Ekspertu atlase tika veikta,
izmantojot mérktiecigu izlasi. Intervijas piedalijas 13 eksperti ar profesionalo pieredzi risku
parvaldiba, atbilstibas nodrosinasana, kiberdrosiba un piegadataju parvaldiba.

Kvalitativas analizes mérkis ir papildinat un skaidrot aptaujas un modela testeéSanas
rezultatus. Ekspertu interviju analizei tika izmantota kvalitativa satura analize, lai izvertétu
ekspertu skatfjumu uz digitalas uzticibas noveérté€Sanas praksi, organizaciju sp&ju parvaldit
digitalo uzticibu, ka ar treSo pusu risku parvaldibas turpmako attistibu finanSu sektora.
Interviju skaits tika noteikts, ievérojot teorétiskas piesatinatibas principu, lai nodroSinatu
pietickamu izpétes dzilumu attieciba uz petijuma tematu.

Visbeidzot, kvantitativo un kvalitativo rezultatu integracija lava izstradat uz sp&jam
balstitu digitalas uzticibas ietvaru treSo puSu risku parvaldibas pilnveidosanai. Turklat,
balstoties uz ekspertu interviju rezultatiem, tika izstradats pakapeniskas pieradijumu hierarhijas
ietvars, kas paredzets, lai palidz&tu organizacijam uzlabot digitalas uzticibas novertgjumu
uzticamibu un kvalitati, izvertgjot IKT treSo puSu pakalpojumu sniedz&jus.
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2. nodalas kopsavilkums: Tresas puses risku parvaldibas novertéjums

finanSu sektora

2.1. Baltijas banku nozares raksturojums

FinanSu sektors ietver vairumtirdzniecibas, mazumtirdzniecibas, formalas un
neformalas institiicijas, kas sniedz finansu pakalpojumus patérétajiem, uzneémumiem un citam
finansu iestadém (Department for International Development 2004). Taja ietilpst kreditiestades,
maksajumu iestades, apdroSinasanas sabiedribas, pensiju un ieguldijumu fondi, ka ar1 finansu
tehnologiju (FinTech) uznémumi (Spitzer and Sabol 2025; Arner et al. 2015).

Globala finanSu pakalpojumu tirgus veértiba 2024. gada tika I€sta aptuveni 33,5 triljonu
Amerikas Savienoto Valstu (ASV) dolaru apmeéra, ar prognozetu pieaugumu lidz 35,85
triljoniem ASV dolaru 2025. gada (Benchmark International 2024; Research and Markets, n.d.).
2023. gada Eiropas Savienibas finansu sektora (NACE Rev. 2 kods “K”) neto apgrozijums
sasniedza 2,45 triljonus eiro, savukart Baltijas finansu sektora neto apgrozijums bija 14 070
miljoni eiro, no kuriem Igaunija — 4 127 miljoni, Latvija — 3 155 miljoni un Lietuva — 6 788
miljoni eiro (Eurostat 2025).

Kopuma Baltijas regiona NACE koda “K” ietvaros darbojas 6 359 uznémumi, no
kuriem tikai 7,38 % nodarbinaja vismaz 10 darbiniekus un 3,98 % vismaz 20 darbiniekus, kas
nordda uz mazo uzpémumu dominanci (Eurostat 2025). Baltijas banku nozari veido 24
licencetas kreditiestades un 16 arvalstu kreditiestazu filiales (“Latvijas Banka,” n.d.; “Lietuvos
Bankas,” n.d.; “Eesti Pank,” n.d.), no kuram astonas bankas darbojas visas trijas Baltijas valstis,
bet piecas lielakas iestades kontrole aptuveni 90 % tirgus dalas (Buch 2024).

Baltijas finansu sist€émas ir ciesi integrétas ar Ziemelvalstu regionu un raksturojas ar
augstu digitalizacijas Itmeni. Digitala transformacija veicina finansu tehnologiju inovaciju,
parveido vértibas kédes un pakalpojumu sniegSanas modelus, uzlabo operacionalo efektivitati
un sekmé finan8u ieklausanu (Mavlutova et al. 2022; Ellex 2025).

2.2. Tresas puses risku parvaldibas izaicinajumi banku nozare

Digitalizacija paplasina finanSu iestazu tirgus iespg€jas, tau vienlaikus rada jaunus
apdraud&jumus, tostarp kiberuzbrukumus un noziedzigi iegutu lidzeklu legalizacijas riskus,
tadgjadi palielinot TPRP nozimi (Buch 2024). Baltijas banku nozare darbojas stingri reguléta
ES ietvara, kura mérkis ir nodroS$inat stabilitati un noturibu (Korneev et al. 2023).

Centralais normativais akts, kas regulé ar IKT saistitos TPR, ir Digitalas darbibas
noturibas akts (DORA), kas piemérojams no 2025. gada janvara (European Commission
2022b). DORA nosaka stingras prasibas IKT risku parvaldibai, tostarp TPR noveértésanai,
ligumiskajiem aizsardzibas mehanismiem, koncentracijas riska analizei, apakSuznéméju
iesaistes kontrolei, IKT registru uzturéSanai, izieSanas stratégijam un datu aizsardzibas
pasakumiem. Tas izriet no uz Eiropas Banku iestades Pamatnostadném par arpakalpojumu
ligumiem (European Banking Authority 2019), kas izveidoja pamatu arpakalpojumu dzives
cikla parvaldibai un paslaik tiek parskatitas, lai tas saskanotu ar DORA un paplasinatu tvérumu
ar1 uz ar IKT nesaistitiem TPR (European Banking Authority 2025).

Nozares dati apstiprina §1 jautajuma nozimigumu: 74,6 % finansSu iestazu TPR ierindo
starp butiskakajiem operacionalajiem riskiem, savukart 46 % apSauba savu pasreizgjo praksu
efektivitati (Operational Riskdata eXchange Association 2025). Nemot véra bankam izvirzitas
stingras regulativas prasibas (Enria 2023) un banku nozares centralo lomu Baltijas valstu
ekonomikas (Mavlutova et al. 2022), Sis petijums koncentr&jas uz Baltijas banku nozari. Turklat,
nemot véra TPRP prakses attistibas stadiju un nesen ieviestas prasibas IKT TPRP, sagaidams,
ka banku nozare ienems vadoSo lomu So prakSu ievieSana, savukart banku nozares
profesionaliem biis nepiecieSamas zinasanas un prasmes $o risku efektivai parvaldibai.
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2.3. Digitalas uzticibas ietekme uz tresas puses riskiem Baltijas bankas

Sakotngji analizes vieniba tika noteikta organizacijas limeni, koncentr&joties uz kopgjo
TPR un DU piegadatajiem. Tomér validacijas procesa, apspriezoties ar trim Baltijas nefinansu
risku profesionaliem, tika konstatéts, ka pat organizacijas ar definétu vai integrétu TPRP
brieduma Itmeni trikst portfela Iimena skatijuma uz TPR un nav iesp&jams novertét kop&jo DU
Itmeni IKT piegadatajiem. Tade] analizes vieniba tika parcelta uz atseviskas tresas puses [imeni.

Atbilstosi tam tika parstradata aptauja, piloteta ar pieciem banku risku parvaldibas
profesionaliem un uzsakta 2025. gada 30. aprili. Ta tika izplatita Baltijas finanSu sektora,
izmantojot nejauso un sniega bumbas izlases metodi, tostarp tieSi uzrunajot aptuveni 250
profesionalus, izplatot informaciju LinkedIn platforma, caur Baltijas finanSu un risku
darbiniekiem. Kopuma tika nosititi vairak neka 200 uzaicinajumi sazinai un 80 tieSie zinojumi.

Uzrunata mérkauditorija ietvéra risku, atbilstibas, IT, audita un droSibas jomas
profesionalus, kas atspogulo TPRP fragmentéto parvaldibas struktiru (Ncontracts 2025).
Sanemta atgriezeniska saite apstiprinaja ierobezotu atbildibas un izpratnes Iimeni organizacijas,
kas saskan ar ORX datiem, kuri liecina, ka TPRP centralizacija joprojam nav pilniba istenota
(Operational Riskdata eXchange Association 2025). Aptauja bija atverta Iidz 2025. gada 15.
jinijam un tika sanemtas 157 atbildes no banku nozares darbiniekiem. Salidzinosi pieticigais
atsaucibas limenis atbilst nozares datiem, kas liecina, ka 73 % iestazu piegadataja riska
parvaldibai ir atveleti divi vai mazak pilna laika darbinieki (Ncontracts 2025).

Daliba tika ierobezota ar Baltijas valstu finanSu sektora parstavjiem. P&c vienas
geografiski neatbilstoSas atbildes (Zviedrija) izslégsanas analize tika ieklautas 156 atbildes.
Papildu datu kvalitates parbaudes atklaja identiskas atbildes DU faktoros (n = 10) un TPR
kategorijas (n = 8). Sis atbildes tika izslégtas, un gala izlasi veido 138 atbildes. Papildus tika
veikts Harmana viena faktora tests, lai novertétu iesp&jamo kopgjas metodes nobidi, nemot véra,
ka visi mainigie tika iegiiti, izmantojot paSnovertéjuma aptauju (Podsakoff et al. 2003). Pirmais
faktors izskaidroja 26,6 % no kopg€jas dispersijas, kas ir zem ieteikta 50 % sliekS$na. Tas norada,
ka kopgjas metodes radita nobide, visticamak, biitiski neietekmé pétijuma rezultatus. Tadejadi
petijums tiek veikts ar 95 % ticamibas Itmeni un 8,34 % kltidas robezu (Calculator.net, 2025).

Lielaka dala respondentu bija no Latvijas (n = 59; 42,8 %), kam seko Lietuva (n = 45;
32,6 %) un Igaunija (n = 32; 23,2 %), ka ar1 divi respondenti ar darbibas tvérumu visas trijas
Baltijas valstis (1,4 %). Kopuma tika noraditi 28 amati, kas tika apvienoti piecas grupas: IT (n
=46; 33,3 %), biznesa un komercfunkcijas (n = 40; 29,7 %), risku parvaldiba (n = 23; 16,7 %),
atbilstiba un drosiba (n = 17; 12 %) un operacijas un atbalsts (n = 12; 9 %). Sads sadalfjums
norada uz dazadu iesaistito pusu parstavniecibu IKT TPRP.

Attieciba uz TPRP briedumu (saskana ar Capability Maturity Model Integration
Institute noteikto 1-5 Itmenu skalu), 84,1 % (n = 116) novert€ja savu organizaciju vismaz 3.
Itment (“Definéts”), vid€jais brieduma limenis bija 3,57, mediana — 4, kas norada uz tendenci
virzities uz kvantitativi parvalditam praksém (CMMI Institute, n.d.). Sie rezultati apstiprina
izlases atbilstibu turpmakai IKT TPR analizei.

Respondentiem tika lugts izveleties vienu IKT treSas puses pakalpojumu sniedz&ju, ar
kuru vini ir tiesi iesaistiti sadarbiba, un vispirms novertét ta DU limeni, pirms izvértét TPR, lai
mazinatu kopigas metodes kludas risku (angliski - common method bias). Tika izmantota 5
punktu Likerta skala (1 = pilniba nepiekritu; 5 = pilniba piekritu), ar iesp&ju izveleties “N/A”,
ja informacija nebija pieejama. DU tika operacionalizéta devinas apakskategorijas, kas
apvienotas Cetras kategorijas: sp&ja, labvéliba, integritate un atvertiba. Katra no tam tika mérita
ar diviem apgalvojumiem, pamatojoties uz teorétiskaja ietvaru.

Analizei tika aprékinatas vid€jas veértibas apakskategoriju, kategoriju un kopgja DU
[imeni. Datu normalitates parbaudei tika izmantots Sapiro—Vilka tests, bet apraksto3a statistika
aprékinata, izmantojot Jamovi programmatiiru (jamovi 2024). Rezultati liecina, ka respondenti
kopuma augstu novértgja izvéleto IKT treSo pusi ka uzticamu (kopgjais vidgjais = 4,11), un
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lidzigas vidgjas vertibas tika konstatétas sp&jai (4,09), labvelibai (4,07), integritatei (4,19) un
atvertibai (4,11). Vidgja standartnovirze bija 0,82, kas norada uz iek$€ju konsekvenci, savukart
Sapiro—Vilka testa rezultati (W = 0,750-0,945; p < .001) apliecina datu nenormalu sadalfjumu.
Atseviskas iztruksto$as vertibas tika konstatetas galvenokart atveértibas kategorija (auditejamiba
un izsekojamiba), tomer tas butiski neietekméja turpmako analizi.

Nakamaja aptaujas bloka tika vertts organizacijas saskarsmes Iimenis ar IKT TPR.
Riski tika novertéti piecu punktu skala (1 = loti zems; 5 = loti augsts), neparedzot atbildes
iesp&ju “N/A”, jo neatbilstiba tika interpretéta ka loti zems risks. Pamatojoties uz teorétisko
ietvaru, tika operacionaliz€tas septinas TPR kategorijas un piecas apakSkategorijas (kopa —
divpadsmit TPR), kas tika verteti atseviski, jo tie parstav atSkirigus risku veidus un nav
apvienojami.

Kopuma novertétais TPR Iimenis bija vid€ji zems (vid&jais = 2,19), kas atbilst
pienémumanm, ka finansu iestades parasti sadarbojas ar salidzino$i zema riska IKT pakalpojumu
sniedzgjiem. Augstaka vidgja vertiba tika konstatéta koncentracijas un nepartrauktibas
planosanas riskam (R2.3; vidgjais = 2,68), bet zemaka — korporativas socialas atbildibas riskam
(R6.2; vidgjais = 1,73).

Sapiro—Vilka testa rezultati (W = 0,756-0,945; p < .001) ari $aja bloka liecina par
nenormalu sadalfjumu. Standartnovirzes svarstijas no 0,948 lidz 1,227, atspogulojot atkiribas
starp verteétajam IKT treSajam pusém. Ta ka respondenti vért€ja jau esoSus pakalpojumu
sniedzg&jus, noraditie riski lielakoties atspogulo ieks§€jo risku limeni péc preventivo kontroles
mehanismu ievieSanas. Aktualas TPR prioritates finanSu sektora tika padzilinati analiz&tas
ekspertu intervijas.

Turpmakaja aptaujas bloka tika analiz€ta DU novertéSanas kriteriju skaidriba un
pieejamiba IKT treSajam pusém, ka arl izmantoto informacijas avotu caurskatamiba.
Respondenti vért€ja tris autora izstradatus apgalvojumus (TRAN1, TRAN2 un TRAN3) piecu
punktu Likerta skala (1 = pilniba nepiekritu; 5 = pilniba piekritu), lai noskaidrotu, vai tresas
puses ir inform&tas par DU novértéSanas krit€rijiem un vai $ada caurskatamiba veicina
atbilstibu organizacijas uzticibas prasibam, tadgjadi atspogulojot agentiiras teorijas lomu
attiecibas starp DU un TPR.

Kopuma respondenti sliecas piekrist, ka DU noveértéSanas process ir caurskatams
(vidgjais = 3,71; mediana = 4,00). Atsevisku apgalvojumu vidgjas vertibas svarstijas no 3,57
lidz 3,93, standartnovirze — no 0,928 lidz 0,949, kas norada uz salidzino$i vienmé&rigam
atbildem. Sapiro—Vilka tests apstiprindja nenormalu sadalfjumu (W = 0,838-0,938; p < .001).
Sie rezultati liecina par kopuma caurskatamu DU novért&$anas praksi aptaujatajas organizacijas.

Nakamais jautajumu kopums bija versts uz to, lai noteiktu, kuri informacijas avoti
visbiezak tiek izmantoti un uzskatiti par efektiviem IKT treSo puSu DU noverteésana, proti, ka
IKT tre$as puses komunicé savu DU. Cetri apgalvojumi (SOUI-SOU4), kas izstradati,
pamatojoties uz teorétiskaja analiz€ noteiktajam DU komunikacijas metodém, tika vertéti piecu
punktu Likerta skala (1 = pilniba nepiekritu; 5 = pilniba piekritu). Papildus respondentiem bija
iesp€ja atklata jautajuma noradit citus izmantotos informacijas avotus.

Rezultati liecina, ka visbiezak izmantotais informacijas avots DU novértéSana ir
pakalpojumu sniedz€ja risinajuma dokumentacija, tostarp tehniskie un arhitekttras apraksti
(vidgjais = 4,06), kam seko reputacijas apliecinajumi (vidgjais = 3,93). Partneru un klientu
vertejumi un atsauksmes tika izmantoti retak (vidgjais = 3,14), savukart blokk&des tehnologijas
izmantoSana ka uzticibas indikators bija reta (vidjais = 2,49). Standartnovirzes robezas no
0,983 lidz 1,426 norada uz atkiribam novértésanas praksg starp organizacijam. Sapiro—Vilka
tests apstiprinaja nenormalu datu sadaltjumu (W = 0,807-0,903; p <.001).

Atverta jautajuma atbild€s (n = 23) tika noteikti 39 praksé izmantoti informacijas avoti,
kurus autore apkopojusi vardu makoni 2.1. attela. Tie ietvéra ISO 27001 sertifikatus, auditetus
finansu parskatus, valsts registru datus, kreditbiroju un tiesu lietu informaciju, ieks€jo
ieinteres€to pusu atsauksmes, iepriek$€jo sadarbibas pieredzi, iekS$€jas politikas (piemeram,
dro§ibas un datu aizsardzibas politiku), darbibas nepartrauktibas planus, pakalpojumu limena
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ligumus, datu apstrades Iigumus, iek$€ji izstradatas anketas, droSibas sken&Sanas un drosibas
ievainojamibu test€Sanas rezultatus, publiski pieejamu informaciju, gadijjumu analizes,
demonstracijas sesijas un tre$as puses persondla kompetences novértgjumu. Sie rezultati
apliecina, ka organizacijas DU noveértéSana izmanto plasu un daudzdimensionalu informacijas
avotu kopumu.
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2.2. attels. Vardu makonis ar DU novérté$ana izmantotajiem informacijas avotiem

Avots: autores veidots

Noslédzosais aptaujas bloks tika Istenots organizacijas Itment, un ta merkis bija novertet,
cik plasi organizacijas ievie§ DU novértéSanas un parvaldibas praksi attieciba uz IKT treSajam
pusém. Apgalvojumi tika izstradati, nemot véra dinamisko sp&ju ietvaru: uztversana (angliski
— sensing; SEN1 un SEN2), izmantosana (angliski — seizing; SEI1 un SEI2) un parveidosana
(angliski — reconfiguring; REC1 un REC2), pielagojot to DU noveértésanas kontekstam. Tika
izmantota piecu punktu skala (1 = vispar netiek Tstenots; 5 = pilniba istenots).

Rezultati liecina, ka respondentu parstavétajas organizacijas izteiktak attistitas ir sp&jas
izmantoSana un parveidosana (abos gadijumos vid&jais = 3,72), savukart sp&jas uztverSana ir
nedaudz mazak attistitas (vid€jais = 3,58). Jo 1pasi vairak Tstenota ir ar uzticibu saistitas
informacijas apkopoSana un analize (SENI1; vid€jais = 3,86), DU datu integréSana risku
parvaldiba un piegadataju izveles procesa (SEI1; vidgjais = 3,92), ka arT novertéSanas metozu
pastaviga pilnveide (REC1; vidgjais = 3,91). Savukart, mazak attistita ir nepartraukta uzticibas
Iimena izmainu uzraudziba (SEN2; vidgjais = 3,30), formalu ricibas protokolu izstrade (SEI2;
vidgjais = 3,52) un ieguldijumi tehnologijas un kompetencés (REC2; vidgjais = 3,53).

Standartnovirzes (0,785-1,05) norada uz mérenu rezultatu konsekvenci starp
organizacijam. Sapiro—Vilka tests apstiprinaja datu nenormalu sadaltjumu (W = 0,838-0,945;
p <.001).

Turpmak statistiskie aprékini tika veikti, izmantojot SmartPLS v.4.1.1.4 (Ringle et al.
2025). Visos modelos vispirms tika piemérots PLS-SEM algoritms ar faktoru svéruma shému,
péc tam veikta bootstrap procediira ar celu svéruma shému (angliski - path weighting scheme),
izmantojot 5 000 apaksizlases un vienpusgju testu, nemot veéra, ka hipotézu virziens bija
ieprieks noteikts.

1. modela izstrade un analize

1. modelis (attelots 2.2. attela) tika izstradats, lai parbauditu DU ietekmi uz katru TPR

veidu atseviski.
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2.1.attels. 1. modela shéma ar aprékinatajam R? vértibam
Avots: autores veidots

Digitala uzticiba (shema — Digital Trust) tika model&ta ka viens reflektivs konstrukts,
kas ietver 18 méramus raditajus, ar kuriem tika mériti devini faktori. Heterotrait—-monotrait
attiecibas (HTMT) analize paradija nepietickamu diskriminanto derigumu, model&jot DU ka
Cetras atseviSkas kategorijas vai patstavigus faktorus, jo vairakas HTMT vertibas parsniedza
ieteikto 0,85 slieksni (Franke un Sarstedt 2019). Tadel DU tika saglabata ka vienots augstaka
Itmena konstrukts. Savukart, TPR tika ieklauti ka atseviskas noveérojamas riska kategorijas, lai
izvertetu DU ietekmi uz katru konkréto riska veidu. Péc tam visi mainigie tika parbauditi
attieciba uz modela atbilstibu.

Attieciba uz aréjam slodzém (angliski — outer loadings) septini no 18 DU raditajiem
parsniedza ieteikto 0,708 robezvértibu (Hair et al. 2020), bet pargjie bija zem §T limena. Sads
rezultats skaidrojams ar DU daudzdimensionalo raksturu, jo to veido devinas apakskategorijas.
Ta ka So raditaju izslégSana nebija nepiecieSama, lai uzlabotu iek$gjo saskanotibu, uzticamibu
vai konvergento derigumu, visi raditaji tika saglabati mérjjumu modeli (Hair et al. 2021a).

Konstrukta uzticamibas (angliski — construct reliability) raditaji apliecindja augstu
iekS€jo saskanotibu: Kronbaha alfa sasniedza 0,929, bet salikta uzticamiba (angliski —
composite reliability) — 0,937, kas butiski parsniedz 0,7 slicksni. Konvergentais derigums
(angliski — convergent validity), kas mérits ar vid€jo izskaidroto dispersiju (angliski — average
variance extracted, AVE), bija nedaudz zem ieteicama limena (0,455), tomér tuvs 0,5, kas
norada uz pienemamu kopigas dispersijas apjomu starp raditajiem.

Diskriminantais derigums (angliski — discriminant validity) starp DU un TPR
kategorijam tika apstiprinats ar HTMT attiecibu, jo visas vertibas bija zem 0,85, apliecinot
skaidru latento mainigo noskirumu. Kolinearibas raditaji (angliski - collinearity statistics)
neuzradija multikolinearitates risku, jo visas vertibas bija butiski zem 10 (maksimala — 3,011).
Kopuma meérjjumu modelis demonstréja pienemamu uzticamibu un derigumu turpmakai
strukturalajai analizei.

P&c tam tika interpretéti iek§€ja modela analizes rezultati, lai noveértetu izskaidrojoSo
sp&ju un DU ietekmi uz TPR. Nemot véra mazako statistiski nozimigo cela koeficientu (f = —
0,138), izlases apjoms nodrosinaja pietiekamu statistisko jaudu (0,80), lai noteiktu efektus 10%
nozimiguma liment (Hair et al. 2021b).

Saskana ar Hair et al. (2011), R? interpretacija butiski atkariga no pétijjuma konteksta.
Lai gan visparpienemts ir uzskatit R* vértibas 0,75, 0,50 un 0,25 attiecigi par augstam, vidéjam
un zemam, dazas socialo zinatnu nozar€s jau 0,20 R? vértiba tiek verteta ka augsta. Savukart
Falk un Miller (1992) norada, ka adekvatai modela atbilstibai R? vértibai jabiit vismaz 0,10 vai
lielakai.

Interpret€jot R? vertibas, janem veéra, ka TPRP ir attistibas posma esoSa joma, kurai nav
noteiktu un visparpienemtu R? robezvertibu. Tadel, pamatojoties uz analizes rezultatiem, var
secinat, ka DU piemit pietickama prognozgjosa sp&ja attieciba uz koncentracijas risku un
nepartrauktibas planosanas risku (R2.3; 0,164), finansu riskiem (R3; 0,175) un stratégiskajiem
riskiem (RS5; 0,206), nodrosinot pietickamu statistisko jaudu efekta noteikSanai.
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DU ir statistiski nozimiga negativa ietekme uz 10 no 12 TPR. Spécigaka negativa
saistiba konstatéta ar koncentracijas risku (R2.3), finanSu riskiem (R3) un stratégiskajiem
riskiem (R5). Neliela Iidz mérena negativa ietekme konstatéta attieciba uz ceturtas un nakama
Iimena puses riskiem (R7.2), vispargjiem operacionalajiem riskiem (R2.1), reputacijas un
intereSu konflikta riskiem (R6.1) un korporativas socialas atbildibas riskiem (R6.2). Mazaka
ietekme konstatéta uz regulativajiem un atbilstibas riskiem (R1), piegades kédes un sadarbibas
procesu riskiem (R2.2) un datu privatuma riskiem (R4.2).

DU nav statistiski nozimigas ietekmes (> 95% ticamibas Itmeni) uz piegadataja un
piegades kédes kiberdrosibas riskiem (R4.1) un ar partnera specifiskajiem faktoriem
saistitajiem riskiem (R7.1), un §T saistiba uzskatama ka indikativa un turpmakas izp&tes veérta.
P&dgjo var skaidrot ar stingram noziedzigi iegiitu lidzeklu legalizacijas novérSanas (NILLN),
sankciju un datu aizsardzibas prasibam, kas ierobezo sadarbibu ar augsta riska jurisdikcijam,
savukart kiberdrosibas risku gadijuma statistiskas nozimibas trikums prasija papildu ekspertu
diskusiju.

Tadgjadi autore secina, ka rezultati apstiprina visas apakShipotézes par DU tieSo
ietekmi uz TPR veidiem, iznemot noraiditas hipotézes H1f un H1k. Rezultati apkopoti 2.1.
tabula.

2.1. tabula
1. modela strukturalie rezultati
R? Cela p- R? Cela p-
koeficients vertiba koeficients vertiba
R1 0.039 | -0.199 0.017 R42 |0.019 -0.138 0.050
R2.1 | 0.060 | -0.246 0.002 R5 0.206 -0.454 0.000
R2.2 ]0.032 | -0.179 0.013 R6.1 | 0.051 -0.227 0.006
R2.3 |0.164 | -0.405 0.000 R6.2 | 0.063 -0.250 0.002
R3 0.175 | -0.419 0.000 R7.1 |0.019 -0.137 0.068
R4.1 |0.020 | -0.140 0.057 R7.2 ]0.070 -0.265 0.002

Avots: autores veidots

2. modela izstrade un analize: pilna datu kopa

Turpmak tika izstradats 2. modelis, lai parbauditu pargjas hipotézes. DU (shéma un
rezultatos — Digital Trust) tika model&ta tapat ka 1. modeli - ka viens reflektivs konstrukts.
TPR (shéma un rezultatos — Third-party risks) tika model&ts ka reflektivs mainigais, kas ietver
visus 12 TPR veidus. Caurskatamiba DU noveértésana (sh€éma un rezultatos — Transparency)
tika specificéta ka reflektivs konstrukts, kas verteé DU noveérteéSanas kritériju skaidribu un
pieejamibu. Organizacijas sp&jas (sheéma un rezultatos — Capability) tika model&tas ka viens
reflektivs konstrukts ar seSiem raditajiem, nevis sadalitas uztverSana, izmantoSana un
parveidoSana, jo netika konstatéta pietickama diskriminanta validitate starp §tm dimensijam.

Informacijas avoti (shéma un rezultatos — Source) tika modeléti ka reflektivs latentais
mainigais, kas ietver Cetrus informacijas avotu veidus, savukart TPRP brieduma [imenis (shéma
un rezultatos — Maturity level) tika ieklauts ka atseviSks noverojamais raditajs. 2. modela
shéma attélota 2.3. attela.
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2.3. attéls. 2. modela shéma ar aprékinatajam korigétajam R? veértibam, cela
koeficientiem un p-vertibam

Avots: autores veidots

Meéramo raditaju aréjo slodZu vertibas kopuma bija lidzigas ka 1. modeli. Lielaka dala
organizacijas sp&ju un caurskatamibas raditaju parsniedza ieteicamo 0,708 robezvértibu. TPR
raditaji dalgji bija virs, dal&ji nedaudz zem §is robezvertibas (zemaka vertiba R3 = 0,597), kas
tika pienemts, nemot véra $o risku daudzdimensionalitati. No informacijas avotu raditajiem tris
parsniedza 0,708 robezvertibu, savukart, SOU4 bija nedaudz zem tas (0,614), kas tika uzskatits
par pienemamu.

Uzticamibas un validitates raditaji apstiprindja merjumu kvalitates atbilstibu.
Kronbaha alfa koeficients ¢etriem konstrukteém parsniedza 0,7, savukart, informacijas avotu
konstrukts bija nedaudz zem §is robezvértibas (0,663), tomer, noapalojot, tas tika uzskatits par
pienemamu. Kompozitas uzticamibas raditaji parsniedza 0,7, bet AVE vertibas daziem
konstruktém bija tuvu vai nedaudz zem 0,5, tomér liecindja par pietickamu konvergento
validitati. HTMT attiecibas apstiprindja diskriminanto validitati, jo visas vertibas bija zem
0,85. Kollinearitates raditaji bija biitiski zem robezvertibas 10, apliecinot modela noturibu.

P&c tam tika izverteta modela atbilstiba. Analize paradija pietickamu prognoz€joso
sp&ju visiem latentajiem mainigajiem, un visaugstaka prognozgjosa spgja tika konstatta
organizacijas sp&ju limenim (R? adj. = 0,263) un TPR Iimenim (R? adj. = 0,182). Turpmak tika
veikta bootstrap procediira, un rezultati apkopoti 2.2. tabula.

2.2. tabula
2. modela strukturalie rezultati
Digital Trust Third-party Capability Maturity level
risks

R?adj. 0.127 0.183 0.263 0.136

Cela p- Cela p- Cela p- Cela p-

koef. vertiba | koef. vertiba | koef. vertiba | koef. vertiba
Digital trust -0.453 | 0.000
Capability 0.377 | 0.000
Transparency | 0.251 | 0.011 |0.015 |0.454 |0.393 0.000
Source 0.179 10.019 0.200 [ 0.012

Avots: autores veidots
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Atbilstosi veiktajai analizei DU ir statistiski nozimiga negativa ietekme uz TPR (B = -
0,452; p = 0,000), tadgjadi apstiprinot H1, ka DU samazina TPR.

Caurskatamiba DU novértéSana uzrada nelielu, bet statistiski nozimigu pozitivu ietekmi
uz DU (B = 0,251; p = 0,011), apstiprinot H3. Tomér caurskatamibai nav tiesas statistiski
nozimigas ietekmes uz TPR (B = 0,014; p = 0,458); tas ietekme ir pilniba mediéta ar DU (f = -
0,114; p = 0,023). Lidz ar to H4 tiek noraidita, savukart H5, kas paredz, ka DU medié
attiecibas starp caurskatamibu un TPR, tiek apstiprinata.

Vienlaikus caurskatamiba statistiski nozimigi moderé DU ietekmi uz TPR (f = 0,267; p
= 0,014), apstiprinot H6, tomé&r augstaks caurskatamibas [imenis var mazinat DU negativas
ietekmes uz riskiem speku. 2. modela moderacijas un mediacijas analizes rezultati apkopoti 2.3.
tabula.

2.3. tabula
2. modela mediacijas un moderacijas analizes rezultati

Analize Cela koef. p-vertiba
Capability x Digital Trust -> Third-party risks -0.061 0.262
Source x Digital Trust -> Third-party risks -0.168 0.080
Transparency x Digital Trust -> Third-party risks 0.267 0.014
Transparency -> Digital Trust -> Third-party risks | -0.114 0.023
Source -> Capability -> Maturity level 0.075 0.043
Transparency -> Capability -> Maturity level 0.148 0.001

Avots: autores veidots

Daudzveidigu informacijas avotu izmantoSana uzrada nelielu, bet statistiski nozimigu
pozitivu ietekmi uz DU (B = 0,179; p = 0,019), apstiprinot H8, tomér ta statistiski nozimigi
nemoderé DU un TPR attiecibas (B = -0,168; p = 0,080), ka rezultata H9 tiek noraidita.

Gan caurskatamiba (f = 0,393; p = 0,000), gan informacijas avotu izmantoSana ( =
0,200; p = 0,012) pozitivi ietekm@ organizacijas sp&jas DU novértésana, apstiprinot H7 un
H10. Savukart organizacijas sp&jas uzrada merenu pozitivu ietekmi uz TPRP brieduma Iimeni
(B = 0,377; p = 0,000), tadgjadi apstiprinot H11. Caurskatamibas un informacijas avotu
izmantoSanas ietekme uz brieduma Iimeni ir neliela, bet statistiski nozimiga, un ta ir mediéta ar
organizacijas sp&jam.

Tomér organizacijas sp&jas statistiski nozimigi nemoderé DU ietekmi uz TPR (B = -
0,063; p = 0,258), ka rezultata H2 tiek noraidita. lesp&jamais skaidrojums saistams ar
atSkirigiem meérijjuma Itmeniem: DU un TPR tika verteti tre$as puses limeni, savukart,
organizacijas sp&jas — organizacijas Itmeni, turklat respondentiem var€a nebiit pilniga
parskatamiba par organizacijas méroga DU parvaldibas praksém.

2. modela izstrade un analize: parvaldibas Iimena grupa

Papildu tika veikta papildu analize, izmantojot 2. modeli ar atlasitu respondentu
apakskopu, kuri bija iesaistiti organizacijas Itmena DU novértéSana un uzraudziba (risku
vaditaji un atbilstibas/drogibas funkciju parstavji; n = 40). ST apakikopa turpmak tiek apziméta
ka parvaldibas Iimena grupa, lai parbauditu ieprieks formuléto pienémumu.

Meramo raditaju aréjo slodZu veértibas bija salidzinamas ar pilnas datu kopas
rezultatiem un saglabajas pienemamas robezas, ar1 gadijumos, kad tas bija zem 0,7, nemot véra
organizacijas sp€ju, informacijas avotu, DU un TPR daudzdimensionalitati. Uzticamibas un
validitates rezultati kopuma bija [idzigi pilnajai izlasei. Vienigais konstrukts, kura uzticamibas
raditaji bija zem ieteicamajam robezvertibam, bija informacijas avoti (Kronbaha alfa = 0,642;
kompozita uzticamiba = 0,637). AVE vértibas konstruktiem “informacijas avoti” (0,491) un
“TPR” (0,470) bija nedaudz zem 0,5, tomér, noapalojot, tas tika uzskatitas par pienemamam.

Diskriminanta validitate (H7MT) apstiprindja visu konstruktus konceptualo
noskirtibu (vértibas zem 0,85). Kollinearitate nebija problematiska, jo visi VIF raditaji bija
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zem 10, lai gan relativi augstakas vertibas tika konstaté€tas RC1 (8,012), TR1 (7,014) un AU
(6,963).
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2.4. attéls. 2. modela shéma (parvaldibas limena grupa) ar aprékinatajam korigétajam
R? vertibam, cela koeficientiem un p-veértibam

Avots: autores veidots

2. modelis, izmantojot parvaldibas limena grupas datus (2.4. attéls), uzrada bitiski
augstaku un spécigu prognozgjoso speju attieciba uz DU negativo ietekmi uz TPR Iimeni (R?
adj. = 0,494 salidzinajuma ar R? adj. = 0,183 pilnaja datu kopa), ka arT attieciba uz informacijas
avotu un DU novértéSanas caurskatamibas ietekmi uz organizacijas sp&jam (R? adj. = 0,486
salidzinajuma ar R? adj. = 0,263 pilnaja datu kopa). 2. modela strukturalie rezultati, izmantojot
parvaldibas limena grupas datus, apkopoti 2.4. tabula.

2.4.tabula
2. modela strukturalie rezultati (parvaldibas limena grupa)
Digital Trust Third-party Capability Maturity level
risks

R?adj. 0.174 0.494 0.486 0.161

Cela p- Cela p- Cela p- Cela p-

koef. vertiba | koef. vertiba | koef. vertiba | koef. vertiba
Digital trust -0.753 1 0.001
Capability 0.427 | 0.005
Transparency | 0.108 | 0.333 | -0.419 |0.072 | 0.602 | 0.000
Source 0.400 | 0.004 0.185 [0.102

Avots: autores veidots

Veikta analize parvaldibas [imena grupas datu kopai apstiprinaja $adus rezultatus, kas
tika iegiiti ar1, test&jot pilno datu kopu:

e HI1 tika parliecinosi apstiprinata - DU samazina TPR ar vél augstaku prognozgjoso sp&ju
(B=-0,753; p=0,001), tadejadi nostiprinot secinajumu, ka negativa saistiba starp uzticibu
un uztverto risku, ka to aprakstijusi Mayer et al. (1995), darbojas ari digitalaja B2B
konteksta, iesaistot IKT pakalpojumu sniedz&jus.
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e H4 atkartoti tika noraidita (f = —0,419; p = 0,072), apstiprinot, ka caurskatamiba DU
novertéSana tresas puses piesaistes procesa tieSi nesamazina TPR, kuri, Skiet, saglabajas
neatkarigi no caurskatamibas [imena.

o Ho tika apstiprinata ar specigaku moderacijas efektu (B = 0,603; p = 0,046), noradot, ka
caurskatamiba vajina DU negativo ietekmi uz TPR. Sis secindjums ir pretruna ar
informacijas asimetrijas teoriju, bet atbalsta signaliz€Sanas teoriju, liecinot, ka, izprotot
novertésanas kriterijus, IKT tresas puses var stratégiski parvaldit signalus, lai raditu
augstaku uzticamibas priekSstatu - So skatfjumu apstiprinaja ar1 ekspertu intervijas.

e H?7 tika apstiprinata ar spécigu pozitivu ietekmi (B = 0,602; p = 0,000), apliecinot, ka
caurskatamiba stiprina organizacijas sp&jas DU noveértésana un parvaldiba.

e HS tika apstiprinata (§ = 0,400; p = 0,004), paradot, ka daudzveidigu informacijas avotu
plasa izmantoSana pozitivi ietekm& DU Iimeni, saskanot ar signaliz€Sanas teoriju.

e HO9 tika noraidita (f =-0,011; p=0,480), jo informacijas avoti nemodereja attiecibas starp
DU un TPR.

e HI1 tika apstiprinata (B = 0,427; p = 0,005), noradot, ka organizacijas sp&jas DU
novértésana un parvaldiba pozitivi ietekm& TPRP brieduma Iimeni, tadgjadi atbalstot
dinamisko sp&ju teoriju $aja konteksta.

2. modela mediacijas un moderacijas analizes rezultati parvaldibas limena grupa apkopoti 2.5.
tabula.
2.5. tabula
2. modela mediacijas un moderacijas analizes rezultati (parvaldibas limena grupa)

Analize Cela koef. p-vertiba
Capability x Digital Trust -> Third-party risks -0.462 0.047
Source x Digital Trust -> Third-party risks -0.011 0.480
Transparency x Digital Trust -> Third-party risks 0.603 0.046
Transparency -> Digital Trust -> Third-party risks | -0.081 0.341
Source -> Capability -> Maturity level 0.079 0.148
Transparency -> Capability -> Maturity level 0.257 0.010

Avots: autores veidots

Parvaldibas Iimena apakSgrupa vairaki rezultati atSkiras no pilnas datu kopas. Hipoteze
H2 tika apstiprinata, konstat&jot statistiski nozimigu un tuvu spécigam negativu moderacijas
efektu (B = —0,462; p = 0,047). Tas norada, ka respondentu vidii, kuriem ir parskatamiba par
organizacijas Itmena parvaldibas praksém, spécigakas organizacijas sp&jas DU novertéSana
pastiprina DU mazinoSo ietekmi uz uztvertajiem TPR.

Savukart hipotézes, kas saistitas ar caurskatamibu tresas puses piesaistes procesa,
netika apstiprinatas. H3 (f =0,108; p=0,333) un H5 (B =-0,081; p = 0,341) nebija statistiski
nozimigas, kas liecina, ka pilnaja izlasé noverotie caurskatamibas efekti parvaldibas Iimena
respondentiem netika atkartoti konstateti. Iesp&amais skaidrojums ir saistits ar to, ka
parvaldibas limena specialisti parasti ir iesaistiti DU novért€Sanas procesu izstradé un
uzraudziba, nevis konkrétu treSo pusu attiecibu operativa vadiba. Lidz ar to caurskatamiba
piesaistes procesa vinu skatijuma var biit mazak tiesi saistita ar uztverto uzticibu un risku.

Visbeidzot, arT H10 tika noraidita (f = 0,185; p = 0,102). Daudzveidigu informacijas
avotu izmantoSana $aja apakSgrupa statistiski nozimigi neietekmé&ja organizacijas sp&jas DU
noveértéSana un parvaldiba. No dinamisko spgju teorijas perspektivas tas var atspogulot
atSkiribu starp informacijas resursu pieejamibu un institucionaliz€tu sp&ju tos integrét un
parveidot. Atskiribas starp abam izlasém tika padzilinati analiz&tas ekspertu intervijas. Pilns
hipot€Zzu testéSanas rezultatu kopsavilkums sniegts 2.6. tabula.
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HipotéZzu testeSanas rezultati

2.6. tabula

Kods | Hipotéze Modelis | Izlase Efekta Rezultats
veids
H1 DU samazina TPR 2. Pilna izlase | Tiesa Apstiprinata
modelis ietekme
Parvaldibas | Tiesa Apstiprinata
Iimena ietekme
grupa
Hla | DU samazina regul&juma un | 1. Pilna izlase | Tiesa Apstiprinata
atbilstibas riskus. modelis ietekme
H1b | DU samazina vispargjos | 1. Pilna izlase | Tiesa Apstiprinata
operacionalos riskus. modelis ietekme
Hle | DU samazina piegades kédes | 1. Pilna izlase | Tiesa Apstiprinata
un  sadarbibas  procesu | modelis ietekme
problémas.
H1d | DU samazina koncentracijas | 1. Pilna izlase | Tiesa Apstiprinata
risku un nepartrauktibas | modelis ietekme
planoSanas riskus.
Hle | DU samazina finansu riskus. | 1. Pilna izlase | Tiesa Apstiprinata
modelis ietekme
H1f | DU samazina piegadataja un | 1. Pilna izlase | Tiesa Noraidita
piegades keédes kiberdrosibas | modelis ietekme
riskus.
Hlg | DU samazina datu privatuma | 1. Pilna izlase | Tiesa Apstiprinata
riskus. modelis ietekme
Hlh | DU samazina stratégiskos | 1. Pilna izlase | Tiesa Apstiprinata
riskus. modelis ietekme
H1li | DU samazina reputacijas | 1. Pilna izlase | Tiesa Apstiprinata
riskus un intereSu konflikta | modelis ietekme
riskus.
H1j | DU samazina korporativas | 1. Pilna izlase | Tiesa Apstiprinata
socialas atbildibas riskus. modelis ietekme
H1lk | DU samazina ar partnera | 1. Pilna izlase | Tiesa Noraidita
specifiskajiem faktoriem | modelis ietekme
saistitos riskus.
H1l | DU samazina ceturtas un | 1. Pilna izlase | Tiesa Apstiprinata
nakama Iimena puses riskus. | modelis ietekme
H2 DU ietekmi wuz TPR |2. Pilna izlase | Moderacija | Noraidita
mazinasanu moderé | modelis
organizacijas  sp&as DU Parvaldibas | Moderacija | Apstiprinata
novertésana un parvaldiba. [Tmena
grupa
H3 Augstaks  caurskatamibas | 2. Pilna izlase | Tiesa Apstiprinata
Iimenis DU noveértéSana | modelis ietekme
treSas  puses  piesaistes Parvaldibas | Tiesa Noraidita
procesa pozitivi ietekm& DU Iimena ietekme
limeni. grupa
H4 Augstaks  caurskatamibas | 2. Pilna izlase | Tiesa Noraidita
Iimenis DU  noveértéSana | modelis ietekme
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treSas  puses  piesaistes Parvaldibas | Tiesa Noraidita
procesa samazina TPR. Iimena ietekme
grupa
HS DU darbojas ka mediators | 2. Pilna izlase | Mediacija Apstiprinata
starp caurskatamibu DU | modelis
novertéSana treSas puses
piesaistes procesa un TPR Parvaldibas | Mediacija Noraidita
Iimeni. limena
grupa
Heé DU ietekmi wuz TPR |2. Pilna izlase | Moderacija | Apstiprinata
mazinasanu modere | modelis
caurskafﬁmibas vaenls DU Parvaldibas | Moderacija | Apstiprinata
novertéSana treSas  puses limena
piesaistes procesa. grupé
H7 Augstaks  caurskatamibas | 2. Pilna izlase | Tiesa Apstiprinata
Iimenis DU noveértéSana | modelis ietekme
treSas  puses  piesaistes Parvaldibas | Tiesa Apstiprinata
procesa pozitivi ietekmé [imena ietekme
organizacijas sp€jas DU grupé
novertéSana un parvaldiba.
HS8 Daudzveidigu informacijas | 2. Pilna izlase | Tiesa Apstiprinata
avotu izmantoSana DU | modelis ietekme
novertésana pozitivi ietekmé Parvaldibas | Tiesa Apstiprinata
DU Iimeni. Iimena ietekme
grupa
H9 Daudzveidigu informacijas | 2. Pilna izlase | Moderacija | Noraidita
avotu  izmantoSana DU | modelis _ .
noverteiana modere DU Parvaldibas | Moderacija | Noraidita
ietekmi uz TPR mazinasanu. limena
grupa
H10 | Daudzveidigu informacijas | 2. Pilna izlase | Tiesa Apstiprinata
avotu izmantoSana DU | modelis ietekme
novertésana pozitivi ietekme Parvaldibas | Tiesa Noraidita
organizacijas sp€jas DU Iimena ietekme
novertésana. grupa
H11 | Organizacijas sp&jas DU | 2. Pilna izlase | Tiesa Apstiprinata
uzticibas novértéSana un | modelis ietekme
parvaldiba pozitivi ietekmé Parvaldibas | Tiesa Apstiprinata
TPRP brieduma Iimeni. Iimena ietekme
grupa

Avots: autores veidots

Apkopojot iegiitos rezultatus, hipotézu parbaudes rezultati apstiprina, ka digitala
uzticiba samazina treSo pusu riskus, lai gan §is ietekmes raksturs atSkiras atkariba no risku
veidiem un respondentu grupam. Rezultati ar apliecina, ka organizacijas sp&jas DU uzticibas
novertésana un parvaldiba ienem biitisku lomu digitalas uzticibas novertéSanas sasaisteé ar
augstaku treSo pusu risku parvaldibas brieduma Iimeni. Vienlaikus atskirigie rezultati attieciba
uz caurskatamibu un informacijas avotiem norada, ka DU nav atkariga tikai no informacijas
pieejamibas, bet arl no organizacijas sp&jas So informaciju interpretét un integrét risku
parvaldibas prakses. Tadel noverotas atskiribas starp pilno izlasi un parvaldibas limena grupu
tika talak analiz@tas ekspertu intervijas.
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3. nodalas kopsavilkums: Kvalitativie ieskati par digitalo uzticibu un

tresas puses riskiem: secinajumi un rekomendacijas

P&c kvantitativas analizes un hipot€zu teste€Sanas petijums tika turpinats ar kvalitativo
posmu, kura ietvaros tika veiktas dalgji strukturétas intervijas ar nozares ekspertiem. ST posma
meérkis bija apspriest sakotn&jos rezultatus, iegtit papildu ieskatus uz sp&ju attistibu balstita DU
ietvara izstradei TPRP pilnveidoSanai, ka ar1 analizét TPRP turpmakas attistibas tendences
Baltijas banku nozarg.

Intervijas piedalijas eksperti, kuri tiesi iesaistiti IKT treSo pusu attiecibu parvaldiba un
risku vadiba Latvija, Lietuva un Igaunija. Tika parstavétas dazadas ieintereséto pusu
perspektivas, tostarp IT riski, nefinanSu riski, informacijas dro$iba, atbilstiba, treSo pusu
attiecibu parvaldiba, iepirkumi un juridiskas funkcijas. Lai gan dala Baltijas banku ietilpst
Ziemelvalstu finanSu grupas, neviens no ekspertiem nenoradija, ka IKT TPRP biitu pilniba
delegéta matesbankam. Teor&tiska piesatinatiba tika sasniegta Baltijas ekspertu grupas ietvaros.

Izlase apzinati tika ierobeZota ar profesionaliem, kuri ikdiena ir atbildigi par IKT TPR
novertéSanu un parvaldibu. Uzraudzibas iestazu un konsultaciju uzn€émumu parstavji netika
ieklauti, jo vini Sos riskus verte no ar¢ja skatpunkta, nevis tiesi iesaistas to operativa parvaldiba.

Intervijas tika veiktas attalinati, izmantojot Microsoft Teams platformu, laika posma no
2025. gada 18. julija Iidz 1. augustam. Ekspertu saraksts, parstavétas valstis un amati ir apkopoti
3.1. tabula.

3.1. tabula
Intervijas piedalijusos ekspertu saraksts

Kods | Valsts Amats
Eksperts 1 El Latvija TreSo pusu attiecibu parvaldnieks
Eksperts 2 E2 Lietuva IT risku vaditajs
Eksperts 3 E3 Lietuva NefinanSu risku vaditajs
Eksperts 4 E4 Latvija IT risku vaditajs
Eksperts 5 ES5 Latvija Informacijas droSibas vaditajs
Eksperts 6 E6 Igaunija Tre$as puses risku vaditajs
Eksperts 7 E7 Lietuva TreSo pusu attiecibu parvaldnieks
Eksperts 8 E8 Latvija Atbilstibas vaditajs
Eksperts 9 E9 Igaunija Informacijas droSibas vaditajs
Eksperts 10 | E10 Lietuva Informacijas droSibas vaditajs
Eksperts 11 | El11 Igaunija IT risku vaditajs
Eksperts 12 | E12 | Latvija Jurists
Eksperts 13 | E13 Igaunija Iepirkumu vaditajs

Avots: autores veidots

Daliba bija brivpratiga un anonima; tika sanemta informéta mutiska piekriSana, lai
izvairitos no personas datu uzglabasanas. Interviju ieraksti tika atSifréti, manuali rediggti,
anonimiz€ti un parskatiti. Pirms katras intervijas tika sniegta 1sa ievadprezentacija par petijuma
dizainu, modeli un pétnieciskajiem jautajumiem. P&tijuma izlas€ tika ieklauti 13 eksperti no
dazadam Baltijas valstim un banku instittciju funkcijam.

3.1. TreSas puses risku kategoriju kvalitativas analizes atzinas un hipoteZu
parbaude

Eksperti visbiezak ka nozimigakos IKT TPR noteica piegadataja un piegades ke&des
kiberdrosibas riskus (R4.1) un regulativos un atbilstibas riskus (R1), ipasi DORA regul&juma
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konteksta. Tiem sekoja datu privatuma riski (R4.2) un ceturtas un nakama Iimena puses riski
(R7.2).

Lai gan attieciba uz drosibas un privatuma riskiem aptaujas un ekspertu viedokli sakrita,
regulativie riski un ceturtas/nakama Iimena puses riski aptaujas rezultatos netika novertéti ka
visaugstakie. So atskiribu var skaidrot ar aptaujas metodologiju - respondenti vértgja jau eso3os
IKT pakalpojumu sniedz€jus, attieciba uz kuriem preventivie pasakumi jau ir ieviesti, tad&jadi
atspogulojot drizak atlikuSos, nevis sakotng&jos riskus.

Eksperti vienpratigi noradija, ka koncentracijas un nepartrauktibas nodrosinasanas riski
(R2.3) var but augstakie pec to sakotngja limena. Galvenie iemesli ir Baltijas IKT tirgus
monopolizacija (pieméram, telekomunikaciju joma), priekSroka lieliem un nostiprinatiem
piegadatajiem, ka ar1 regulativais spiediens, tostarp DORA prasibas, kas netieSi veicina
piegadataju konsolidaciju.

Zemais korporativas socialas atbildibas riska (R6.2) novert€jums tika skaidrots ar ta
uztverto mazako aktualitati ES bazétiem IKT pakalpojumu sniedzgjiem, ierobeZotu sankciju
piem&roSanas praksi, ka arT iesp&jamu So risku nepietickamu parbaudi vai nenovérteésanu.

Pamatojoties uz ekspertu viedokliem, organizacijam savas TPRP programmas biitu
japrioritize:

1. Drosibas un privatuma riski (R4.1 un R4.2),
2. Piegades kédes paklautiba ceturtas un nakama Iimena puses atkaribam (R7.2),
3. Regulativas un atbilstibas prasibas, ipasi DORA konteksta (R1).

Savukart, aptaujas rezultati norada uz relativi augstakiem sakotn&jiem risku Iimeniem
Sadas kategorijas, kuram bitu janodroSina nepartraukta uzraudziba visa treSas puses
parvaldibas cikla:

Koncentracijas un nepartrauktibas planosanas riski (R2.3; vidg&jais = 2,68),
Piegades k&des un procesu riski (R2.2; vidgjais = 2,51),
Stratégiskie riski (RS; vidgjais = 2,33),
Piegadataja un piegades kédes kiberdrosibas riski (R4.1; vidgjais = 2,32) un datu privatuma
riski (R4.2; vidgjais = 2,31).
Mingtais apliecina, ka lidzsvarotai TPR prioritaSu noteikSanai nepiecieSams apvienot
gan kvantitativas analizes rezultatus, gan ekspertu kvalitativos vertejumus.
HipoteZu testéSanas rezultatu apsprieSana ar ekspertiem

Eksperti kopuma piekrita tam, ka netika konstatéta statistiski nozimiga saistiba starp
DU un piegadataja un piegades k&des kiberdrosibas riskiem (H1f). Galvenais skaidrojums bija,
ka kiberdraudi ir ar€ji determingti un stohastiski (“nevis vai, bet kad”), un pat nobriedusi vai
augsti uzticami piegadataji saglaba ievainojamibu. DU biezi tiek vértéta pirms liguma
noslégsanas (pakalpojuma kvalitate, parvaldiba, nepartrauktiba), savukart, kiberdrosSibas
ekspozicija ir atkariga no dinamiski mainigiem ar&jiem draudiem. Eksperti arT noradija uz
iesp&jamu uztveres nobidi anketa min€tos uzticibas novert€jumos — augsts uzticibas vertgjums
ne vienmer atspogulo faktisko kiberrisku ltmeni.

Attieciba uz H2 (DU ietekmes uz TPR moderéSana ar organizacijas sp&jam DU
novertésana un parvaldiba) eksperti piekrita, ka $adam sp&jam teoretiski biitu japastiprina DU
riska mazino$a ietekme. AtsSkiribas starp pilno izlasi un parvaldibas limena grupu tika
skaidrotas ar lomu redzamibu: otras Iinijas funkcijas (risku parvaldiba, atbilstiba, juridiska
funkcija) parredz visu dzives ciklu un parvaldibas mehanismus kopuma, savukart pirmas linijas
parstavji redz tikai atseviskus procesa posmus. Dala ekspertu uzsvéra ar1 “teorijas un prakses
plaisu”, proti, parvaldibas Iimena darbinieki pienem, ka ietvari darbojas atbilstosi izstradatajam
modelim, kamér operativie darbinieki reagg uz faktisko izpildi prakse.

Saistiba ar H3 (caurskatamibas pozitiva ietekme uz DU) eksperti uzskatija par ticamiem
abus kvantitativas analizes rezultatus. Caurskatamiba var palielinat uztverto uzticibu operativa
Iimena darbiniekiem, savukart parvaldibas Iimena parstavji vairak palaujas uz verifikaciju,
nevis procesa atklatibu. Vienlaikus tika pausts bridinajums, ka parmeériga caurskatamiba var

bl
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laut piegadatajiem “pielagoties” novertéSanas krit€rijiem un maksligi paaugstinat uztverto
uzticamibu.

HS (DU medigjosa loma starp caurskatamibu un TPR) noraidijums lielakoties tika
atbalstits. Eksperti noradija, ka caurskatamiba var palielinat uztverto uzticibu, tacu ne obligati
samazina faktisko riska ekspoziciju, jo piegadataji var optimizet dokumentaciju, lai “izturétu
parbaudi”. Turklat riska vert§juma pamata joprojam ir pieradijumi, un papildu informacijas
atklasana dazkart pat var paaugstinat notiekto risku limeni.

Attieciba uz H10 (informacijas avotu izmantoSanas ietekme uz organizacijas sp&jam
DU novertésana) parvaldibas Itmena eksperti uzsvera, ka izSkiroSa nozime ir nevis informacijas
avotu daudzumam, bet to kvalitatei un efektivai izmantoSanai. P&c noteikta bazes limena
sasniegSanas papildu avoti sniedz ierobezotu pievienoto vertibu. Dazi eksperti deva priekSroku
vienam uzticamam “zelta avotam” salidzinajuma ar vairakiem fragmentétiem informacijas
avotiem.

Visbeidzot, H9 (informacijas avotu modergjosa ietekme uz DU un TPR attiecibam)
noraidijumu eksperti atbalstija. Vinu ieskata papildu informacijas avoti var precizet uzticibas
novert§jumu, tacu nemaina strukturalos riskus. Riska samazina$anai nepiecieSami uzlaboti
kontroles mehanismi vai konkréti riska mazinaSanas pasakumi, nevis tikai plasaka informacijas
pieejamiba.

Teoretiskie secinajumi

HipotéZzu testéSanas rezultati kopa ar ekspertu intervijam sniedz pamatojumu Saja
promocijas darba izmantoto teor€tisko ietvaru piemé&rojamibai, ka ari izgaismo to
ierobezojumus.

Lielaka dala rezultatu attieciba uz H1 un tas apakShipotézém apstiprina Integréto
organizatoriskas uzticibas modeli (Mayer et al., 1995): augstaks DU limenis ir saistits ar
zemaku TPR, 1pasi tajas risku kategorijas, kur pakalpojumu sniedzgja riciba, kontroles
mehanismi un parvaldiba tiesi ietekme riska iznakumu (pieméram, regulativie, operacionalie
un piegades kédes riski). Vienlaikus prognozeSanas sp€ja ir ierobezota attieciba uz riskiem, ko
galvenokart nosaka argji vai strukturali faktori (piem&ram, paklautiba kiberdraudiem,
geopolitiskie riski). Tas apliecina, ka uzticiba ka apzinata riska uznemsanas attiecibas ne
vienmer nozimé izméramu riska samazinajumu.

H2 guva dal&ju apstiprinajumu attieciba uz organizacijas sp&ju (Teece et al., 1997)
modergjoso lomu. Organizacijas sp&jas DU noveértésana un parvaldiba moderé DU un TPR
attiecibas tikai parvaldibas Itmena grupa. Ekspertu komentari noradija uz lomu redzamibas
faktoru — otras linijas funkcijas ir labak pozicionétas, lai novertétu sp&ju ietekmi uz riska
mazinasanu. H7 tika apstiprinata abas izlases, apliecinot, ka struktur&tos noveértéSanas procesos
iestradata caurskatamiba stiprina organizacijas sp&jas.

H10 tika apstiprinata pilnaja izlas€, bet noraidita parvaldibas Iimena grupa, kas liecina,
ka sp&jas DU novértéSana un parvaldiba nav atkarigas no informacijas avotu daudzuma, bet
gan no sp&jas tos kvalitativi izvertet un savstarp€ji salagot. H11 tika apstiprinata, apliecinot, ka
attistitas DU novertesanas prakses veicina TPRP briedumu.

Rezultati attieciba uz H3, H4, H5 un H6 sniedz padzilinatu ieskatu organizacijas
atklatibas loma potencialo IKT pakalpojumu sniedz&ju piesaistes procesa ka informacijas
asimetrijas mazinasanas mehanisma (Akerlof, 1970). Caurskatamiba tiesi nesamazina TPR (H4
noraidita), un tas medi&josa ietekme (H5) nav vienada abas izlas€s. Apstiprinatais moderacijas
efekts (H6) norada, ka atklatiba var pat vajinat DU riska mazinasanas efektu, jo piegadataji
pielago savu informacijas sniegumu noteiktajiem kritérijiem, ne vienmér uzlabojot faktiskas
sp€jas. Tas izaicina informacijas asimetrijas teorijas pien€mumus un vairak saskan ar signalu
teoriju (Spence, 1973).

Visbeidzot, H8 apstiprina, ka vairaku informacijas avotu izmantoSana palielina uztverto
DU limeni, tomér H9 tika noraidita abas datu kopas — papildu informacijas avoti pasi par sevi
nesamazina TPR. Eksperti skaidroja, ka plasaka informacija var vienlaikus gan stiprinat
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uzticibu, gan atklat jaunus problematiskus aspektus, tadgjadi nemainot faktisko riska
paklautibas Iimeni.

3.2. Spgjas pamatots digitalas uzticibas ietvars pilnveidotai tresas puses risku
parvaldibai

Eksperti vertgja pasreiz&jo organizaciju sp&ju Iimeni DU noveértésana un parvaldiba ka
sakotngju - lielaka dala intervéto to novietoja 1. vai 2. limeni piecu limenu skala. Augstaks
brieduma novert€jums (3.—4. limenis) biezak tika sniegts no informacijas droSibas jomas
parstavju puses, kuriem parasti ir strukturétakas pieejas treSo pusu uzticamibas izvertéSanai.

Statistiska analize apstiprinaja, ka spécigakas organizacijas sp&jas DU novertésana
bitiski pastiprina DU risku mazinoSo ietekmi un palielina DU novértéjumu ticamibu plasaka
TPRP ietvara. Turklat augstaks DU sp&ju Iimenis ir tieSi saistits ar augstaku TPRP brieduma
pakapi, veicinot efektivaku nefinansu risku parvaldibas parvaldibu.

Lai atbalstitu organizacijas DU novértéSanas un parvaldibas brieduma pilnveidg, ka ar1
stiprinatu DU efektivitati TPR mazinaSana, petijuma ir izstradats “Uz sp€jam balstits DU
ietvars pilnveidotai TPRP”, kas att€lots 3.1. attela.

GPRP brieduma lech
DU pozitiva ietekme uz TPR
mazinasanu

Uztversana Izmantosana Parveidosana
\_ Organizacijas spéjas DU novértésana un parvaldiba -/
A oo e . Caurskatamiba tresas puses
Daudzveidigi informacijas avoti B :
: piesaistes procesa
\_ Balstits uz iegiitas informacijas parbaudi )

3.1. attels. Uz sp&jam balstits DU ietvars pilnveidotai TPRP

Avots: autores veidots

Ietvara struktiira pamatojas uz trim galvenajam komponentém:
1. Spéju attistibas priekSnosacijumi - nepiecieSamie informacijas avoti DU noverteésanai un
caurskatamiba DU noveértéSanas procesa tresas puses piesaistes posma.
2. Spéjas DU novérteéSanai un parvaldibai — tris dinamisko sp&u pilari (uztverSana,
izmantoSana un parveidoSana), kas nodroSina informacijas apstradi un izmantoSanu.
3. Pilnveidotu DU praksu rezultati — ietvara rezultata sasniedzams augstaks TPRP
brieduma limenis un efektivaka DU ietekme uz TPR mazinaSanu.
Tadel turpmakajas sadalas vispirms tiek aplikoti priekSnosacijumi, kas nepiecieSami
ietvara darbibai.
Daudzveidigu informacijas avotu nozime
Eksperti uzsveéra, ka daudzveidigu informacijas avotu izmantoSana var uzlabot DU
novertéSanas kvalitati, tacu izSkiroSa nozime ir So avotu kvalitatei, neatkaribai un spé&jai tos
efektivi integrét. Organizacijam bitu jaizveido uzticams, no pieradijjumiem izrietoSs
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pamatavotu kopums, jaizvairas no dublgjosas vai “troks$nainas” informacijas un janodrosina, ka
vertetaji spej kvalitativi analizet un savstarpgji salagot iegtitos datus.
Eksperti noteica vairakas butiskas informacijas avotu grupas DU noveértésana:
1. Neatkarigie avoti — audita zinojumi, sertifikati, drosibas ievainojamibu test€Sanas rezultati,
incidentu vésture (augstakais parliecibas Iimenis).
2. Oficialie avoti — publiskie registri, sankciju saraksti, regulativais statuss, ES uzraudziba.
3. Tirgus avoti — partneru un klientu atsauksmes (ar nepiecieSamibu izvertét iesp&jamo
aizspriedumu risku).
4. Ieksgjie avoti — piegadataja sniegta dokumentacija, anketas, arhitekttiras apraksti, ligumi.
5. Aréjie riska informacijas avoti — negativa mediju informacija, NILLN, ESG (vides, socialo
un parvaldibas aspektu skrinings).
Ekspertu noteiktie daudzveidigie informacijas avoti DU noveértésanai var tikt apvienoti
vienota, holistiska IKT tresas puses pakalpojumu sniedz&ja profila, kas att€lots 3.2. attéla.

Neatkarigie avoti

Oficialie
avoti

Tirgus avoti

" ‘ Tek3gjie
avoti
@ Arégjie riska

informacijas
avoti

3.2.attels. IKT tresas puses pakalpojumu sniedzgja holistisks profils
Avots: autores veidots

Aptaujas rezultati apstiprina, ka finanSu iestades jau izmanto daudzveidigus
informacijas avotus, tacu eksperti iesaka prioritizet neatkarigus un no rezultatiem izrietoSus
pieradijumus, nevis pasu piegadataju sniegto informaciju. Blokkédes tehnologija netika
noteikta ka butisks DU signals, visticamak tas ierobezotas piemérojamibas un uzticibas
daudzdimensionalas biitibas dél.

Pamatojoties uz ekspertu atzinam, tiek piedavata pakapeniska pieradijumu hierarhija
(angliski - tiered evidence hierarchy):

e A limenis (uz rezultatiem balstita parbaude) — neatkarigi auditi, drosibas ievainojamibu
testéSanas rezultati, incidentu atklasana.

e B Ilimenis (faktos balstita parbaude) — oficialie registri, finansu parskati, atziti sertifikati.

e C Iimenis (papildino$i pieradijumi) — skrininga platformas, partneru atsauksmes,
piegadataja materiali (nepiecieSama savstarp&ja parbaude).

Caurskatamibas nozime spéju stiprinasana

Hipotézes H7 statistiska parbaude apstiprina, ka caurskatamiba DU novérteéSana tresas
puses piesaistes procesa pozitivi ietekme organizacijas sp&jas DU noveértésana un parvaldiba.
Caurskatamibu iesp&jams istenot, izmantojot skaidri defin€tus un dokument&tus novértésanas
kritérijus (pieméram, strukturétas padzilinatas izpetes anketas), pieejamu un saprotamu
izverteéSanas procesu, ka art savstarpgji saskanojot uzticibas gaidas ar IKT treSajam pusém.

Eksperti noradija, ka caurskatamiba stiprina spgjas, jo ta veicina:

¢ standartizaciju un atkartojamibu, nodrosinot salidzinamu pieradijumu apkoposSanu;
e piegadataju iesaisti, uzlabojot dokumentacijas kvalitati un procesa efektivitati;
e sadarbibas kvalitati, palielinot taisnigumu, atsaucibu un iesniegtas informacijas pilnigumu.

Tomér caurskatamiba veicina sp&ju attistibu tikai tad, ja:
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e tatiek apvienota ar saturisku izveért€Sanu un neatkarigu parbaudi;
e pieradijumu novértéSanu regulé dokumentéta metodologija (vertesanas sisteéma, izlases
pieeja, papildu jautajumi);
e komandam ir pietickamas kompetences un laiks paplaSinata pieradijumu kopuma analizei.
Vienlaikus eksperti bridinaja, ka parmeériga caurskatamiba var veicinat formalu
atbilstibas izpildi, kritériju pielagoSanu formalai atbilstibai, maksligi paaugstinatu uzticamibas
uztveri vai Skietamu atbilstibu, ka arT atturét dalu piegadataju no sadarbibas.
Pamatprocess: tris spéju elementi
Pamatojoties uz ekspertu intervijam un dinamisko sp€ju teoriju, pétijuma tiek
izstradatas trTs pamatsp&jas DU novertéSanai un parvaldibai ar mérki paaugstinat TPRP
brieduma Iimeni un mazinat IKT TPR.
1. Uztversana: DU signalu noteikSana, izpratne un uzraudziba
S1 sp&ja raksturo organizacijas spéju sistematiski apkopot, interpretét un laikus konstatét
izmainas signalos un pieradijumos, kas saistiti ar tre$as puses uzticamibu. Ta ietver:
e daudzavotu informacijas apkopoSanu (neatkarigie, oficialie, tirgus un piegadataja avoti);
e nepartrauktu un notikumos pamatotu uzraudzibu (veiktsp&ja, incidenti, regulativas
izmainas);
e sistematisku pieradijumu parbaudi un izcelsmes izvertésanu;
e jauno risku un tendencu analizi.
2. Izmantosana: DU atzinu integréSana TPRP lemumu pienemsana
ST sp&ja nodrosina uztver§anas posma iegiito atzinu praktisku izmanto$anu, integr&jot
tas léemumu pienemsanas sistémas un risku parvaldibas procesos. Ta lauj organizacijai pienemt
savlaicigus un pamatotus [émumus attieciba uz treSajam pusém, tostarp:
e uz riskiem pamatotas uzraudzibas intensitates pielagoSanu;
e uzticiba pamatotu piegadataju izvéli un TPRP parvaldibas mehanismu piemé&rosanu;
e strukturétu incidentu un novérSanas pasakumu istenosanu.
3. ParveidoSana: noverteSanas pieeju pielagoSana un pilnveidoSana laika gaita
ST spgja vérsta uz nepartrauktu pilnveidi, sistematiski macoties no ieprieksgjam
novertéSanam un attiecigi uzlabojot metodes, rikus un parvaldibas pieeju. Ta nodroSina, ka DU
novertéSanas ietvars attistas un sasniedz augstaku brieduma Iimeni, ietverot:
e DU noveértesanas ietvara standartizaciju,
e sistematisku zinasanu un datu parvaldibu.
Nosléguma eksperti uzsveéra arl procesu salagotibas nozimi - vadibas sp&ju saskanot
uztverSanas, izmantoSanas un parveidoSanas procesus (Eurico Soares De Noronha et al. 2024).
Organizacijas dinamiskas sp&jas DU noveértésana un parvaldiba ir att€lotas 3.3. attéla.
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UZTVERSANA IZMANTOSANA PARVEIDOSANA

1. Daudzavotu 1. Uz risku balstita
informacijas apkopoSana uzraudzibas intensitates
2. Nepartraukta un pielagoSana
notikumos pamatota 2. Uz uzticibu balstita
uzraudziba piegadataju izvéle un
3. Sistematiska TPRP parvaldiba
pieradijumu parbaude 3. Strukturéta incidentu un
4. Jauno risku un tendencu noversanas pasakumu
analize istenoSana

1. DU novértésanas ietvara
standartizacija
2. Sistematiska zinaSanu
un datu parvaldiba

Nepartraukta metozu, riku un kompetencu izvertésana un pilnveidoSana

3.3. attéls. Organizacijas dinamiskas sp&jas DU noveértéSana un parvaldiba

Avots: autores veidots

DU novértésanas un parvaldibas sp&ju salagosana paredz nepartrauktu izmantoto
metozu, riku un kompetencu izveértésanu un pilnveidi. Tas ietver ieguldijumus tehnologijas un
argja ekspertiz€, pieradijumu kvalitates un novértéSanas efektivitates uzraudzibu, ka ari
validaciju vai novértéSanas modelis konsekventi sasaista augstaku uzticibas Iimeni ar zemaku
atlikuso risku. Tapat nepiecieSama saskanota pieeja starp galvenajam funkcijam (pieméram,
TPRP, informacijas drosibu, IT risku parvaldibu), lai nodroSinatu vienotu izpratni par DU.

3.3 IKT treSo pusu risku parvaldibas turpmaka attistiba Baltijas banku nozaré

Eksperti tika aicinati sniegt viedokli par TPRP turpmako attistibu Baltijas banku nozarg.
TPRP ir salidzino$i jauna joma ES finanSu sektora, un nakamo 3-5 gadu laika sagaidama
turpmaka regulativa attistiba. Lai gan pamatprasibas attieciba uz IKT treSajam pusém,
visticamak, bitiski nemainisies, eksperti paredz lielaku prasibu standartizaciju visa ES,
skaidraku interpretaciju, koplietojamus veidlapu paraugus un iesp&jamu centralizétu kritisko
piegadataju datubazi uzraudzibas iestazu parraudziba. Regulgjums, visticamak, vairak akcentes
ievieSanas kvalitati un esoSo prakSu briedumu, ka ar1 paplasinasies uz noteiktiem ne-IKT
pakalpojumu sniedzgjiem, pastiprinas uzmanibu ESG riskiem un padzilinas ceturtas un nakama
Iimena pusu uzraudzibu.

Lai sagatavotos §Tm izmainam, organizacijam ieteicams:

o formaliz&t detalizétus TPRP procesus, procediiras un ricibas planus;

e paplasinat registrus, icklaujot ceturtas un nakama limena puses, lai kartétu apaksuznémeju
kedes;

e integrét ar ESG saistitas prasibas anketas un ligumos.

Parvaldibas Iimeni sagaidama lielaka TPRP redzamiba valdes limeni, augstaks
brieduma limenis un specializétu TPRP lomu un komandu izveide. Paslaik vérojams resursu
ierobezojums, tacu tiek prognozeta plasaka automatizacijas un maksliga intelekta risinajumu
ieviesana. Tapat biis nepiecieSama ciesaka starpfunkcionala sadarbiba (iepirkumi, atbilstiba,
juridiska funkcija, biznesa struktiirvienibas) un vienota izpratne par TPR.
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Sagaidamas arT tirgus izmainas: tre$as puses stiprinas atbilstibas kompetenci DORA
prasibu izpilde, iesp&jams, izmantojot to ka konkurences prieksrocibu, savukart, finanSu
iestades pieprasis augstakas kvalitates dokumentaciju. Vienlaikus var pieaugt atbilstibas
izmaksas. DORA regul&ums var dot prieksrocibas lieliem piegadatajiem, potenciali palielinot
koncentracijas risku, kamér mazakiem pakalpojumu sniedz&jiem un talak pardev€jiem var
rasties griitibas.

Nosléguma eksperti paredz pakapenisku TPRP tipa reguléjuma paplasinasanos arpus
finansu sektora, Tpasi uz kritiskas infrastruktiiras nozarém (energétika, idensapgade, transports,
telekomunikacijas) un, iesp&jams, ar1 uz lieliem uznémumiem, nemot vera savstarp&ji saistitas
piegades kédes, kiberrisku paklautibu un DORA un NIS2 regul&juma savstarpgjo saskanosanu.
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Secinajumi

Promocijas darba tika analizéta DU ietekme uz TPR Baltijas banku nozaré. Galvenie

pétijuma secindjumi ir §adi:

1.

P&tijuma teorétiskais devums sniedz konceptualu skaidrojumu DU jédzienam, izstradajot
un valid€jot jaunu definiciju, kas balstita uz 42 esoso definiciju sistematisku analizi un to
klasifikaciju sesas tematiskajas grupas. Tika konsolid&ti 24 DU faktori un struktur&ti Cetras
kategorijas: sp&ja, labveliba, integritate un jaunieviesta kategorija — atvertiba. Definicijas
satura validacija apstiprindja tas atbilstibu noteiktajiem faktoriem (kopgjais htc = 0,86),
apliecinot, ka ta precizak atspogulo DU daudzdimensionalo bitibu neka lidz Sim
popularaka definicija.

Petijums sniedz skaidru teorétisku noSkirumu starp TPR un saistitajiem jédzieniem -
piegadataja risku, piegades kédes dalibnieka risku un pakalpojumu sniedzgja risku, kurus
literatura biezi lieto ka sinonimus. Darba TPR definéts ka visaptveross risku veids un
strukturéts septinas kategorijas: (1) regulativie un atbilstibas riski, (2) operacionalie riski,
(3) finansu riski, (4) drosibas un privatuma riski, (5) stratégiskie riski, (6) &tiskie un socialie
riski un (7) partneru un piegades k&des riski.

S pétijuma pamat-hipotéze (H1), ka DU samazina TPR, tika parliecinoi apstiprinata gan
pilnaja darbinieku izlas€ (B =—0,452; p = 0,000), gan parvaldibas Iimena grupa (p =—0,753;
p = 0,001), apliecinot, ka augsts DU Iimenis btiski veicina zemaku kop&jo TPR limeni
B2B konteksta IKT pakalpojumu sniedz&ju attiecibas. Detaliz&ta analize apstipringja So
negativo ietekmi desmit no divpadsmit konkrétajiem risku veidiem, tostarp koncentracijas,
finansu, stratégiskajiem un datu privatuma riskiem. Tom@r statistiski nozimiga ietekme
netika apstiprinata attieciba uz piegadataja un piegades k&des kiberdrosibas riskiem (H1f)
un ar partneru specifiskajiem faktoriem saistitajiem riskiem (H1k), kas liecina, ka konkré&ti
tehniskie un geopolitiskie riski prasa papildu risku parvaldibas pasakumus.

DU ietekmi uz TPR mazinasanu pastiprina organizacijas sp&jas (H2), tacu §is rezultats ar
specigu negativu moderacijas efektu (f = —0,462; p = 0,047) tika apstiprinats tikai to
darbinieku grupa, kuri ir informéti par parvaldibas Iimena praksém (riska, atbilstibas un
drosibas profesionali), bet pilnaja izlasé€ tika noraidits.

Organizacijas caurskatamibai DU noveérteéSana ir atskiriga nozime atkariba no konteksta,
kas izaicina informacijas asimetrijas teorijas piemérosanu. Lai gan pilnaja darbinieku izlasé
caurskatamiba pozitivi ietekmeé DU (H3; B = 0,251; p = 0,011), kas liecina, ka operativa
Iimena darbinieki to izmanto nenoteiktibas mazinaSanai, $1 saistiba tika noraidita
parvaldibas ltmena grupa. Turklat moderacijas efekta (H6) apstiprinasana abas izlas€s ar
var izmantot augstu caurskatamibas [tmeni, lai “manipul&tu ar signalu” un raditu maksligu
uzticamibas uztveri, kas ne vienmer rezult€jas risku samazinajuma.

Darba tika apstiprinats, ka dinamiskas organizacijas sp&jas (H11) DU novertéSana bitiski
un pozitivi ietekm& TPRP brieduma Itmeni (B = 0,377; p = 0,000), demonstrgjot praktisku
saikni starp So sp&ju attistibu un organizacijas TPRP limena paaugstinasanu. Savukart, $is
sp&jas pozitivi ietekm& caurskatamiba (H7) (apstiprinata abas izlas€s) un plasa
daudzveidigu informacijas avotu izmantoSana (H10) (apstiprinata pilnaja izlas€).

Nozares profesionalu visbiezak izmantotie informacijas avoti bija pakalpojuma aprakstosa
dokumentacija (vid€jais = 4,06) un reputacijas apliecinajumi (vidgjais = 3,93), piem&ram,
ISO 27001 sertifikati un audita zinojumi.

Petijums apstiprinagja DU medi€joSo lomu attiecibas starp caurskatamibu un risku,
apstiprinot H5 pilnaja izlasé. Sis secindjums norada, ka caurskatamiba pati par sevi tiesi
nesamazina risku (H4 tika noraidita), bet netieSi veicina risku mazinasanu, veidojot
augstaku DU Itmeni, kas savukart mazina riskus.

Metodologiskais lémums analizét datus, izmantojot divas atseviSskas izlases (pilno
darbinieku izlasi un parvaldibas [imena grupu), atklaja bitiskas atSkiribas H2, H3, HS un
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10.

11.

12.

H10 rezultatos. ST analize divas atseviskas izlas@s sniedza pieradijumus tam, ka spgju,
caurskatamibas un informacijas izmantoSanas nozime un loma TPRP ietvara ir atkariga no
lomas organizacija.

Pamatojoties uz ekspertu viedokli, paSreizgjais organizaciju sp&ju Iimenis DU novértéSana
un parvaldiba Baltijas banku nozaré kopuma ir raksturojams ka agrina posma, parasti 1.
vai 2. liment.

Sagaidamas izmainas regulétaja sektora akcenteés TPRP prakSu briedumu, ievieSanas
kvalitati un kompetenci, prasot organizacijam izstradat detaliz€tus procesu aprakstus un
ricibas scenarijus, lai sagatavotos uzraudzibas parbaudem.

DORA prasibu ietekmé paredzamas izmainas IKT treSo puSu tirgus struktiira, potenciali
dodot prieksrocibas lieliem globaliem piegadatajiem un prasot papildu resursu pieskirSanu,
tostarp specializétas TPRP lomas un paaugstinatu automatizacijas Iimeni finanSu iestades.
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Rekomendacijas

Praktiskie ieteikumi

1.

Nemot véra, ka pétijuma konstatets, ka augstaks DU limenis samazina TPR, organizacijam
ieteicams formaliz€t DU novértéSanu un parvaldibu ka risku mazinasanas kontroli.
Vienlaikus ieteicams ierobezot palausanos uz uzticibu ka aizvietotaju kiberdrosibas
apliecinajumam vai partnerim raksturigo faktoru izveérté€Sanai, jo S$ajas jomas ir
nepiecieSama atsevisSka parbaude.

Organizacijam ieteicams stiprinat TPRP briedumu, attistot dinamiskas sp&jas DU
novertéSanai un parvaldibai. Tas ietver pieradijumu sistematisku apkopoSanu un parbaudi
no dazadiem avotiem, uzticibas indikatoru ieklausanu lémumu pienemsanas procesos, ka
ar1 novertéSanas instrumentu regularu pilnveidoSanu, lai nodroSinatu vienotu pieeju un
atkartojamibu visa organizacija.

. Organizacijam ieteicams atklati dalities ar DU novértéSanas kriterijiem, lai atbalstitu spgju

attistibu, vienlaikus uzraugot “pielagotu atbilzu” risku un nodroSinot neatkarigu parbaudi,
lai sniedzama informacija patiesi atspogulotu realo praksi.

Novertgjot IKT treSo pusu DU, organizacijam vajadzetu izvairities no palauSanas uz vienu
informacijas avotu. Ta vieta ieteicams kombinét sertifikatus, risinadjuma dokumentaciju,
tirgus signalus un treSo pusu atzinumus, vienlaikus nodro$inot darbinieku apmacibas, lai
vini spétu apvienot dazadus un reiz€m pretrunigus datus vienota uzticibas novertéjuma.

. Lai uzlabotu uzticibas novért€jumu kvalitati, organizacijam ieteicams prioritizet

pieradijumus péc to uzticamibas, nevis apjoma. Neatkarigai, no rezultatiem izrietoSai
parbaudei (A informacijas avotu Iimenis) jabiit primarajam noveért§juma pamatam, ko
papildina faktos balstita validacija no oficialiem avotiem (B informacijas avotu Iimenis).
PaSdeklaréta vai kontekstuala informacija (C informacijas avotu limenis) izmantojama
piesardzigi un tikai ka papildinajums augstakas kvalitates pieradijumiem.

. Organizacijam ieteicams formaliz€t uzticibas novértéSanas procesus un attistit uztversanas,

izmantoSanas un parveidoSanas sp€jas, vienlaikus panakot vienotu izpratni starp
parvaldibas un operacionalajam lomam, izmantojot vienotu novértésanas ietvaru.

. Nemot véra, ka caurskatamiba samazina risku tikai caur uzticibu, ko ta palidz veidot (HS),

organizacijam biitu jakoncentréjas uz sadarbibas stiprinaSanu, nevis jauztver
caurskatamiba ka formala procediira. Ja caurskatamiba stiprina labvélibas un integritates
uztveri, risks mazinas. Savukart, ja ta tiek istenota tikai ka formala atbilstibas izpilde,
biitiska risku mazinasana nenotiek.

Nemot vera, ka parvaldibas Iimena lomas uzsver pieradijumus, bet procesu istenotaji
biezak palaujas uz attiecibu uzticibu, organizacijam ieteicams Sos skatfjumus saskanot,
izmantojot vienotus ietvarus un vienotus informacijas avotus. Centralizeti uzticamibas
pieradijumi, piem&ram, vertéSanas ieraksti un parbauditi pieradijumi, palidz sinhronizet
lémumu pienemsanu un mazinat sadrumstalotu novertésanu starp komandam.

Lai atbilstu mainigajam regulatoru prasibam, organizacijam ieteicams paplasinat TPRP
praksi, kart&jot apakSuznémeéjus un nakama limena pusu atkaribas, formalizgjot detaliz&tas
operacionalas rokasgramatas, ka arl integréjot ESG apsvérumus padzilinata parbaudé
(angliski — due diligence). Automatizacijas un maksliga intelekta risindjumu izmantoSana
klas arvien nozimigaka, lai tiktu gala ar pieaugoSo sarezgitibu un pastiprinatu regulatoru
uzraudzibu.

Ieteikumi turpmakajiem pétijjumiem

1.

Nemot véra TPRP agrino attistibas posmu Baltijas banku nozarg, ieteicams veikt
garengriezuma pétijumu, lai izpétitu DU ietekmes uz TPR dinamiku, ka arT So organizaciju
brieduma pieaugumu laika gaita.

Starpnozaru petijums finanSu sektora varétu paradit, ka organizacijas lielums, tas briedums
vai regul&juma intensitate ietekme attiecibas starp DU un TPR.
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Lai palielinatu rezultatu visparinamibu, turpmakie pétijumi varétu parbaudit noteiktas
sakaribas citos regulgjuma rezimos, kulttiras normas un digitalizacijas Iimenos, veicot
salidzino$us pétijumus dazadas ES valstis vai salidzinot rezultatus ar ASV, Azijas vai
jaunattistibas tirgiem.

Lai mazinatu pasSnovért€juma aizspriedumus, turpmakajos pétijumos ieteicams ieklaut
objektivus datus, pieméram, auditu rezultatus, incidentu zinojumus, veiktsp&jas raditajus,
darbibu zurnalus vai argji parbauditus uzticibas indikatorus.

Turpmakie petijumi varétu analizét DU un risku dinamiku visas organizacijas treSo pusu
ckosistémas ietvara, nevis koncentréties uz vienam attiecibam, un ka analizes vienibu
izmantot organizacijas TPR portfeli.

Pamatojoties uz interviju secindjumiem, turpmakie pétijjumi varétu izmantot gadijumu
izp@tes, etnografiju vai ricibpetniecibu, lai analiz€tu, ka DU spgjas tiek attistitas,
operacionaliz€tas un laika gaita iestradatas organizacijas rutinas.

Turpmakie pétijumi varétu paplasinat piedavato ieteikumu praktisko pielietojamibu,
izstradajot prioritiz€Sanas ietvarus, kas pielagoti mazakam finanSu iestadém ar
ierobezotiem finanSu un organizatoriskajiem resursiem.

Ta ka korporativas socialas atbildibas riski ekspertu veérte§juma tika atziti par vieniem no
vismazak nobrieduSajiem un vismazak skaidri izprastajiem, turpmakie petijumi varétu
koncentréties uz audite§jamu digitalo ESG metriku izstradi, kas ir piemérotas IKT
pakalpojumu sniedzg&jiem.
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Nosléguma atzinas

Promocijas darba tika sniegtas atbildes uz visiem p&tijuma jautajumiem un tika izpilditi
visi petijjuma sakuma izvirzitie uzdevumi. P&tijjuma apvienota teorétiska analize, kvantitativa
model&Sana un ekspertu intervijas nodro§inaja vispusigu priekSstatu par digitalas uzticibas
nozimi treSo pusu risku parvaldiba.

Lai gan pétijuma empiriska dala veltita Baltijas valstu banku nozarei, kur normativa
reguléjuma prasibas un tehnologiska attistiba veido ipasi piemérotu pétijuma vidi, $Saja
promocijas darba ieglitas konceptualas atzinas parsniedz So geografisko un nozares ietvaru.
P&tijuma noskaidrotas saistibas starp digitalo uzticibu un treSo pusu riskiem atspogulo plasakas
likumsakaribas, kas raksturigas digitalajai videi un organizaciju sadarbibai ar IKT pakalpojumu
sniedzgjiem. Tade] izstradatais konceptualais ietvars un metodologiska pieeja digitalas
uzticibas novert€sanai var biit izmantojama ar1 citas nozarés, dazados normativa reguléjuma
kontekstos un organizatoriskajos kontekstos, kuros organizacijas sadarbojas ar argjiem IKT
pakalpojumu sniedzgjiem.

P&tijuma noteiktas treSo pusu risku kategorijas veido strukturetu klasifikaciju, kas var
bt aktuala dazadas nozarés un organizatoriskajos kontekstos. Tadel tas var uzskatit par
visparigi piemérojamam organizacijam, kas sava darbiba izmanto treSo pusu pakalpojumus.

Tadgjadi promocijas darbs veido pamatu turpmakajiem akadémiskajiem pétijumiem un
praktiskajai attistibai digitalas uzticibas un treSo pusu risku parvaldibas joma. Taja iegitas
atzinas var palidzet organizacijam pilnveidot digitalas uzticibas novertéSanas praksi un stiprinat
treSo pusu risku parvaldibu.
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